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1. O0uIas xapakTepuCTHKA padodei MPporpaMMsbl MPAKTHKH

[IporpaMma NpOM3BOACTBEHHOW NPAKTUKU (Hanee ImporpaMma) SIBASETCS 4YaCTb0 IIPOTPAMMEL
NIOATOTOBKYU CIEIMAaNuCTOB CpefHero 3BeHa B cooTBeTcTBUU ¢ ®I'OC nmo cnenuansrocTu CIIO 10.02.05
Ob6ecneuennie nHGOPMAIMOHHOM 6€3011aCHOCTY ABTOMaTU3UPOBAHHEIX CUCTEM.

[TpoxoxXpmeHMe MPaKTUKYU HAIIpaBlieHO Ha GOopMUpOBaHNe KOMIIETEHIUI:

IIK 1.1. ITpou3BOOUTH YCTAHOBKY U HACTPOUKY KOMIIOHEHTOB aBTOMaTU3UPOBAHHEIX

(vHGOPMAIMOHHEIX) CUCTEM B 3alIUINEHHOM HUCIOJHEHUY B COOTBETCTBUY C TPEOOBaHUSIMU

9KCIUTyaTallMOHHOU NOKyMEHTaluuU.

3HaTh: COCTAB U IPUHIUIE PaGOTH aBTOMATU3UPOBAHHEIX CUCTEM, ONIePAlMOHHEIX CUCTEM U CpPef;

IPUHIUIE pa3paboTKy alrOpUTMOB IIPOTrPpaMM, OCHOBHEIX IIPHEMOB IIPOrpaMMUPOBaHUs; Mofenu 6a3

[DAHHBIX; IPUHIUIE IOCTPOEHU, GU3nYeCcKre OCHOBE pPaboTH nepudepuiiHEX YCTPOUCTB

YMeTh: 0CyLIeCTBIATE KOMIJIEKTOBaHYEe, KOHGUTYPUPOBaHe, HACTPOUKY aBTOMATHU3UPOBaHHEIX

CUCTEM B 3alMUIIEHHOM UCIOTHEHUN U KOMIIOHEHT CUCTEM 3allUTH HHpOpManuu

aBTOMAaTU3UPOBAHHEIX CUCTEM

ViMeTh IpaKTUYECKU ONBIT: YCTAHOBKY U HACTPONKY KOMIIOHEHTOB CUCTEeM 3alUThHl HHGOPMAaIUu

aBTOMAaTHU3UPOBAHHEIX (MHPOPMAIXOHHEIX) CUCTEM

[IK 1.2. ADMPHUCTPHAPOBATh MPOTPaMMHBIE U IPOTPaMMHO-alIapaTHEIE KOMIIOHEHTE
ABTOMATHU3WPOBAHHOM (MH(MOPMAIMOHHOM) CUCTEMEI B 3aIIHAIIEHHOM HUCIIOJIHEHHUH.

3HaTh: TEOPETUYECKHEe OCHOBH KOMIIBIOTEPHHIX CeTel U UX allllapaTHHIX KOMIIOHEHT, CETEBEIX MOLeNeH,
IIPOTOKOJIOB ¥ IPUHIIUIIOB afipecaliiu

YMeThb: OpraHu30BHBaTh, KOHGUTYPUPOBATh, IIPOU3BOSUTL MOHTAXK, OCYIIECTBIATh AUATHOCTUKY U
yCTpPaHATh HEUCIIPABHOCTH KOMIIBIOTEPHEIX CeTeH, paboTaTh C CETEBLHIMHU IIPOTOKOIAMHU PA3HBIX
VPOBHEH;

OCYIIECTBNIATh KOHGUTYPUPOBaHKEe, HACTPOUKY KOMIIOHEHT CUCTEM 3allliThl HHGOPMaIuu
a@BTOMATH3UPOBAHHEIX CUCTEM;

ITPOM3BOMUTE YCTAHOBKY, afallTAIMI0 U COPOBOKIEHNE TUIIOBOTO TPOIPAMMHOTO 00€CTIeYEHusT,
BXO[ISIIIETO B COCTAB CHCTEM 3alllUThl HHGOOPMAaIuK aBTOMaTU3UPOBAHHOM CUCTEMEL

ViMeTh IpaKTUYEeCKUH ONEIT: afMUHUCTPUPOBAHKS aBTOMATU3UPOBAHHBIX CUCTEM B 3allIAIIIEHHOM
HCIIOJIHEHUU

IK 1.3. O6ecneuuBaTh OecmepeboiHy0 paboTy aBTOMaTU3UPOBAHHEIX (MH(GOPMAIIMOHHBIX) CUCTEM B
3AMUIIEHHOM UCIIOTHEHUH B COOTBETCTBUHU C TPEOOBAHUSIMHU SKCITyaTAllMOHHON TOKYMEHTAIIUH.
3HaTh: MOPSI0K YCTAHOBKYU ¥ BBOMA B 9KCITyaTaIlUI0 CPECTB 3allUTH HHGOPMaIUY B KOMITLIOTEPHBIX
ceTsx

YMeThb: HacTpauBaTh ¥ YCTPAHATh HEUCIIPABHOCTH ITPOTPaMMHO-aIIIapaTHHIX CPEICTB 3aIUTH
uHGOPMaIMK B KOMITBIOTEPHEIX CETSIX 0 3alaHHBIM IIpaBuIaM

HiMeTh mpaKTUYECKUH OMBIT: 3KCITyaTallud KOMIIOHEHTOB CUCTEM 3allliThl HHGOOPMaIUK
aBTOMATH3UPOBAHHBIX CUCTEM

K 1.4. OCyIecTBIATh IPOBEPKY TEXHUYECKOTO COCTOSTHUS, TEXHUYECKOE 00CTyKUBAaHUE ¥ TEKYIIUN
PEMOHT, YCTPAHSITh OTKA3kl ¥ BOCCTAHABIMBATh PAGOTOCIIOCOOHOCTh aBTOMATH3UPOBAHHEIX
(vHGOPMAIIMOHHEIX) CHCTEM B 3aIIHAIIEHHOM HUCIIOJIHEHUH.

3HAaTh: IPUHIUITE OCHOBHBIX METOJIOB OPTAaHU3ALNH ¥ TPOBEJEHUS TEXHUIECKOTO 00CTyKIUBAHMS
BEIYHMCIIUTETIbHON TEXHUKY U APYTUX TEXHUUECKUX CPENCTB HHGOPMaTH3aluu

YMeTh: 00ecneynBaTh paboTOCIIOCOOHOCTh, 00HAPYKHUBATh U YCTPAHATh HEHUCIIPABHOCTH

ViMeTh IpaKTU4YeCKUH ONBIT: AMAaTrHOCTUKY KOMIIOHEHTOB CUCTEM 3aIUTH NHPOPMAIUn
aBTOMATHU3UPOBAHHBIX CHCTEM, YCTPAHEHUS OTKA30B ¥ BOCCTAHOBIIEHUS pab0TOCIOCOOHOCTH
aBTOMATH3UPOBAHHEIX (MHGOPMAIMOHHEIX) CUCTEM B 3aIUIEHHOM UCIIOIHEHUN

K 2.1. OcyImecTBNATb YCTAHOBKY U HACTPOUKY OTAEJTBHALIX IIPOTPAMMHEIX, IIPOTPAMMHO-aNapaTHHIX
CPEeJCTB 3alUTHl HHHOPMALIUH.

3HaTh: 0COOEHHOCTH ¥ CIIOCOOH IPUMEHEHHUS TPOTrPAaMMHEIX U IIPOTPAMMHO-ANIapaTHHX CPENCTB
3aIUTH HHPOPMAIMH, B TOM YUCIIE, B OTIEPAIIMOHHEIX CHCTEMax, KOMIBIOTEPHEIX CEeTsIX, 6a3ax JaHHBIX
YMeTh: ycTaHABIMBATH, HACTPAUBATh, IPUMEHSITh IPOTPAMMHEIE U TIPOTPAMMHO-aNNapaTHhe CPeCTBa
3aIUTH HHPOPMaUu

VMeTh MPaKTUYECKUIi OIEIT: YCTAHOBKY, HACTPOMKY TPOTPAMMHEIX CPEMICTB 3aIUTH UHPOPMAINY B
AaBTOMATU3UPOBAHHOMN CUCTEME
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IK 2.2. ObecmeynBaTh 3alIUTy I/IH(bOpMaHI/II/I B aBTOMATHU3UPOBaHHBIX CUCTEMaAX OTHEJIIbHBIMU
IIPOTPaMMHBIMH, IIPOTI'PAMMHO-aIIIIapaTHEIMU CPEeOCTBAMHU.

3HaTh: 0COOEHHOCTH ¥ CIIOCOORI IIPUMEHEHHUA IIPOTPAaMMHEIX U IIPOrPAMMHO-AIIIIaPAaTHEIX CPENCTB
3aIlIUTHL I/IH(bOpMaL[I/II/I, B TOM 4HCJie, B OIl€ePallMOHHBIX CUCTEMaX, KOMIIBIOTEPHBIX CETAX, 0azax HOaHHBIX
YMmeTs: YCTaHABJIUBATE U HACTPAUBATL CPEACTBa aHTHBI/IPYCHOﬁ 3alllMTEL B COOTBETCTBUHU C
IIpenbsABIII€MbIMHA TpeGOBaHI/IHMI/I; YCTAaHABJIUBATh, HACTPAXWBATh, IPUMEHSATL IIPOTPAMMHEIE 1
IIPOTPaMMHO-AIllIaPaTHEIE CPEOCTBA 3alllTEI I/IH(i)OpMaLII/II/I;

UmeTts HpaKTI/I‘{eCKI/Iﬁ OTIRIT: 00eCcTIeYeHus 3alUThl aBTOHOMHBIX aBTOMATU3UPOBAHHBIX CUCTEM
IIPOTPAaMMHBIMHU U IIPOTPAMMHO-AIIIIaPaTHEIMU CPEOCTBAMU,;

HCIIOJIb30BaHMUA IIPOTrPAMMHEIX U IIPOTPAMMHO-AIIIIaPAaTHBIX CPEOCTB OJId 3alllUThL HH(bOpMaHHH B CEeTH

K 2.6. Ocy11eCcTBIAT PETUCTPAINI0 OCHOBHEIX COOBITUY B @BTOMATU3UPOBAHHHIX (MH(DOPMAI[MOHHEIX)
CHCTeMaX, B TOM YHCJIe C UCIIOIb30BaHUEeM IIPOTPAaMMHEBIX ¥ ITPOTPaMMHO-aMmapaTHEX CPENCTB
oOHApYyXKeHus, MPeaynpeRKIeHU U TUKBUIAIIUY TIOCIEeNCTBUN KOMILIOTEPHEIX aTak.

3HaTh: TUIIOBEIE CPEMICTBA ¥ METOME BeIeHUS ayAUTa, CPEICTB U CIIOCOO0B 3aIUTH WHDOPMAITHH B
JTOKAJTbHBIX BHIYMCITUTENBHEIX CETSIX, CPENCTB 3alllUThl 0T HECAHKITMOHUPOBAHHOTO MOCTYIIa

YMeTh: yCTaHaBIUBATh, HACTPAWBATh, MPUMEHSITh IPOrPAMMHEIE U TPOTPaMMHO-aIIapaTHEIE CPeicTBa
3aIUTH THGOPMAIUY;

OCYIIEeCTBIISITh MOHUTOPYUHT ¥ PETUCTPAIINIO CBeIeHUH, HeOOXOMUMEBIX IS 3alUTH 00HEKTOB
uHGOPMaTH3AINY, B TOM YKCIIe C UCII0Ih30BaHUEM MPOTPAMMHBIX ¥ TPOTPAMMHO-AMIIapaTHEX CPEMiCTB
o0HApYyXKeHus, MPeaynpeRKaIeHUsT U MTUKBUOAIIUY TIOCIENCTBUN KOMIIIOTEPHBIX aTaK

ViMeThb mpaKTHYECKUH OMBIT: PAOOTH C TIOACUCTEMAMK PETHUCTPAIIUU COOBITUH;

BBISIBJIEHUS COOBITHH ¥ WHIIUAEHTOB 0€30MacHOCTH B aBTOMATH3UPOBAHHON CUCTEME

IIK 2.3. Ocy1ecTBIATh TECTUPOBaHWE PYHKUKN OTHENBHEIX IPOTPAaMMHBIX U IIPOTrPaMMHO-alapaTHBIX
CPEOCTB 3allXThl KHDOPMAIUHU.

3HaTh: METOOHl TECTUPOBAHUS QPYHKLUUN OTHEIbHEIX IPOIrPAMMHEIX U IIPOrPaMMHO-alIapaTHIX
CPEOCTB 3allXThl HHDOPMaIUK

YMeTh: OMarHOCTHPOBATD, YCTPAHSITh O0TKA3kl, 06ecrnevynBaTh paboTOCIOCOOHOCT ¥ TECTUPOBATh
GYHKIIMY TPOrpaMMHO-anapaTHEIX CPENCTB 3allUTh HHYOPMAaIH

ViMeTh mpaKTUYeCKUH ONBIT: TECTUPOBaHUSA PYHKUKN, AMAaTrHOCTUKY, YCTPaHEHUS OTKa30B U
BOCCTAHOBIIEHHUS pPab0OTOCTIOCOOHOCTH TPOrPAMMHEIX ¥ POTPAaMMHO-ATIIIaPATHHIX CPEACTB 3aIUTH
uHpopMaIu

1K 3.1. Ocy11ecTBIATh YCTAHOBKY, MOHTaXk, HACTPOUKY ¥ TEXHUYECKOEe 00CITyKMBaHUE TEXHUIECKUX
CPENCTB 3aIIuTH UH(DOPMAIUYU B COOTBETCTBUY C TPeOOBAHUAMY SKCIITyaTallMOHHON NOKYMEHTAIIUH.
3HaTh: NOPSANOK TEXHUYECKOTO 0OCIyKUBaHUS TEXHUYECKUX CPELICTB 3allUTH UHGOOPMAIUY;
HOMEHKJIaTypy IPUMeHSIeMEIX CPEACTB 3aIlUThl HHGOPMaluy 0T HECAHKIIMOHUPOBaHHOU YTEUKY 110
TeXHUYEeCKUM KaHalaM

YMeTh: IPUMEHATh TeXHUYECKUe CPeACTBa AJI 3alIUTH UH(DOPMAIUH B YCIOBUAX IPUMEHEHUS
MOOUJIBHEIX YCTPOUCTB 00paboTKY U Tepefayy JaHHEIX

VimeTh IpaKTUYEeCKUH OIBIT: YCTAHOBKY, MOHTAaXXa ¥ HaCTPOUKH TEXHUYECKUX CPELCTB 3alllUThL
rHbOpManuy;

TEXHUYECKOTO 00CTyKMBAHUS TEXHUYECKUX CPEICTB 3alUTH UHGOPMAINY;

[IPUMEHEHUSI OCHOBHBIX TUIIOB TEXHUYECKUX CPENCTB 3alUTH HHGOpMaluuu
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K 2.4. OcyiecTBnaTh 00pab0TKy, XpaHEHHE U Iepegady HHGOPMAaLUy OrPaHUYEHHOT0 HOCTYIIA.
3HaTh: 0COOEHHOCTH M CIIOCOORI IIPUMEHEHHS ITPOTPAaMMHEIX ¥ IIPOTPaMMHO-aNMapaTHEX CPENCTB
3ATUTH HHPOPMALIKMK, B TOM YHCJIE, B OMEPAlMOHHEIX CHCTEMaX, KOMIBIOTEPHHX CeTAX, 0a3ax MaHHEIX;
THUIIOBBIE MOMEJIH YIIPaBIeHUsI JOCTYIIOM, CPEMICTB, METOMOB 1 IIPOTOKOJIOB UAeHTU(DUKAIIMY U
ayTeHTH(UKAIINY;

OCHOBHEIE TTOHSATHS KPUIITOTPA(PUH ¥ TUIIOBEIX KPUIITOTPAPUIECKUX METOOOB U CPENCTB 3aIlUTH
uHpopMaIu

YMeTh: IPUMEHSTh IPOTPAMMHEIE B IIPOTPaMMHO-alNapaTHEE CPECTBA Ui 3aIUTH HHPOPMAIluu B
0a3ax JaHHBIX;

IIPOBEPSITE BHIIONHEeHNE TPeOOBaHMIA IO 3aIKTe HHGOPMAIMY OT HECAHKIIMOHUPOBAHHOTO HOCTYIIA
IIPH aTTecTaluy 00beKTOB HHMDOPMATH3AIUH 110 TPeOOBaHUIM 6e30IIaCHOCTH HHPOPMAIIUH;
IPUMEHSITh MaTeMaTHUYEeCKHi allllapaT OJIs BEIIOTHEHUSI KPUIITOTPpapuIeCcKUX MpeoOdpa30BaHUM;
HCII0Ih30BaTh TUIIOBEIE TPOTPAMMHEIE KpUITOrpaduuecKre CpeICcTBa, B TOM YHCIIE 3JIeKTPOHHYIO
IIOMIIUCE

VIMeTh IPaKTUYECKUIi OTHIT: PelleHus 3agay 3amuThl oT HCII K uHpOPMaluy OrpaHUYEeHHOTO HOCTYIIa
C IIOMOIIILIO TTPOTPAMMHEIX U IIPOTPaMMHO-aNIapaTHEIX CPEICTB 3aIlUTH HHPOPMAIIHH;

IPUMEHEHUS 9JIeKTPOHHON MOAMNUCH, CAMMETPHUYHEIX ¥ aCHMMETPHUYHHIX KPUITOIPabuIeCKUX
QNTOPUTMOB ¥ CPECTB MHU(DPOBAHUS JAHHBIX

[IK 3.2. OcyuiecTBIATh 9KCIIyaTaluio TEXHUYECKUX CPEeNCTB 3alUTH HHPOPMALUU B COOTBETCTBUU C
TPeOOBaHUAMHY SKCITyaTallMOHHOM HOKyMEHTalNH.

3HaTh: (pU3nYeCKUe OCHOBEL, CTPYKTYPY U yCIIOBUS (HOPMUPOBAHUS TEXHUYECKUX KQHATIOB YTE€UKU
uHpOPMaNKHU, CIIOCOO UX BEISIBJIEHUS U METOMNH OLIEHKH OIACHOCTH, KJIaCCU(DUKAIINIO CYIIECTBYIOMINX
¢dbu3nuecKux noaey U TeXHUUECKUX KaHaJIOB YTeUYKYU HH(POpMAaIuy;

IIOPSANOK YCTPaHEHU HEUCIIPABHOCTEN TEXHUYECKUX CPELCTB 3allUTH UH(DOPMAIUH U OpraHu3auu
PEMOHTA TeXHUYECKUX CPEICTB 3alUTH HHPpOpMaIuy;

METOOUKY MHCTPYMEHTAIFHOTO KOHTPOJIS 3G (GEKTUBHOCTH 3aIUTH HMOpMaImu, 00pabaTeiBaeMoi
CPerCTBaMU BRHYUCIIUTEIBHON TEXHUKY Ha 00beKTaxX HH(POPMaTH3aIUY;

HOMEHKJIaTypy IPUMeHSIeMEIX CPEACTB 3aIlUTE HHGOPMaluy 0T HECAHKIIMOHUPOBaHHOU YTEUKY 110
TeXHUYEeCKUM KaHalaM

YMeTh: IPUMEHATh TeXHUYECKUe CPeACTBa AJig Kpunrorpaduieckon 3amuTs nHGOpMauu
KOH(UIEHIINATBHOT0 XapakKTepa;

[IPUMEHATh TeXHUYeCKUe CPeNCTBa AJI1 YHUUYTOXKEHU UHPOpMaluy U HocuTelel nHGOpMaluy;
IPUMEHSTh HOPMATHUBHEIE IIPABOBEIE aKThl, HOPMATUBHEIE METOIUYECKYE JOKYMEHTHI I10 00€CIeYeHNUI0
3aMUTH HHPOPMALIUY TEXHUYECKUMYU CPeLNCTBAMU

VimeTh IpaKTUYECKUH OIBIT: IPIMEHEHUST OCHOBHEIX TUIIOB TEXHUYECKUX CPENCTB 3aIUTH
rHbOpMauy;

BBISIBJIEHUS TEXHNYECKUX KaHAJIOB yTeUKY HHGOOPMAaIuy;

y4acTus B MOHUTOPUHTE 3((HEeKTUBHOCTU TEXHUYECKUX CPENCTB 3alUuTH NHGOPMaluy;

OUarHOCTUKY, YCTPAHEHUS 0TKA30B ¥ HEUCIIPABHOCTEN, BOCCTAHOBIEHUS Pab0TOCIOCOOHOCTH
TEeXHUYECKUX CPeICTB 3allUTH UHPOpMaIuu

K 3.3. OcylecTBIATh H3MepPeHNe TapaMeTPOB MOOOYHAIX 3JIEKTPOMArHUTHHIX U3TyUeHUH U HAaBOMOK,
CO3MaBaeMBIX TEXHUUYECKUME CPENCTBaMK 00paboTKY MHGOPMAIMY OTPAaHUYEHHOTO JOCTYIIa.

3HaTh: HOMEHK/IATYPY ¥ XapaKTePUCTUKY allllapaTypHl, UCIIOIh3yEeMOM /sl N3MepeHUs TapaMeTPoB
[ISMUH, a Takxke mapamMeTpoB (GOHOBLIX IIyMOB U (GU3NYECKUX I10JIEHN, CO3TaBaeMbIX TEXHUYECKUMHU
CpencTBaMH 3alIUTH HHGOPMALIAH;

CTPYKTYPY ¥ yCI0BUS (GOPMUPOBaHUS TEXHUUECKUX KaHAJIOB YTeUKH NHGOPMalUL;

YMeThb: IPpUMEHATh TeXHUYECKIE CPEACTBA AJIS 3aIllUTH WHQOPMAIMH B YCIOBUAX IPUMEHEHUS
MOOUITBHEIX YCTPOUCTB 00pab0TKY U Tlepefayu JaHHEIX

WMeTh IpakTHU4YeCKul OIBIT: IPOBedeHNsI n3MepeHuil napaMeTpoB [IOMUWH, co3maBaeMbIx
TEXHUYECKUMHU CPefCTBaMU 06paboTKu MH(DOPMAIIUY ITPH aTTeCTallMu 00beKTOB HHPOPMATU3ALINH,
OJIsI KOTOPOM YCTAHOBJIEH PeXKUM KOHGHUIEHIIMATbHOCTH, IIPY aTTECTAI[MN 00BEKTOB HHGOPMATH3AUN
o TpeGoBaHUSIM 0e30MacHOCTH HHPOPMaLIUn

[IK 2.5. YHAUYTOXKATh HHGOPMAaNXIO ¥ HOCUTENU UHDOPMAIUK C UCII0Ib30BaHUEM IPOTPAMMHEIX U
[IPOrpaMMHO-aNnapaTHEIX CPENCTB.

3HaTh: 0COOEHHOCTH U CIIOCOOH MPUMEHEHNS IPOTPAMMHEIX ¥ TPOrPAaMMHO-aNIIapaTHHX CPEICTB
rapaHTUPOBAHHOT0 YHUYTOXEHUS HHDOpMauu

YMeTh: IPUMEHATE CPEeCTBa rapaHTUPOBAHHOTO YHUUTOXKEHUS UHPOpMaIuu

VIMeTh IpaKTUYECKUI ONHIT: yuéTa, 00paboTKY, XpaHEHU U Ilepefayu nHGopMaIuy, ojis KOTopoi
YCTAHOBJIEH PeXUM KOHPHUIEHINaNbHOCTH
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IIK 3.4. OcyuiecTBIATh U3MepeHHe TapaMeTPoB GOHOBEIX IIYMOB, a TakkKe pU3NUeCcKUX MoJeH,
C037]aBaeMBIX TEXHUUECKUMHU CPEJCTBAMU 3alUTH NHGOPMaLKHU.

3HaTh: HOMEHKIIATYPY IPUMEHSIEMBIX CPECTB 3aIlUTh UHPOPMAIUU OT HECAaHKLIMOHUPOBAHHOM
YT€YKHU 110 TEXHUYECKUM KaHajlaM

YMeThb: IPpUMEHATh TeXHUYECKHUE CPEACTBa AJIS 3aIllUTH WHGOPMAIMK B YCIOBUAX IPUMEHEHUS
MOOUITBHEIX YCTPOUCTB 00pab0TKHY U TIepefayu JaHHEIX

ViMeTh mpaKTHUYeCKUH OIBIT: MPOBEeIeHUS N3MEPEHN] ITapaMeTPOB (OHOBEIX IIIYMOB, a TaKXke
(dbu3uYecKux mojei, Co3maBaeMbIX TEXHUUECKUMU CPefiCTBAaMU 3alllUThHl HHGOPMalUu;
BBISIBJIEHUS TEXHWYECKUX KaHaJIOB yTeYKU HHGOPMaIuu

K 3.5. OpraHu3oBHBaTh OTHEIBHEIE PAOOTH 10 HU3NUECKOM 3amuTe 00bEKTOB MHPOPMATHU3ALUY.
3HaTh: OCHOBHEIE IIPUHIUIIE JeUCTBUS U XapaKTEePUCTUKY TeXHUIECKUX CPEACTB PU3NUEeCKOHN 3alIUThL;
OCHOBHBIE CITOCOOH! (pr3UYECKOM 3aIUTH 00HEKTOB HHGOPMATH3AINY;

HOMEHKJIaTypy IPUMEHSIEeMEIX CPeCTB (PU3NIECKOM 3aluTh 00bEKTOB HHPOPMATU3ALUN

YMeTh: IPUMEHATH CPeLCTBa OXPAaHHOU CUTHANIU3AlNY, OXPAHHOIO TEeJIEBULNEHUS U CUCTEM KOHTPOIA U
yIIPaB/IeHUs JOCTYIOM;

VIMeTh IPaKTUYECKUI ONBIT: YCTAHOBKY, MOHTaXa ¥ HAaCTPOUKY, TEXHUIECKOTO 00CITyKIBaHUS,
OUarHOCTUKY, YCTPAHEHUS 0TKA30B ¥ HEUCIIPABHOCTEN, BOCCTAHOBIEHUS Pab60TOCIOCOOHOCTH
MHXEeHEPHO-TEeXHUYECKUX CPeCTB GU3UIeCKOU 3alUTH

IIK 4.1 OcyuiecTBISITh TOATOTOBKY 000PYIOBaHUS KOMIIBIOTEPHON CHCTEMEL K paboTe, MPOU3BOOUTD
HWHCTAIALNIO, HACTPOUKY U 00C/TyKMBaHKEe MPOrPAaMMHOTO 00eCIeYeHus

3HaTh: TPe6OBAHUS TEXHUKK 0€30MaCHOCTH IIPH PAb0Te C BEIYUCIUTEIHHON TeXHUKOM;

OCHOBHBbIE ITPHHIIUITE YCTPORCTBA U PAGOTH KOMITBIOTEPHEIX CHUCTEM U IepuGEPUHHBIX YCTPOHCTB;
YMeTh: BEITONIHSTEL TPeOOBaHUS TEXHUKY 0€30MacHOCTH IPH PaboTe ¢ BEIYUCIUTEIBHON TeXHUKOMH;
ITPOM3BOMUTE MOAKITIOYEHHE 6JI0KOB TEePCOHANBHOI0 KOMITBIOTEPA U MEPUPEPUAHEIX YCTPORCTB;
IIPOM3BOMXTDL YCTAHOBKY ¥ 3aMEHY PacXOOHBEIX MaTePUasioB [Jis epUPepUIHbIX YCTPOUCTB U
KOMITBIOTEPHOM OPTTeXHUKWY;

OUArHOCTHPOBAThH MPOCTEHINNE HEUCIIPABHOCTH IIEPCOHAILHOT0 KOMITBIOTEPA, TEPUGEePUIHOTO
000PyIOBaHMS ¥ KOMITBIOTEPHOU OPTTEXHUKH;

BHITTOJTHATh HHCTAJIIALNAIO0 CACTEMHOTO ¥ MIPHUKIANHOTO IPOrPaMMHOT0 00eCIIeYeHus;

HiMeThb IpaKTHYEeCKUH OIEIT: BEITONHEHUS TPeOOBaHMM TeXHUKY 0e30MacHOCTH IpH paboTe ¢
BBIUMCIIMTEIbHON TEXHUKOM;

opraHM3anuK Paboyero MecTa OlepaTopa SIEKTPOHHO-BEIYHCIUTEIbHEIX ¥ BEIUMCIIUTEILHBIX MallliH;
TIOATOTOBKY 000PYIOBaHUSI KOMITBIOTEPHOM CHCTEMEI K paboTe;

HUHCTAJISLINN, HACTPOUKH U 00CITyKMBAHUS IIPOTPAMMHOT0 06€CIIeYeHNsT KOMITBIOTEPHOM CHCTEME;

[1K 4.2 Co3paBaTh ¥ YIPaBIAThH Ha IEPCOHAIBHOM KOMITBIOTEPE TEKCTOBEIMU JOKYMEHTaMHU,
TabnuamMy, Ipe3eHTalusIMI U cofepxKanueM 0a3 JaHHEIX, paboTaTh B rpadM4ecKUX pefakTopax
3HaTh: BUMIBI HOCUTEJIEN UH(POPMAIIUY;

YMeTh: co3maBaTh U yIPABIATh CONEPKUMEIM TOKYMEHTOB C IIOMOITBIO TEKCTOBEIX IIPOIIECCOPOB;
CO3[aBaTh U YIPaB/IATh CONEPKUMEIM 3JIEKTPOHHAIX TAOJIUI] C TOMOIIBI0 PEIaKTOPOB TabIIHIL;
CO3[aBaTh U YIPaB/IATh CONEPKUMEIM IIPE3EHTALUH C TOMOILIBI0 PENAKTOPOB IIPe3eHTaAlNH;
UCIIO0Ib30BaTh MYJIbTUMENA IIPOEKTOP [JIs HeMOHCTPALNY IPe3eHTalul;

BBOOUTH, PEAKTUPOBATh U YOANIITh 3alUCH B 0a3e JaHHEIX;

3(h(HeKTHUBHO MOIH30BATLCS 3ampocaMu 0a3bl MAHHEIX;

CO3[aBaTh U PEAKTUPOBATh rpadudeckue 00BEKTH C TOMOIILI0 TPOrpaMM AJist 06paboTKy pacTpoBOH
¥ BeKTOPHOU rpaduky;

IIPOM3BONUTL CKAHUPOBAHMUE TOKYMEHTOB U MX PACIIO3HABAHUE;

IIPOM3BONUTE PacleyaTKy, KONUPOBAHUE U TUPAXKUPOBAHNE NTOKYMEHTOB Ha IIPUHTEPE U APYTHUX
YCTPOUCTBAX;

yIpaBysATh haiiaMy JaHHEIX Ha JIOKAJIBHBIX CheMHBIX 3alI0MUHAIOIINX YCTPOMCTBAX, a TAKXKe Ha
OUCKaX JIOKalIbHOU KOMIIBIOTEDHOU CETU U B UHTEPHETE;

VimeTh IpaKTUYEeCKUH OIEIT: YIIPaBIeHUs hanliaMy;

IPUMeHeHUs 0(GUCHOTO POrPAaMMHOr0 06eCceyYeHust B COOTBETCTBUY C IPUKIIANHOM 3afadel;
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[1IK 4.3 Wcnonb30BaTh PECYPCH JIOKAJIBHBIX BEIUUCIUTENIBHEIX CETEHN, PECYPCH TEXHOJIOTUHM U CEPBUCOB
WnTepHeTa

3HaTh: Kiaccu(uKaunio ¥ Ha3HauyeHNe KOMIILIOTEPHEIX CETEM;

mporpaMMHoe obecredyeHue s paboTh B KOMIIBIOTEPHEIX CETSIX B C pecypcaMu MHTepHeTa;

YMeTh: 0CyLIECTBIISATH HaBUTAIMIO 0 Beb-pecypcam MHTEpHETa C MOMOIIBI0 Opay3epa;

OCYIIECTBIISTh IIOKMCK, COPTUPOBKY ¥ aHANK3 HHGOPMaLKHX C IIOMOIIbLI0 TIOMCKOBBIX UHTEPHET CalTOB;
ViMeTh IpaKTUYEeCKUH OILIT: MCIIOJIb30BaHMUS PECYPCOB JIOKAIbHON BEIYUCIUTEIHHON CETH;
HCII0JIb30BaHUS PECYPCOB, TEXHOJIOTUI U CEPBUCOB MIHTEPHET;

1K 4.4 OGecreynBaTh IPUMeHEHNE CPENCTB 3aIUTH HHPOPMAIUY B KOMIIBIOTEPHOM CUCTEME

3HaTh: OCHOBHEIE CPENICTBA 3aIlUTH OT BPEJOHOCHOTO IIPOrPaMMHOT0 00eCIIeYeH s 1
HECaHKUIMOHUPOBAHHOTO JOCTYIA K 3allXIaeMbIM pecypcaM KOMIILIOTEPHOU CUCTEMEL.

YMeTh: 0CyIIeCTBNIATL @HTUBUPYCHYIO 3aIUTY II€PCOHAIBHOT0 KOMIIBIOTEPA C IIOMOIILI0 aHTUBUPYCHEIX
IIporpaMu;

OCYIIECTBNIATh Pe3ePBHOE KONUPOBaHUE U BOCCTAHOBNIEHNE JaHHEIX.

VimeTh IpaKTUYEeCKUH OIBIT: IPUMEHEHUS CPEACTB 3alluThl HHGOPMaluy B KOMILIOTEPHOU CUCTEME.

2. CTpyKTypa M coaepKaHHe padodel MPOrpaMMsbl MPAKTHKH

2.1 O0beM NpaKTHKH U BHABI PabOTHI

Bun yueOHOM paboThI

0O0BeM 4acoB

O0s3aTeIbHAsI Harpy3kKa (Bcero) 144 gaca
ITpomesicymoyuHas ammecmauus 8 popme .
2.2 TeMaTHYECKHH I/IaH U CONEpPXKaHHe NPAKTHKH
Kopsbl
KOMIIeTeHIIUH,
OPMHPOBaHHIO
HaumeHOBaHHE 00BeM $opmmp
Bupasl padot KOTOPBIX
TeM IPaKTHKHU 4acoB
CII0COOCTBYeT
3JIEMeHT
NporpaMMbI
Bupn npodeccuoHaIbHOM [iesiTeTbHOCTH:
Bsenenue BBemeHue B IpeAfUIIOMHYIO IPaKTUKy. Llenu u | 4 [K1.1-TIK1.4
3afavyy NOPenmUIJIOMHOM NPakKTUKU. TexHUKaA MK 2.1 -TIK 2.6
6e30maCHOCTH, OXpaHa TpPyHa, IOXapHOH IIK 3.1 - TIK 3.5
0e30macHOCTH, IPaBUjla BHYTPEHHETO TPYLOBOTO
pacmopsgka. M3ydyeHne CTPYKTYPH IPEAIPUATHS.
W3yyeHue HHHX OOKYMEHTOB,
permaMeHTUPYyIOIUX paboTy Ha
TIPENIPUATAN
Tema 1. |- UccnemoBanue o6bveKTa nnas gunyiomMuoro | 10 [K1.1-TIK1.4
dopmupoBanue IIPOEKTa ; K 2.1 -TIK 2.6
TpeboBaHUN K 3.1 -TIK 3.5
- U3yuenue aHanoroB pa3pabarrBaemoro |4
pemenus. O6ocHOBaHME HEOOXOTUMOCTH
co3paHus unu Mopudukanuu MC B 3amuieHHOM
ucnonuenuu. ®opmupoBaHue TpeboBaHUN K
nonb3oBatenam UC;
- ObocHOBaHUE aKTyanbHOCTH pa3pabaTriBaeMoro | 3
pelneHus.
- CamocmosimevHas paboma 9
OdopMneHNe OOKYMEHTAlUU O BHIOJHEHUU
paboTr ¥ 3asiBKU Ha paspaborky HMC
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Kopbl

KOMIIETeHIIHH,
HaumeHOBaHHE 00BeM $opmuposanmio
Bupasl padort KOTOPBIX
TeM NMPAaKTHKH JacoB
CII0COOCTBYeT
3]1eMEeHT
MPOrpaMMbI
Bun npodeccHoHaILHOM eI TeIbHOCTH:
Tema 2.|- UsyueHume oOGBEKTa C TOYKH 3peHHUST | 2 [K1.1-TIK1.4
Pa3paboTka GyHKIMOHANbHON U PraHU3aLUOHHOH K 2.1 -TIK 2.6
kouuenuuu YUC CTPYKTYDHL; IIK 3.1 -TIK 3.5
- U3yyenue o00BEKTa C TOYKH 3peHHUHT | 1
OPTaHMW3aLUHU ¥ COMEPKAHUSI TOKYyMEHT0060p0Ta;
- [IpoBemeHre HEOOXOOUMHIX MCCIEOOBATeNbCKUX | 1
pabor;
- Pa3spaboTka BapuaHTOB KoHIennuu UC; 1
- BrbGop BapumanTa koHmenuuu UC, |2
VIOBIETBOPSIONIET0 TPeOOBAaHUSIM MONTb30BaTEIEH
- CamocmosimevHas paboma: 3
Odopmnenre MOKYMEHTAIlU¥ O MPOAENaHHOM
pabore 6
Tema 3. = qupaﬁu1nq mT—yITBEepPpAROCHTEC Iaata S [IK1.1-TIK14
TexHuyeckoe TeXHEBBIEKEOHU €3 TR AHA Y € G0 T00 FRIRAG T HE | 2 K 2.1 -TIK 2.6
3ajaHue sogrvafmRa o BYHA TRV BaEHIEIONE HOND HOEIAH € H A1 IIK 3.1 -TIK 3.5
- (tewacmeanen eBIpANGNTIaHa TeXHUYEeCKoro | 6
Bappafior ka 1T o dipaue e THRyMRamemo VC B
DG.LIJ'IJ.LIJ'UHDULVI YICITUTITTCTIVIYT
TeMma 4. Ocku3Heli | - O60CHOBaHME NMPENBAPUTENbHHX MPOEKTHHX | 3 IK1.1-1IK 1.4
TIPOEKT pemeHnit 1Mo oTmenbHEIM 4dacTtam KC K 2.1 - TIK 2.6
IK 3.1 -TIK 3.5
- O0oCHOBaHWE TPEeOBAPUTENLHEIX MPOEKTHHX | 3
pemenuy no MC B menom
- Pa3pabGoTka mpemBapUTENbHHX MIPOEKTHHIX | 4
pelieHuy MmO OTHeNbHHM dYacTam HC B
3alUIIEeHHOM HUCIONHEHUU
- Pa3pabGoTka npemBapUTENbHEIX MNPOEKTHHX | 2
pemerui o MC B unenom
- PaspaboTka mokyMeHTaluu Ha MC B 11eioM u Ha | 2
€e OTJeNIbHbIE YaCTHU
- CamocmosimevHas paboma: 6

PaspaboTka u opopmiieHrE TOKyMEHTALUN
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Kopbl
KOMIIETeHIIHH,
HaumeHOBaHHE 00BeM $opmuposanmio
Bupasl padort KOTOPBIX
TeM IPAKTHKH JacoB
CII0COOCTBYeT
3]1eMEeHT
MPOrpaMMbI
Bun npodeccHoHaILHOM eI TeIbHOCTH:
Tema 5. | - Pa3paboTka IPOEKTHHIX PeIleHuH 10 OTHeNbHEM | 14 IK1.1-1IK 1.4
Texuuuecku#n | gactam MC B 3aluIleHHOM HCIOJIHEHUHT K 2.1 -TIK 2.6
MPOEKT IIK 3.1 - TIK 3.5
- Pa3paboTka mpoOeKTHHX pemeHui mo UC B | 14
1IeJIOM
- CamocmosimenvHas paboma: 12
Pa3paboTka u opopMIeHNE TOKYMEHTALUN
Tema 6. PaGouasi | - PaspalGoTka mnporpaMMH ¥ MeTOmuUKH | 1 MK1.1-TIK 1.4
OOKyMeHTaIus TECTUPOBAHUSA K 2.1 -TIK 2.6
K 3.1 -TIK 3.5
- Peanmzanus mnporpaMME U MeTORUKH | 3
TECTUPOBAHUSA
- PaspaGorka pmokyMeHTauuu mo o0Oy4eHHUIO | 2
monb3oBaTenei pabore ¢ MC
- QopMUpOBaHHNE CIPaABOYHOW MHTEPAKTUBHOU | 2
nopmepxkku UC
- AganTanus UHTepHET-pecypca nogaepxku MC 3
- CamocmosmeavHas paboma: 5
Pa3paboTKa 1 opopMIeHHEe TOKYMEHTALU!
Tema 7. UtoroBasi | - OpopMiIeHrne OTUETHONH HOKyMeHTAnuu 1mo | 3 [IK1.1-TIK1.4
aTTecTalus TIPEeOOuIIOMHON IIpaKTHKe K 2.1 -TIK 2.6
IK 3.1 -TIK 3.5
- IlpepgcraBneHne oT4eTa B COOTBETCTBUHU C | 2
CoMlepKaHWEM TEMATHYECKOTO IJIaHa MTPAKTUKU U
10 YCTAaHOBIIEHHOU dopMe
- CamocmosimenvHas paboma: 3
PaspaboTka u opopMIeHNE TOKYMEHTALUN
Bcero 4acos: 144

3. YcnoBus peain3anuu IPOrpaMMbl IPAKTHKH

3.1 TpeGoBaHMsI K MUHHMA/IbHOMY MaTePHaILHO-TEeXHHIECKOMY 00eCIIeYeHUI0

O6opyrnoBaHue pabo4Ymx MeCT:

1. Cneunansuoe noMernenue Ne 1406 npencrasisieT co60i yueOHYI0 aygUTOPUIO [ NPOBEIEHUS
3aHATUH JIEKIIMOHHOTO THIA, 3aHATUN CEeMUHAPCKOI0 THUIA, IPYIIOBHX U MHAUBUAYAILHLIX KOHCYJIbTAIUH,
TEKyIIero KOHTPOJIS ¥ IPOMeXKYTOYHON aTTeCTallu.

[epeueHb OCHOBHOTO 060PYIOBAHMUS:

KommexT me6enu (CTOIH 1 CTYIbsT). [IpoekTop. [IepcoHaNbHEIN KOMITBIOTED.

ITepeuens nporpaMMHOTO obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHUK.

2. CnenuansHoe nomemenue Ne 1435 npencrasnsger co6oil yueOHYI0 ayJUTOPHUIO NI IPOBENeHUS
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3aHATUH JIEKIMOHHOTO THIA, 3aHITUN CEMUHAPCKOTO THIIA, TPYIIOBHX U MHAUBUAYAIBHLIX KOHCYJIbTALUH,
TEKYIEr0 KOHTPOJIS ¥ IPOMEKYTOYHON aTTECTAIVH.

[Tepe4yeHbs OCHOBHOTO 060PYOOBAHUS:

KommnekT mebenu (CTONE U CTy1bs). [TpoekTop. IlepcoHanbHbie KOMITBIOTEPHI.

IMepeuens nporpammuoro obecrneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpayzep CryTHUK.

3. CmemnmanbHoe momemienre Ne 1251 mpepcTaBiseT coboi yueOHYIO ayIUTOPHUIO OIS IPOBENEHUS
3aHATUH JIEKIMOHHOTO THIIA, 3aHITUN CEMUHAPCKOTO THIIA, TPYIIIOBHX W MHAWBUAYAIbHBIX KOHCYJIbTALUH,
TEKYILET0 KOHTPOJIS ¥ TPOMEKYTOYHON aTTECTAIVH.

[TepedyeHs OCHOBHOTO 060PYOOBAHUS:

KommnexkT mebemnu (CTONH U CTyNbs). [TpoekTop. ITlepcoHanbHbie KOMITBIOTEPHI.

IMepeuens nporpammuoro obecrneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHUK.

4. CneunanbHoe noMmernenue Ne 1139 mpepacrasisieT co6oit yueOHYI0 aygUTOPHIO [ MPOBEIEeHUs
3aHSATUH JIEKUWOHHOTO THUIA, 3aHATUN CEMHUHAPCKOTO THIIA, TPYIIOBEIX ¥ UHAUBUAYANbHBIX KOHCYJIbTAINH,
TEKYILET0 KOHTPOJIS ¥ IPOMEKYTOYHON aTTECTAIH.

ITepeyeHbs OCHOBHOTO 060PYOOBAHUS:

Komnext mebemnu (cTossl u cTyibs). [IpoekTop. [lepcoHanbHEIE KOMITBIOTEDHL.

[Tepeuens nporpamMmuoro obecrneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHUK.

5. CnenuanbHoe momeinenue Ne 1147 mpepcTtaBnsieT co0o¥ moMelleHWe [AJisg TPYNIOBHX U
WHOUBUAYaIbHBIX KOHCYIbTALMN, TEKYIIEr0 KOHTPOJIS U MPOMEXKYTOUHON aTTeCTallid, a TakXKe IMOMEeIeHUs
OJIsT CAaMOCTOSITeNIbHOM PaboTH, MacTepPCKue U NabopaToOpuy, OCHAIIEeHHEE 000PYIOBaHUEM, TEXHUYECKUMHU
cpencTBamMu 00y4YeHHUs W MaTepHajaMH, YYUTHBAIIAMYA TPeOOBaHUS MEXKOYHAPOMHBIX, HAlMOHATBHEIX U
MEXTOCyHapCTBEHHBIX CTAHAAPTOB B 00JIaCTH 3aIUUTH WHGOOPMAIIH.

[TepeyeHs OCHOBHOTO 060PYOOBAHUS:

CrnenuanusupoBaHHas Mebenb (CTonbl U CTynbs); KoMmMmyraTopsl, MeTannuyeckue POJIbCTABHU C
MPYXUHHEIM MexaHu3MoM, Genrsie 1650Mm*2270MM; Ceitd mMetannuueckuit; CucteMubie 61moku ITS (i3-
10100/H410M/8 Gb/SSD 240Gb/BIT AA500W); Touka gmoctyna D-link; MouuTopsr 23.6" AOC 24B1H VA
1920x1080 (16:9), 250kn/m2, 5mc, VGA, HDMI, uepHbie; Cuctemubie 6mokuMasteroMiddleMCO5,
IntelCorei510400 2.9GHz, 8GbRAM, 240GbSSD, DOS, mporpaMMHO-alIapaTHHN KOMIIJIEKC IS
oO0HapyXKeHHsT KOMIBIOTEPHHEX aTak VipNet, cpenctBo moBepeHHoU 3arpy3ku (CI3) CobGonb

[MomereHne it CAaMOCTOSATENBHON PABOTEL 00yYaIOUMXCS:

6. CnernmansHoe nomernenre Ne 1237 mpencrasisieT coboil TOMeNEHNUs OJIsi CAMOCTOSITEIFHOM PaboTH,
OCHAlIeHHbIE KOMIBIOTEPHONW TEXHUKOM C BO3MOXKHOCTBI0O NOOKJIIOYEHUS K HHDOPMAIUOHHO-
TeIeKOMMYHUKAIIMOHHON ceTH MHTepHET M obecliedyeHHEM OOCTyIa B 3JIEKTPOHHYIO0 MHMOPMAUMOHHO-
00pa30BaTEebHYIO Cpefy 00pa30BaTeNlbHOM OpraHu3aliu:

ITepeyeHb OCHOBHOTO 060PYOOBAHUS:

Kommnekt mebemnu (CTOMEL U CTYmbs). IlepcoHanbHele KoMmbioTephl. KoMmmyTtaTop AlliedTelesynLayer 2
SmartSwitch,

Iepeuens nporpaMMHOTO 00ecneuenusi: LibreOffice. MozillaFirefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3epCrnyTHUK.

IToMeIeHYe 71T CAaMOCTOSITENIbHOM paboTh 06yYaIOMUXCS:

7. CnernanbHoe momelrnenue Ne 1211 mpencTaBisieT co0o¥ MOMEIIeHUs I CAMOCTOSTEIbHON PabOTEI,
OCHallleHHbIe KOMILIOTEPHOW TEXHUKOU C BO3MOXKHOCTHIO MOAKIIOYEHUS K HHPOPMAIMOHHO-
TeIeKOMMYHUKAIIMOHHOM ceTu MHTepHET M o6ecmedyeHHeM [OCTyIa B 3MeKTPOHHYI MHGOPMALUOHHO-
00pa30oBaTeNbHYI0 Cpeay 00pa30BaTeIbHOM OPraHU3aLlNH:

[TepeyeHb OCHOBHOTO 060PYOOBAHUS:

Cnenuanu3upoBaHHas MebOesb (CTOJMB W CTYJIbS); KOMIBIOTEPHAS TEXHHWKA C BO3MOXKHOCTBHIO
MOOKII0YeHNs K ceTu «MHTepHeT» U o0ecnmedeHMEM [OCTyIma B 3JIEKTPOHHYI MH(OPMAIUOHHO-
obpasoBaTenbHyio cpeny Ky3['TY, B ToM uucne:

MIPOEKTOP, 3KPaH HAaCTEHHbIM MOTOPU30BaHHEIN.

IMepeuens mporpammuoro obecneuenusi: LibreOffice. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3epCnyTHUK.

8. Cmenuanbuoe momemnieHre Nel134 mpemcTaBnseT co00¥ KOMIBIOTEPHHIH KIAacC OCHAIIEHHBIH
COBPEMEHHOM BEIYUCIIMTENIbHOM TEXHUKOM M3 pacyeTa OgHO paboyee MECTO Ha KakAOro 00yJaroInerocs npu
TIPOBEIEHNY YUeOHRIX 3aHITHH B JAHHBIX KJIacCax:

[TepeyeHs OCHOBHOTO 060PYOOBAHUS:
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Cnenmanu3upoBaHHas MeOenb (CTONH U CTynbs), TabopaTopHOoe 000pPymOBaHME, MEPCOHABHEIE
KOMITBIOTEPHI

[Tepeuens mporpammuoro obecneudenusi: CITPYT, Autodesk AutoCAD 2017, Autodesk

Inventor, CIIPYT-TII, SprutCAD, Autodesk AutoCAD 2018, KOMIIAC-3D, Microsoft Windows,
SprutCAM,

CITPYT-OKII.

9. CmemnuansHoe moMmemnienne Nel146 mpepmcraBiseT co6oii mabGopaTopuio HHGOPMAIMOHHEIX
TEXHOJIOTHH, CETel U CUCTEM Iepefayd WHGOpPMaluy, IPOrpaMMUPOBaHusA ¥ 6a3 MaHHHIX, OCHAIIEHHYIO
pabouuMy MecTaMu Ha 6a3e BRHIYHUCITUTETbHON TEXHUKH, MOOKIIYEHHEIMHE K JIOKAJIbHOM BEIYMCIUTENILHON
cetu ¥ UHGOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHON ceTu "VIHTEpHET"; IpOrpaMMHEIM 00€CTIEYEHUEM CETEBOTO
ob6opynmoBaHus; 00y4YamOIIUM NIPOTPaMMHBIM of0ecmedyeHHeM; ISMYNISATOpPAaMH AaKTHBHOTO CETEBOTO
000pymOBaHMS; TPOTPAMMHEIM obecreyeHneM MeXKCETEeBOT0 3KPaHUPOBAHUS ¥ MOHUTOPUHTA TEXHUYECKOTO
COCTOSTHUSI @KTHBHOTO CETEBOT0 000PYHOBaHMUS.

ITepeyeHb OCHOBHOTO 060PYOOBAHUS:

KommiekT me6enu (CTOJIHL ¥ CTYIIBST).

MynsTuMenuna-mpoektop BenQ MP721C; HoyTt6yk AcerAspire5102WLM.; IIpoektop Aser P1383W ¢
KpOHINTEeHHOM, Buneo Kabenem 20 M; Cerid metannmuueckuit; Cinunr-cucreMa RODA RS\RU-A 18B cepus
Arctic; Conusnr-cucteMa RU-A07B cepus Arctic; OKpaH HaCTeHHBIY PyJIOHHEIU Projicta ProScreen 183*240
cMm.; Cuctemutiit 6mok MK Office (Intel Core i3/41'6/5001°6); IP-kamepa ZQ-IPC3-DAS-36VI Kamepa BHYTP.,
kynonbeHas, 1/2.8 "SONY; Mono6mok Powercool, Poccusi; MHOToQyHKIMOHANBHOE YCTPOHCTBO (MOY)
PANTUM M6500; ITpuntep nazepubiit Kyosera Ecosys P2040dn.A4 4\6) 1200*%1200dpi. mymnskc, ceTeBow;
[Tepeuendb mporpaMMuOTO o6ecneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpayzep CryTHUK.

10. Cnenuanpuoe momemenue Nel251 mpepcraBnsgeT co00i 71abopaTOPUI0 MPOTPAMMHEIX H
IporpaMMHO-aIllapaTHEIX CPeLCTB 3al[UTH MH(OpMaIuy, OCHAIleHHYI0 aHTUBUDPYCHLHIMU IIPOIPaMMHEIMU
KOMIIJIEKCaMH; IIPOrpaMMHO-alapaTHEIMU CPefCTBAMHU 3allUTH WHGOPMAIMU OT HECAHKIIMOHUPOBAHHOIO
mocTyma, 6JIOKMPOBKY [OCTYIla U HapPYIIeHUS IIeJIOCTHOCTH; IPOTPAaMMHLIMY ¥ IIPOrPaMMHO-aNIapaTHEIMU
cpencTBaMu OOHApyXKeHWS BTOPXKEHUM; CpPegCTBaMM YHUYTOXKEHHUS OCTAaTOYHOM HHDOpPManuu B
3aMOMUHAIOIIUX YCTPOUCTBAX; MPOrPaMMHBIMU CPE[ICTBAaMU BLISIBIEHUS YSI3BUMOCTEH B aBTOMATHU3UPOBAHHBIX
CUCTeMaM U CPe[CTBaxX BBIUMCIIUTENIHPHON TEXHUKHU; NPOTPAaMMHBIMU CpPefCTBaMM KpUNTOTpaduuecKomn
3alUTH HHGOPMALKH; TPOIrPaMMHEIMU CPELCTBAMH 3aIUTH CPelbl BUPTyaIu3alii.

[TepeyeHb OCHOBHOTO 060PYOOBAHUS:

Komnext mebemnu (CTossl u cTyibs). [IpoekTop. [lepcoHaNbHEIE KOMITBIOTEDHL.

[Tepeuens nporpaMmHOro obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHHK.

11. Cneumnanproe momernenue Ne 1149 npepcTtaBnser coboit mabopaTOpHUI0 TEXHUYECKUX CPEHCTB
3aUTH MHGOPMALIMY, OCHAIIEHHYIO alllapaTHRIMY CPEeICTBaMy ayTeHTU(PUKALUY TT0Ih30BaTENIS; CPEACTBAMU
3aUIUTH XUHGOPMAIMH OT YTEUYKM IO aKyCTHUUYEeCKOMY (BUOPOAKyCTMYECKOMY) KaHaly ¥ KaHajy MOoG0YHEIX
3JIEKTPOMATrHUTHBIX U3JIyUYeHUHN U HaBONOK; CPeCTBaMU U3MEPEHUS TapaMeTpoB GU3NUECKUX IOJiel (B TOM
YHUCJIe 3MEKTPOMArHUTHHIX HU3NTyYeHUH M HABOMOK, aKyCTHYECKHX (BUOPOAKyCTHUECKHX) KojebGaHuii);
cTeHmaMu GpU3NYECKON 3alUTH 00bEKTOB HH(GOPMATHU3AIMY, OCHAIIIEHHEIMY CPEOCTBAMH KOHTPOJIS HOCTYIIA,
CUCTEMaMU BULEOHAOIONEHNS 1 OXPaHbl 00BEKTOB BUPTYaId3al[iH.

IlepeyeHb OCHOBHOTO 000PYHIOBaHUS:

KomnnektT mebenu (CTONH W CTynbs). [lepcoHanbHbe KOMIbIOTEePH. CeTeBOoe o0opymoBaHuUeE,
TeXHUYeCKHe, MporpaMMHEIe U MpOrpaMMHO-annapaTHbe CPeACcTBa 3alATH HHGOPMAIUKU U CPENCTBa
KOHTPOJIS 3aIlUIIEeHHOCTH WH)OPMAIIH.

Mono6mok (Intel Core i5-10400 / 8 Gb RAM); ropu3ouT KabenbHH#H opranusatop (25B-1U-02BL);
KOMMYTaI] naHenb KaT.5 (27B-U5-24BL 24 ports); koMMyTal maHenb KaT.6 (27B-U6-24BL 24 ports); mkad
koMmmyTan Eurolan (S3000-22U 600x600 MM, mepen - cTekno, 3am - Metaini, 60F-22-66-31BL); kommyTaTop
ynpasnseMsit (D-Link DGS-3130-54TS 48 ports); nporpaMMHo-annapatauil komiiekc (Infotecs IDS-1000);
MOMYIh JOBEpeHHOU 3arpy3ku ("Cobomb-4"); CpeCTBO aKTUBHOM 3aIUTH WHPOPMAILUKA OT YTEUKH 3@ CUET
HaBOMOK MHGOPM CUTHAJla Ha IIeNu 3a3eMyeHus u anekTponutanus ("Conata-PC3"); Touka moctyma Wi-fi
mByxauana3onHas (D-Link DWL-8620AP); matu-kopmst kKatT 5 (Eurolan); mat4-Kopas! kKat 6 (Eurolan);

kabemnbHBIN TecTep (CableMaster-800); kommyTatop ympasisembii (D-Link DES-1210-28 28 ports);
KoMMyTaTop HeynpasisieMui (D-Link DSS-100E-9P 8+1 ports); mapirpytusartop nposogHoi (D-Link DSR-150
8 ports); Wi-Fi mapmpytusatop gByxguana3ossei (D-Link DWR-980 4 Lan-ports).

ITepeuens nporpaMMHOTo obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHUK.
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3.2 UadpopManuoHHOE 00eCIeYeHHE peaTn3alUi MPOr PaMMbI
3.2.1 OcHoBHas nuTEpaTypa

1. Bataes, A. B. OmepaluuoHHBIE CUCTEMBl U CPEQdHl : yueOHUK st 00pa30BaTENbHBIX YUPEXKIEHUH
cpepmHero mpodeccroHaNnbHOr0 00pa3oBaHus M0 YKPYIHEHHOU I'PYIIe cheluanbHocTed "MHbopMaTUKa U
BHIUKCIIMTENIbHAsA TexHuKa" / A. B. baraes, H. FO. Hamotus, C. B. Cunuisis ; A. B. bataes, H. FO. HamoTus,
C. B. CununsH. - 5-e u3ganue mepepaboranHoe - MockBa : Akagmemus, 2021. - 285 c. ¢c. -
(TIpodeccronanbHoe o6pa3oBanue : MHDOpMaTHKa U BEIYUCIUTENbHAS TexHUKA). - URL: https://academia-
moscow.ru/reader/?id=539321 (maTta obparmmenus: 28.02.2023). - TeKCT : 371€KTPOHHBIH.

3.2.2 [lonoHUTE/IbHAsA IUTEpaTypa

1. Kazauenok, H. H. IIlpousBoncTBeHHas mpakTuKa : yueOHO-MeTomu4yeckoe mocobue / H. H.
Ka3zauenok, O. IT. MuxeeBa. — Tomnwsattu : TT'Y, 2018. — 50 c. — ISBN 978-5-8259-1389-6. — TekcT :
9TIeKTPOHHEIH // JIaHb : 9JIeKTPOHHO-0uOIHoTeYHas cucreMa. — URL: https://e.lanbook.com/book/140042
(maTa obOparenus: 28.02.2023). — PexkuM JOCTyma: AJIS aBTOPU3. IOJIb30BATEIIEN.

3.2.3 MeToguuecKkas JuTepaTrypa

1. ITpou3BoncTBeHHAS MpaKTHKa (MPenOUIIOMHAs) : MeTOOUYECKNe MaTepUasl Iyl 00ydarouuxcs
crnenuranbHocTu CITIO 10.02.05 "O6GecmeuyeHue wHGOPMalUMOHHON 6e30MacHOCTH aBTOMATU3UPOBAHHHBIX
cucreM" / Ky3bacckuil rocygapCTBEHHHI TeXHUYeCKui yHuBepcuteT umeHu T. ®. Topbauesa ; Kadenpa
uHMOpManuoHHOHU Ge3omacHocTH, coctaBuTenu: E. B. TIpokomenko, A. I'. Kupenbepr. - Kemeposo : Ky3I'TV,
2021. - 11 c. - URL: http://library.kuzstu.ru/meto.php?n=1174 (mata o6pamenus: 28.02.2023). - TekcrT :
3JIEKTPOHHBIH.

3.2.4 Pecypcsl HHPOPMAIHOHHO-TEIEKOMMYHHKAIIHOHHON ceTH «HTEepHeT»

1. 9UOC Ky3I'TV:

a) dnekTponHas 6ubnuoreka Ky3['TY. - TeKCT: 371eKTPOHHHI // HayuHo-TeXHUYecKas OuOnIuoTeKa
Ky36acckoro rocyiapCTBEHHOTO TEXHUUECKOTO yHUBepcuTeTa uM. T. @. 'opbauesa : caiiT. - Kemeposo, 2001
- . - URL: https://elib.kuzstu.ru/ . - TeKCT: 371€KTPOHHEIH.

b) IMopTan.Ky3I'TY : AsTomatu3upoBanHas Uadopmarnmonsas Cuctema (AUC) : [cait] / Ky3bacckuit
TOCYHapCTBEHHEN TexHU4Yeckuit yHuBepcuteT uM. T. @. 'opbauesa. - Kemeposo : Ky3I'TV, [6. r.]. - URL:
https://portal.kuzstu.ru/. - Pezxum gocTyma: [ns aBTOPU3. IOJIb30BaTeNel. - TeKCT: 371eKTPOHHBIN.

c) OnmeKkTpoHHOE o0yueHue : [caitT] / Ky36acckuil rocynapCTBEHHBIN TEXHUYECKUHM YHUBEPCUTET UM. T.
®. 'opbauesa. - Kemeposo : Ky3I'TY, [6. r.]. - URL: https://el.kuzstu.ru/ . - Pexxum pocrymna: s aBTOpHUS.
nonbs3oBaTened Kys3I'TY. - TekcT: 31eKTPOHHEIN.

2. ®CTIK Poccuu : PefepanbHas Cyxk0a 10 TEXHUYECKOMY ¥ 9KCIIOPTHOMY KOHTPOJIIO : OQHUITMATbHEIN
cait /| ®AY «T'HUUU IIT3U O®CTIK Poccum». - MockBa, 2004 - . - URL: www.fstec.ru. - Texcr:
3JIEKTPOHHBIH.

3. SecurityLab.ru : uadopmanuoHHL# mopTan no 6e30macHOCTH : cauT. - MockBa. - URL:
https://www.securitylab.ru/ . - TeKCT: 371eKTPOHHBIH.

4. MemapTameHT o6pa3oBaHus Bomoromckou obmacTtu : opunuanbHeM cait. - Bomorma. - URL:
http://depobr.gov35.ru/ . - TeKCT: 37I€eKTPOHHEIH.

5. BIOMETRICS.RU : Poccuiickuit 6uoMeTpuuecKuil mopTan : cait. - Mockea, 2000 - . - URL:
www.biometrics.ru . - TeKCT: 31€KTPOHHBIX.

6. InformationSecurity/udpopmarmonHas 6e30macHOCTh : caiiT. - MockBa. - URL: http://www.itsec.ru.
- TeKCT: 37TIeKTPOHHBIH.

7. eLIBRARY.RU : mHayuHas 3nekTpoHHas OubGnuoreka : caiit. - MockBa, 2000 - . - URL:
https://elibrary.ru. - PexxuM mocTyma: s 3apeTUCTPUP. I0Ib30BaTeNnel. - TEKCT: 91IeKTPOHHBIH.
8. T'apaHuT. py : uHGOPMAUUOHHO-TIPAaBOBO# mopTan : caT. - Mocksa, 1990 - . - URL:

https://www.garant.ru/ . - TeKCT: 371eKTPOHHEIH.

9. KoncynberauTllnioc : KoMObp0TEepHass CIpaBOYHO-IIpaBOBasd CUCTeMa : cauT. - Mocksa, 1992 - . -
URL: www.consultant.ru . - TeKCT: 3T€KTPOHHEIN.

10. EguHoe OKHO HoCTyma K 00pa30BaTeNIbHBIM pecypcaM : nHGopMalmonHas cucteMa : cat / ®TAY
T'HUU UTT «Mudopmuka» . - Mocksa, 2005 - . - URL: http://window.edu.ru/ . - TeKCT: 31eKTPOHHEIH.

11. Poccutickoe o6pa3oBanue. emepanbHbIi 00pa3oBaTeNbHEIN mOpTan : cait / ®T'AOY II10 LIPTOIT u
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https://academia-moscow.ru/reader/?id=539321
https://academia-moscow.ru/reader/?id=539321
https://e.lanbook.com/book/140042
http://library.kuzstu.ru/meto.php?n=1174

UT. - Mocksa, 2002 - . - URL: www.edu.ru . - TeKCT: 97IeKTPOHHBIH.

4. ®oHJ OIEHOYHBIX CPEICTB
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QOHJ OLEHOYHHIX CPEACTB AJS NPOBENEHUS IPOMEXKYTOUHON aTTeCcTaluu O0yYaloIIUXCsS II0
NIPOU3BOACTBEHHOX INpaKTUKe (IpenouIlIOMHON)
4.1. MMacoopT ¢poHTA ONIEHOYHBIX CPEICTB

Bup npodeccuonansHoi
nesiTeJIbHOCTH

Kopn
KOMIIeTeHITHHA

3HaHUsI, yMEHHs1, NPAKTHYECKHH ONBIT, HEOOX0AUMbIe [JIsi
¢opMupOBaHHS COOTBETCTBYIOIEH KOMIIETEHIIHH

®opMa TeKyIero KOHTPOJIs
3HAHUH, YMEHHH,
IPaKTHYECKOro ONbITA,
HeOoOXOIMMBIX IS
¢dopmupoBaHus
COOTBETCTBYIOLIEH
KOMIIeTeHIHH

BIIO.01 «JKCcHIyaTanus
AaBTOMATH3UPOBAHHEX
(1HGOpPMALIMOHHEIX) CUCTEM B|
3aIIUIIEHHOM HCIIOTTHEHUN»;

TK-1.1

3HaHHUs: COCTaB TIPUHLOUITE paﬁOTBI ABTOMATHU3UPOBAHHEIX CHCTEM,
OIepaIMOHHbBIX CUCTEM U CPeJl; IPUHIMIIE Pa3paboTKU anropuTMOB IPOrpaMm,
OCHOBHBHIX NPHEMOB NMPOrPAaMMHPOBAHUS; MOAENH 0a3 MaHHBEIX; NPUHIIUIEL
nocTpoenus, Gu3ndecKre 0CHOBH paboThl MepudepUiHbIX YCTPOHCTB
VYMeHHsI: OCYyIeCTBIATh KOMIUIEKTOBaHUE, KOHGUTIypupoBaHUe, HaCTPOUKY|
@BTOMATU3UPOBAHHEIX CHUCTEM B 3allUIIEHHOM HCIIOJIHEHUM U KOMIIOHEHT
CHUCTEM 3allluThI I/IHd)OpMaLIPII/I @BTOMATU3UPOBaHHBEIX CUCTEM

HpaKTH‘leCKﬂi] ONBIT: YCTAaHOBKA U Hac’rpoﬁKa KOMIIOHEHTOB CUCTEM 3alllUTHI|
vH(bOpPMaLUK aBTOMATH3UPOBAHHAIX (MHPOPMAIMOHHEIX) CUCTEM

[IpoBepka OTY€Ta
pasngenaM NpPakTHKHU

oo

TK-1.2

3HaHMs: TEOPETHYECKHE OCHOBBl KOMIIBIOTEDHEIX CETEeH M MX allllapaTHHIX
KOMIIOHEHT, CETEBEIX MOfieJIed, IPOTOKOJIOB U IPUHIKIIOB afpecaliu
VMeHHs1: OpPraHH30BEIBaTh, KOHQHUIYPHPOBAaTh, NIPOU3BONUTH MOHTAX,
OCYIIECTBIATh AUATHOCTHKY ¥ YCTPAHSITh HEUCIPABHOCTH KOMIIBIOTEPHBIX
ceTell, paGoTaTh C CETEBBHIMH IIPOTOKOJIAMY Pa3HbIX YPOBHEH;

OCYILIECTBISATh KOHQUTYPHPOBaHHe, HACTPOHKY KOMIIOHEHT CHCTEM 3allUThI
UH(POPMALUK aBTOMATH3UPOBAHHBIX CHCTEM;

NpPOM3BOAUThL YCTAHOBKY, afalTalii0 ¥ CONPOBOXKAEHHE THUIIOBOTO
nporpaMMHOT0 00eCnedYeHHsi, BXOASIIETO B COCTAB CHCTEM 3aIIUTHL
vH(bOpPMaLMK aBTOMAaTH3UPOBAHHON CHCTEMBI

HpaKanecxnﬁ ONBIT: aAMUHUCTPUPOBaHNE aBTOMAaTU3UPOBAHHEIX CUCTEM B
3allMIIEeHHOM UCIIOJITHEHUN

lpoBepka oT4YéTa
pa3fgenaM NPaKTHKHU

mo

TK-1.3

3HaHHSA: NOPANOK YCTAHOBKM U BBOMA B 9KCIUIyaTal{i0 CPEACTB 3alUTH
nH(MOPMALUK B KOMIIBIOTEPHBIX CETSX

VMeHHMs1: HaCTPauBaTh ¥ YCTPAHATh HEUCIPABHOCTH IIPOrPaMMHO-aMIapaTHHIX,
CPefCTB 3alUTH HHPOPMALMK B KOMIIBIOTEPHBIX CETSIX [0 3aaHHBIM IIPaBUIaM
IIpaKTUYE€CKHH ONBIT: 9KCIJIyaTalWsi KOMIOHEHTOB CHCTEM 3alUThl
uHGbOpPMALMK aBTOMATH3HPOBAHHBIX CUCTEM

IIpoBepka OT4YETa
pa3genaM NPakKTHKH

oo

TK-1.4

3HaHMSA: NPHHIUIE OCHOBHEIX METONOB OPraHM3alUM ¥ IPOBEJEHHS
TEXHHUYEeCKOro 06CJ’Iy)KHBaHHﬂ BHIYMCIIUTENIbHOH TEXHUKH H AOPYTHUX]|
TEXHUYECKUX CPEenCTB HHq)OpMaTPISaHPII/I

VmeHnust: o6ecnednBaTh paGoTocmoCcOGHOCTh, 0OHAPYXKHUBATh U YCTPAHSTh,
HEUCIPaBHOCTH

HpaKTH‘-IeCKHI‘:I ONBIT: NHArHOCTHKaAa KOMIIOHEHTOB CHUCTEM 3allHUTHI|
PIHll)OpMaLII/II/I ABTOMATU3UPOBAHHEIX CHUCTEM, yCTpaHEHHE OTKa30B U
BOCCTAHOBIIEHUE paGoTocmoco6HOCTH aBTOMATH3UPOBAHHEIX
(vHGOPMAMOHHEIX) CHCTEM B 3allUIIEHHOM HCIIOTHEHHH

[IpoBepka oOT4YéTa MO

pasgenaM NPakKTHKHU
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Bup npodeccroHaIbHOM
HesTe/IbHOCTH

Kon
KOMIIeTeHIIHH

3Haﬂﬂﬁ, YMeHHs, ﬂpaKTﬂ‘leCKﬂﬁ OIIBIT, HeOﬁXOnﬂMble st
dopMHpOBaHHS COOTBETCTBYIOIEH KOMIETeHIIHA

@dopMa TeKylero KOHTpoJIs
3HAHHUH, YMEHHUIH,
IPAKTHYECKOro ONbITA,
HeOoOXOIUMBbIX IS
¢dopmupoBanus
COOTBETCTBYIOIIEH
KOMIIeTeHIIHH

BII[I.02 «3amuTa u(GOpManuy,
B aBTOMAaTHU3MPOBAHHHIX]
CUCTeMaxX IpPOrpaMMHBIMH H
NnporpaMMHO-alNapaTHEMH
CpencTBaMu»;

T1K-2.1

3HaHMsA: 0COOEHHOCTH U CIIOCOOBI IPUMEHEHHs IPOrPaMMHEIX U IIPOrPaMMHO-
anmapaTHHIX CPEACTB 3allMTH HHPOPMALMH, B TOM YHCIIE, B OI€PAIHOHHBIX
CHUCTeMaX, KOMIIBIOTEPHEIX CeTsX, 6a3ax JaHHBIX

YMeHHA: yCTaHaBIKMBaTh, HACTPauBaTh, NPUMEHATb IPOTPaMMHBIE H
TIpPOrpaMMHO-aNNapaTHble CPefiCTBa 3alUTH HHPOPMaIMM;

TIpaKTHYECKHH OMBIT: YCTAHOBKA, HACTPONKA IPOTrPAMMHBIX CPEJICTB 3alIUTE
vH(bOpPMalMY B aBTOMaTH3UPOBAHHOM CHCTEMe

lpoBepka oT4YéTa
pa3fgenaM NPakKTHKHU

oo

TK-2.2

3HaHUsA: 0COOEHHOCTH U CIOCOOH! IPUMEHEeHHs IPOrPAaMMHEIX U IIPOTPaMMHO-
anmapaTHHIX CPECTB 3aIUTH HHGOpPMANUXY, B TOM YHCJIe, B ONEePalHOHHEIX
CHUCTeMaX, KOMIBIOTEPHEIX CETsX, 6a3ax HaHHBIX

VMeHHsi: yCTaHaBIMBaTh U HACTPAWBATh CPEMCTBA AHTUBUPYCHOH 3aIIUTH B
COOTBETCTBHUH C NIPEMbsIBIIEMBIMU TPeOOBAHUAMHY;

yCTaHaBIMBaTh, HACTPAWBaTh, IPUMEHATHh NPOIPAaMMHEIE W IPOrpPaMMHO-
anmapaTHbe CpeficTBa 3alluThl HHGOpMauy;

IIpaKTHYEeCKHH ONBIT: o6ecHeyeHHe 3aMUTH ABTOHOMHBIX
aQBTOMATH3UPOBAHHBIX CHCTEM IPOTPAMMHBIMU M IPOTPaMMHO-AINapaTHEIMU
CpencTBaMy;

WMCIONb30BaHHe NPOTPAMMHBIX W IPOTPAaMMHO-ANIapaTHHX CPEACTB AMS
3aIIUTH UHGOPMALNHU B CETH

[IpoBepka OT4YéTa
pa3fenaM NPaKTHKH

oo

TK-2.3

3HaHHUsA: METONH TECTHPOBAHHUS (QYHKIHN OTHEIbHBHIX IPOrPAaMMHBIX U
TIPOrpaMMHO-aMNapaTHLIX CPEACTB 3alUTH HHPOPMALUL

VMeHHsI: [HarHOCTHPOBATH, YCTPAaHATh OTKa3h, 00eCHedYHBATH
paboTOCIOCOOHOCT M TECTUPOBATh (YHKIUM IPOrpaMMHO-ANIapaTHHIX|
CPEefCTB 3alUTH HHPOPMAIUH;

TIpaKTHYECKHH ONBIT: TECTUPOBaHUE GYHKIMH, IHATHOCTHKA, YCTPAHEHHE
OTKa30B ¥ BOCCTAHOBJIEHHE PabOTOCIIOCOGHOCTH TPOrPaMMHEIX ¥ IIPOTPAMMHO-
anmapaTHBIX CPEACTB 3alUThl HHPOPMAIUH

[IpoBepka OTYE€Ta MO

pa3fgenaM IOPaAaKTUKHU

TK-2.4

3HaHMsA: 0COOEHHOCTH U CIIOCOOBI IPUMEHEHHST IPOTPaMMHEIX B IIPOTPaMMHO-
ammapaTHEIX CPEACTB 3aIUTH HHGOPMAL¥U, B TOM YHCJIE, B ONEPALHOHHEIX
CHUCTeMaX, KOMIIBIOTEPHEIX CETSX, 6a3ax HaHHbIX;

THUIIOBLIE MOJENIH YIpaBIIEHUs AOCTYIOM, CPEACTB, METOLOB ¥ NMPOTOKOJIOB
UneHTUGUKALMY U ayTeH TUGUKALUY;

OCHOBHEI€ IIOHSITUS KPUIITOrpadUy U TUIOBBIX KPUITOrpaduIecKUX METOLOB U
CpPefCTB 3alUTH HHPOPMALUK

YMeHHs: IPUMEHSTh IPOrPaMMHEIe i IPOrpaMMHO-aMIapaTHee CPefcTBa ATs
3aMUTH KHPOPMAILKH B 6a3aX HaHHBIX;

IpoBepsATh BHIIONHEHWe TpeGOBaHMI IO 3amure MHGOPMAUUU OT
HECAHKLHOHUPOBAHHOIO HOCTYIIA IIPH aTTECTAlNK 00beKTOB HHGOPMaTH3ANY
1o Tpe6oBaHUAM 6€30IacHOCTH HHPOPMAIUY;

TIPUMEHSITh MaTeMaTUYECKUH allapar s BHIIOTHEHUS KPUITOrpadudecKux
npeoOpa3oBaHUH;

MCII0JIb30BaTh TUIOBEIE IPOrPAMMHEIE KPUITOrpadudIeckre CPeICcTBa, B TOM|
UMCJIe 9JIEKTPOHHYIO MOANUCH

IIpakTHYECKHH ONBIT: pelieHue 3afay 3amuts or HCIl Kk uHbOpManuu
OTPaHMYEHHOT0 AOCTyNa C IMOMOILIbI0 MPOrPAaMMHBIX M NPOTPaMMHO-
anmapaTHLIX CPEACTB 3alIUTH HHGOPMaLHy;

npUMeHeHYUe 3JeKTPOHHON MOMIMCH, CUMMETPHYHEIX M aCHUMMETPHYHBIX
KPUITOrPapUuECKUX aJITOPUTMOB U CPENCTB MH(POBAHUS TAHHBIX

lIpoBepka OT4YéTa
pa3fenaM NPaKTHKH

oo

TK-2.5

3HaHMsA: 0COOEHHOCTH U CIIOCO0B TPUMEHEHUS IPOrPaMMHBIX U IIPOTPaMMHO-
alnapaTHLIX CPENCTB TaPAaHTUPOBAHHOT0 YHUYTOXKEHUS I/IH('I)OpMaLIl/II/I
VMeHHA: NPUMEHATb CpPefCcTBAa TapaHTUPOBAHHOIO YHUUYTOXEHHS
nHGbOPMaIMK

IIpaKTHYeCKHH ONBIT: y4ET, 06paboTKa, XpaHeHHe U nepefada HHPOPMaLKH,
ISl KOTOPOH yCTaHOBIIEH PeKUM KOHOUAEHINAIbHOCTH

lIpoBepka OT4YETa
pa3fenaM NPaKTHKH

mo

TK-2.6

3HaHHA: TUIIOBEE CPEACTBA U METONHI BeIeHUsI ayAuTa, CPEACTB U CIOCO00B
3aMUTH UHGOPMAIMH B JIOKAJIbHBIX BEIYHCIUTEIBHEIX CETSX, CPELCTB 3allUTHl
OT HECaHKIMOHUPOBAHHOTO JOCTYyIa

VMeHus: yCTaHaBIMBaTh, HACTPAaWBaTh, NPUMEHSATH NPOTPAMMHEIE H
NpOrpaMMHO-alNapaTHble CPefCTBa 3alUTH HHQOPMAIUM;

OCYIIECTBISATh MOHHTOPHHT ¥ PETHCTPALMI0 CBelEHUH, HEeOOXOMUMEIX AT
3amuTH 00BEKTOB MHGOpMAaTH3alUU, B TOM YHCJIe C HCIONIb30BAHHEM
NpOTPaMMHBIX M INPOTPAaMMHO-allapaTHHX CPefcTB OO0HApYyXKeHHS,
TPeNyIpexXeHnsl ¥ JUKBUAAIMU IOCIE[CTBHH KOMIIBIOTEPHBIX aTak

IIpaKkTHYEeCKHH ONBIT: pPaboTa C MOACUCTEMAMHI PETUCTPALINY COOBITHH;
BEISIBIIEHHE COOBITHI M MHIMIEHTOB 6€30NaCHOCTH B aBTOMaTH3MPOBAHHON
CHCTEME

lIpoBepka OT4YETa
pa3fgenaM NOPaAaKTHKH

mo
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Bup npodeccroHaIbHOM
HesTe/IbHOCTH

Kon
KOMIIeTeHIIHH

3Haﬂﬂﬁ, YMeHHs, ﬂpaKTﬂ‘leCKﬂﬁ OIIBIT, HeOﬁXOnﬂMble st
dopMHpOBaHHS COOTBETCTBYIOIEH KOMIETeHIIHA

@dopMa TeKylero KOHTpoJIs
3HAHHUH, YMEHHUIH,
IPAKTHYECKOro ONbITA,
HeOoOXOIUMBbIX IS
¢dopmupoBanus
COOTBETCTBYIOIIEH
KOMIIeTeHIIHH

BII[I.03 «3amuTa urdGoOpManyuy,
TEeXHUYECKUMH CPEefCTBAMU»;

T1K-3.1

3HaHHUA: IIOpPAAOK TEXHUYECKOro OGCHy)KHBaHHSl TEXHUYECKUX CPEeNCTB|
3aIUTH HHGOPMALUH;

HOMEHKJIaTypy IpPHUMEHAEeMEX CpeACTB 3allUTEl qu}opMaunu oT
HeCaHKHHOHHpOBaHHOﬂ YTEe4YKH II0 TeXHUYECKHM KaHajlaM

VMeHHuA: IPUMEHSTh TEXHHYECKHEe CPENCTBA [ 3AINUTH HHGOPMAIWU B|
YCJIOBUSAX IPUMEHEHU T MOGHITBHBIX yCTpOfICTB OﬁpaﬁoTKI/I U niepefadyy HaHHBIX

HpaKTH‘[eCKﬂﬁ ONBIT: YCTAHOBKA, MOHTAX H Hac‘rpoﬂxa TEeXHUYECKHuX
CPEMCTB 3alUTH HHGOPMALHH;

TEeXHHU4YeCKoe 06CJ'Iy)KI/IBaHI/le TEeXHAYECKUX CPENCTB 3allUTh I/IH(bOpMaLIPII/I;
NpUMEHEHNEe OCHOBHbIX THUIIOB TEXHUYECKHUX CPEICTB 3alMTH HHGOpMAIUK

lpoBepka oT4YéTa
pa3fgenaM NPakKTHKHU

oo

T1K-3.2

3HaHuA: QU3WYECKHE OCHOBH, CTPYKTYPy H YCJIOBHS (OPMUPOBAHHSI
TEXHUYEeCKUX KaHaJIOB YTeYKU UHGOPMALUHU, CIIOCOOH! UX BHISBIIEHUS U METObL
OLIEHKH OIACHOCTH, KJIaCCHPUKAIUIO CYIIEeCTBYIOIUX GU3NIECKUX IOJIeH U
TEXHUYECKUX KaHaJIoB yTeyKy UHGOpMaLuy;

IIOPSAAOK YCTPaHEHUs HeHCHpaBHOCTeﬁ TEeXHUYECKUX CPENCTB 3alUuTh]
HHq)OpMaLIHI/I U OpraHu3alM¥d pPEeMOHTa TEXHHYECKHUX CPEeNCTB 3alUuThI
nHGbOPMAIWY;

METOOUKH HHCTPYMEHTAJIbHOTO KOHTPOISA Sq)d)eKTHBHOCTI/I 3alUTHI|
uHbopManuu, o6pabaTEiBa€MON CpPefCTBAMU BHYUC/IATEILHON TEXHHKH HA|
ofbexTax HHPOPMaTH3ALUY;

HOMEHKJIATypy NPUMEHSEeMbX CPefCTB 3aI[UTH HHGDOPMALUHU OT,
HeCaHKLIl/IOHI/Ipl)BaHHOI:l YTe4YKH II0 TeXHUYEeCKUM KaHajlaM

YMeHust: INPUMEHATh TEXHUYECKHEe CPEencTBa Al KpHHTOFpad}l/I‘IeCKOﬁ
3QIIUTH HHPOPMALKUH KOHDHUIEHIMAIbHOTO XapaKTepa;

IIPUMEHATh TeXHUYEeCKHe CPefcCTBa [OJid YHUYTOXKEHUus I/IHQ)OpMaHI/Il/I "
HOCHTeNeH HHPOpMaLuy;

IIPAMEHSATh HOPMaATHBHBIE IPAaBOBBIE AaKThl, HOPMaTUBHBEIE METOOUYECKHE
OOKYMEHTHl 110 obecredyeHHI0 3alllU Thl I/lHq)OpMaHI/II/I TeXHUYECKUMU
CpeLCTBaMH

Hpaxrnqecxnifl OIBIT: IPUMEHEeHHEe OCHOBHBIX TUIIOB TEXHUYECKUX CPENCTB
3aIUTH HHPOpPMAIHY;

BBIsSIB/IEHHE TEXHHYECKUX KaHAJIOB yTeYKH HHGOPMALINK;

y4dacThe B MOHUTODHHTE 3¢d)eKTI/IBHOCTH TEXHUYECKUX CPencCTB 3aIUTHI|
nHGOpMaIuy;

AUArHOCTHKA, yCTPaHEHHEe OTKa30B H HeI/ICHpaBHOCTeI;I, BOCCTaHOBJIEHHE
PaGoTOCIIOCOGHOCTH TEXHUYECKUX CPEICTB 3alIMTH HHOpMAIUK

[IpoBepka oOT4YéTa 1O

pa3fgenaM IOPaAaKTHUKH

TK-3.3

3HaHHUS: HOMEHKJIATypPy ¥ XapaKTepPUCTUKHU alllapaTyphl, I/ICHOJ‘lb3yeMOﬁ At
u3Mepenus napamerpos [I9MUH, a TakKe mapaMeTpoB

d)OHOB]:IX IMyMOB H d)I/I3l/I‘{eCKI/[X noneﬁ, CO31aBaeMBIX TEXHHYECKHMH
CpefcTBaMy 3aIUThl HHGOPMALKUY;

CTPYKTYpPy ¥ ycnoBHS (GOPMHPOBAHUS TEXHHYECKHX KaHaJIOB yTEYKH
vHpOpMaIuy;

VMeHHMs: IPUMEHSATh TeXHUYECKHe CPefCTBa AJIs 3alUTH MHPOPMALUU B
YCIIOBUSIX TIPUMEHEHHUST MOOUIIBHBIX YCTPOHCTB 06PaGOTKH U Iepefadn HaHHbIX

IIpakTHYEeCKHH ONBIT: NPOBEJeHHE H3MepeHui mapamerpos [I9MUH,
co3/laBaeMbIX TEXHHYEeCKMMHM cpefcTBaMu 00paboTku uMHGOpMaUuu HpU
arrecTanuy 00bEKTOB HH(DOPMATH3ALUUY, IJIsI KOTOPOH YCTAHOBIIEH PEXKUM
KOHQ)PI)IGHLIHaJ‘II:HOCTI/I, IIpA aTTecTaluu Oﬁ'beKTOB HHdJOpMaTPI3aLII/II/I o
TpeOoBaHUAM 0e30IIaCHOCTH HHMOPMAILUH

lIpoBepka oOT4YéTa
pa3fenaM HpPakKTUKH

oo

TK-3.4

3HaHUs: HOMEHKJIATYPy NPUMEHSEMEX CPEfCTB 3aI(UTH HHGOPMALUU OT
HECAaHKL[MOHUPOBAHHON yTEYKH 110 TEXHUIECKUM KaHanaM

VYMeHusI: IPUMEHSTh TEXHHYECKHE CPELCTBA AJIs 3aI[UTH MHGOPMALUH B
YCIOBUSIX IPUMEHEHUST MOOUIIBHBIX YCTPOHCTB 06PabOTKH U Iepefadn NaHHbIX
IIpaKTHYECKUH ONBIT: IPOBEICHNE U3MEPEHHUH TapaMeTpPOB (GOHOBHIX IIyMOB,
a Takxe (QU3MYECKHUX IOJIEH, CO3[aBaeMEIX TEXHUYECKUMHU CPeACTBaMHU
3aImuTh HHGOPMAINHY;

BBISIBJIEHHE TEXHHYECKUX KaHAJIOB yTeuKU HHOpMaruu

lIpoBepka oT4YéTa
pa3fgenaM NPakKTHKHU

oo

TK-3.5

3HaHHUs: OCHOBHBIE IIPUHIUIE [EHCTBUS U XaPAaKTEPHUCTUKHU TEXHUYIECKUX
cpencTB GpU3UIECKOH 3ALTUTHL;

OCHOBHBIE CITOCOOBI PU3NIECKON 3aAIIUTH 0GHEKTOB HHHOPMATH3ALMH;
HOMEHKJ/IaTypy NPUMEHSEeMHX CPeACTB (H3MYeCKOH 3almUTH 06BHEKTOB
MHGbOPMaTH3ALUI

VMeHHsA: NPUMEHSATh CPEACTBA OXPAHHOW CHUTHANM3aLUH, OXPAHHOTO
TeNeBUJICHUS M CHCTEM KOHTDOJI U YIPAaBJIEHUS MOCTYIIOM;

TIPUMEHSTh UHKEHEPHO-TEXHHYECKUe CpeficTBa GU3MIeCKoH 3aIuTH 00BEKTOB
nHpOpPMaTH3aAUU

HpaKTH‘IeCKHi’l ONBIT: YyCTAaHOBKA, MOHTaX U HaCTpOﬁKa, TEeXHU4YeCKoe
o6cnyKuBaHUe, NHATHOCTHKA, YCTPaHEHHe OTKA30B M HEUCIPABHOCTEH,
BOCCTAHOBIEHHE DPAGOTOCIOCOGHOCTH HHKEHEPHO-TEXHUYECKHX CPEACTB
bu3HYECKOl 3alUTH

lIpoBepka oT4YéTa
pasfenaM HpPakKTUKH

oo
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Bup npodeccroHaIbHOM
HesTe/IbHOCTH

Kon
KOMIIeTeHIIHH

3Haﬂﬂﬁ, YMeHHs, ﬂpaKTﬂ‘leCKﬂﬁ OIIBIT, HeOﬁXOnﬂMble st
dopMHpOBaHHS COOTBETCTBYIOIEH KOMIETeHIIHA

@dopMa TeKylero KOHTpoJIs
3HAHHUH, YMEHHUIH,
IPAKTHYECKOro ONbITA,
HeOoOXOIUMBbIX IS
¢dopmupoBanus
COOTBETCTBYIOIIEH
KOMIIeTeHIIHH

BII[.04 «BreimonHeHHe paboT|
10 OIZ[HOﬁ HUJIM HECKOJIBKHUM
npodeccuam pabouux,
MOJIKHOCTSIM CITyKaIlluX»

T1K-4.1

3HaHUs: TpeﬁOBaHHS{ TeXHHUKH 6e30IaCHOCTH npu pa60Te C BHIYUCIUTEIBHOM
TEXHUKOM;

OCHOBHEIE IIPUHIUIIBL yc’rpoﬁc’rBa u paﬁOTbI KOMIIBIOTEPHEIX CUCTEM H
nepuepPUHEIX YCTPOHCTB;

VMeHMsI: BHIONHATh TPeOOBaHUS TeXHUKH (e30macHOCTH npu pabore c
BEIYHCITUTEIIBHON TEXHUKOH;

NPOM3BOAUTL NOAKIIYeHHEe GJIO0KOB NMEePCOHANbHOTO KOMIbIOTEpa H
nepuepUHHEIX YCTPOUCTB;

TIPOM3BOAUTH YCTAHOBKY U 3aMeHYy PAaCXONHBIX MaTepuaoB s nepudepuiHbIx
YCTPOMCTB ¥ KOMIIBIOTEPHOM OPTI TEXHUKH;

MarHoCTUPOBATh NMPOCTEHIINEe HEUCIIPABHOCTH EPCOHABHOTO KOMIIBIOTEpPa,
neprdepuiHOro 060pyAOBaHU K KOMIBIOTEPHOH OPITEXHHUKY;

BBIIIOJIHSATh MHCTAJUIALUI0 CHCTEMHOTO M IPHUKJIAJHOTO IIPOTPaMMHOIO
obecreyeHus;

IIpaKTHYECKHH ONBIT: BHIIOIHEHUS TPeGOBAaHUI TEXHUKH G€30MaCHOCTH IIPU
paboTe C BEIYUCIUTENIBHON TEXHUKOMU;

opraHusanuu paboyero Mecra omepaTopa 371eKTPOHHO-BHIUUCIUTENbHBIX U
BBIYMCJIMTEJIbHBIX MAllluH;

TIOATOTOBKK 000PYNOBaHUS KOMIIBIOTEPHO! CUCTEMEHI K paboTe;

HHCTAJIJIALNUH, HaCTpOfIKH u O6CHy7KI/IBaHI/I5I OporpaMMHOTO obecrneyeHus
KOMITBIOTEPHOM CUCTEMBI;

lpoBepka oT4YéTa
pa3fgenaM NPakKTHKHU

oo

T1K-4.2

3HaHHUA: BUH HOCUTeNIeH HHPOpPMaIny;

YMeHHus: CO3MaBaTh U YIPABNIATH COAEPXKHUMBIM NOKYMEHTOB C IIOMOIIBIO
TEKCTOBBIX IIPOLIECCOPOB;

CO30aBaTh U YIPaBIATH COAEPKUMBIM 3JIEKTPOHHBIX TaﬁHPILI C IIOMOLIBIO
penaKkTopoB TabuIy;

COo3[aBaTh U YIPaBIATh COMEPXKUMBIM IIPe3eHTallUl C TOMOIBI0 PelaKTOPOB
TIpe3eHTalun;

HCIIOJIb30BaTh MyIbTHMeHa IIPOEKTOp AJIsl IEMOHCTPAIUH [IPe3eHTallui;
BBOJUTH, PENAKTUPOBATEL U YAIATh 3allUCU B base HOaHHBIX;

3¢ }HeKTUBHO HOIb30BATHCS 3ANPOCAMU Ga3kl JAHHHIX;

CO3[aBaTh ¥ PENaKTUPOBATH rpad)quCKHe 00BEKTH C IIOMOIIBI0 TPOTPaMM IJIst
00pab0TKU PacTPOBO¥ U BEKTOPHOH rpaduk;

IIPOU3BOUTL CKAHUPOBAHUE NOKYMEHTOB U UX PACIIO3HABaHUE;

NMPOU3BOAUTH PacHeyaTKy, KOMUPOBaHUE U THPaXKUpPOBaHHE HOKYMEHTOB Ha
TIPUHTEPE U APYTHX YCTPOHCTBAX;

ynpaBnATh QaiaMu HaHHBIX Ha JIOKAJbHBIX ChEMHEIX 3alOMUHAIOUIUX
yCTPOUCTBAX, a TakKXe Ha JUCKax JOKaJbHOM KOMIBIOTEDHOU CETH H B
VHTEpHETE;

IIpaKkTHYEeCKHH ONBIT: yIpaBlIeHus dainamu;
NpUMEHEeHUS O(PUCHOr0 MPOrPaMMHOI0 0GecledYeHUss B COOTBETCTBUU C
TIPUKIIaTHOY 3afjauel;

lIpoBepka oOT4YéTa
pa3fenaM OpPakKTUKH

oo

TK-4.3

3HaHus: Klaccu(UKAIMIO U Ha3HAYeHNe KOMIIBIOTEPHEIX CETeN;
nporpaMMHoe ofecnedeHue A pabOTH B KOMIBIOTEDHHIX CETAX M C
pecypcamu MHTepHeTa;

VMeHHs1: OCYLIECTBISATh HaBUTaLKIO 110 Be6-pecypcamM MHTepHETA C TOMOIIBIO
Opay3epa;

OCYIIECTBJISATh NMOUCK, COPTHPOBKY ¥ aHANU3 HHGOPMALUUU C MTOMOIIBIO
IIOMCKOBBEIX UHTEPHET CafITOB;
IIpakTHYECKHH OMNBIT: JIOKaNIbHOHI
BEIYMCITUTENIBHON CeTH;

HCIIOJIb30BAHMS PECYPCOB, TEXHOJIOTHH U CepBHCOB MHTEepHeT;

UCIIOIb30BaHUsS PpPeCcypcoB

[IpoBepkKa OTY€Ta
pasngenaM NpPakKTHKHU

mo

TK-4.4

3HaHHSA: OCHOBHHE CDe[CTBa 3alIUTH OT BPEJOHOCHOTO IIPOrPaMMHOTIO
obecrnevyeHus u HECaHKLIVMOHAPOBAHHOTO AOCTyIa K 3allluillaeMbIM pecypcam
KOMIIBIOTEPHOM CUCTEMEL.

VMeHMsI: OCYIIEeCTBIATh aHTUBUPYCHYIO 3aIUTY I€PCOHANBHOTO KOMIIBIOTEPA,
C TIOMOLIIBI0 AHTHBUPYCHBIX IPOTPaMM;
OCYIIEeCTBIATh Pe3ePBHOE KONUPOBAHKE U BOCCTAHOBJIEHHUE JAHHBIX.

IIpaKTHYECKHH OIbIT:
NpPUMeHEeHUsT CPeCTB 3allUTH HHPOPMAINK B KOMIBIOTEPHOH CUCTEME.

[IpoBepka OT4YETa
pa3fenaM NPaKTHKH

mo

4.2. TunoBble KOHTPO/IbHbIE 3aJaHUsI WIH HHBIE MaTepHaIbl

Tekymuii KOHTPONIb yCIIeBaeMOCTH ¥ aTTeCTallMOHHbIE MCHHTAHUA 00ydalomuxcs MOTYT OHIThH
opraHm3oBaHe C ucnonb3oBaHueM pecypcoB IUMOC KysI'TY. Ilonab# nepedyeHb OLEHOYHBIX
MaTepuasoB pacmoioxen B IUOC KysI['TY.: https://el.kuzstu.ru/login/index.php.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH U aTTECTAI[MOHHBIE UCIIEITAHUS MOTYT IPOBOJUTLCS B MUCHMEHHON
¥ (W1K) YCTHOM, U (UNIK) 37IeKTPOHHOU dopMe.

4.2.1. OueHoYHbIE CPeICTBa IPH TeKynieM KOHTpPoJIe

Tekymuit KOHTPOJIb IO ITPOU3BOACTBEHHON (IPEOAUIIIIOMHOM) TPAaKTUKE 3aKIII0YaeTCs B HAOTIOmeHUN
3a BHIIOJIHEHUEM pa3/IMYHEIX BUJOB PaboT ¥ IPOBEPKE OTUYETA IO NMPOU3BOLCTBEHHOU (IpemgUIIOMHOMN)
npakTuke. OTUeT 0 IPOU3BOLCTBEHHOU (IpeNouNIOMHON) IpakTUKe [OJIXKEH COmepxkKaTh Clenyollue

CBEJEHUA:
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TUTYJIbHBEIU JIUCT;

1[eJIb TPaKTUKY;

3afilaHue Ha MpPaTHUKy;

TEOPETUYECKNE OCHOBE B COOTBECTBUYU C TEMaMU MPAKTUKHY;
aHaJM3 TPEANpPUTHS U TIOCTABIIeHHON 3afayy;

OaHHBIE 10 peau3aliiy II0CTABIeHHON 3aayy;

OTIMCaHUE UCIOJIb3yeMBIX KOMIIOHEHTOB;

HMCXOMHBIYA KOT pa3pab0oTaHHEIX KOMIIOHEHTOB;

CKPUHIIOTH Pa3pab0TaHHBIX TIEMEHTOB.

B 06s13aTenbHOM TOPSAOKE K OTYETY MPHUKIIANHBAOTCA (aiiisl, CO3MaHHEIE B IPOLECCE BHIIOIHEHUS
paboTEL.

Kputepuu ouenuBanus:

90...100 6annoB - mpu PAaCKPHITUM BCEX Pa3[eNiOB B IIOTHOM 00BEME;

80...89 6annoB - MpX PaCKPHITHUHN BCEX PA3MesioB C HENOYETaMHU;

60...79 6asioB - IPX PACKPHITHY HE BCEX PA3[IEIIOB B IIOJTHOM 00HEME;

0...59 6annoB - Ipu PacKPHTHY HE BCEX PA3MesioB, IPU 3TOM OL[EHHWBAETCS COfepXKaHUe pasfena U
3HaHUE CTYIeHTOM MaTepHaja COTBETCTBYIOIIETO pa3fena

KonwuectBo 6anmos

0-59

60-79

80-89

90-100

[IIxana oleHUBaHUSA

2

3

4

5

4.2.2. OmeHOYHBIE CpeACTBa HNPH NPOMEXYTOYHOM KOHTpojiae (3auer,
oHpPUPHHOHPOBAHHBIM 3aYeT)

®opMoil IPOMEXYTOUHOU aTTeCTalluu SABNISETCS 3adeT, B IIPOIlecce KOTOPOTO OIpenenseTcs
chopMUpPOBAHHOCTE 0003HAYEHHEIX B pabodyel NmporpaMMe KOMIETEHUIWH. MHCTPYMEHTOM H3MEpeHUs
chOPMUPOBAHHOCTY KOMIIETEHIIUY SIBIAETCA YCTHAS WIM IUCbMEHHAas 3allyuTa 0T4eTa 110 IPOU3BOACTBEHHOU
(mpeppunyioMHOM) mpakTuke. [Ipy 3amuTe 0T4€Ta IO MPOM3BOLCTBEHHOU (IPEIOUNIOMHON) IPaKTUKe
HeoOX0OUMO [aTh OTBET Ha OBa TEOPETUYECKMUX BOIPOCA U BHIIOJHUTH ONHO IIPAaKTUYECKOe 3afaHUe.
IomycKoM K ITPOMeKyTOUHOMY KOHTPOJIIO SIBNITETCS BEHIIONHEeHNe Bcex TpeOoBaHMil TeKYIIero KOHTPOIIS.

Kputepuu orneHuBaHUS:

90...100 GasnmoB - Ip¥ MPABUIILHOM ¥ ITOJTHOM OTBETE Ha MIBa BOIIPOCA;

80...89 OanmmoB - mpU MPABUIBHOM M IIOJIHOM OTBETE Ha OOWH M3 BOIPOCOB M MPABUIBHOM, HO HE
TIOJIHOM OTBEeTe Ha APYTOM U3 BOIIPOCOB;

60...79 6annaoB - IPU IPABWIHHOM M HENOJTHOM OTBETE Ha [IBa BOIPOCA UJIU NMPABUIBHOM ¥ IIOJTHOM
OTBETe TOJIKO Ha OUH U3 BOIIPOCOB;

0...59 6annoB - Ipy OTCYTCTBUYU IIPABUJILHEIX OTBETOB Ha BOIIPOCHL.
KonmuectBo 6anios 0-59 60-79 80-89 90-100
[[Txana oleHUBaAHUSA 2 3 4 5

[IpuMepE! BOIIPOCOB AJI IPOMEXYTOYHOTO KOHTPOJIS:

1. OcoGeHHOCTH peanu3alluy IOCTABIeHHON 3agayu?

2. YTo0 sBNISIETCS LIEJIbIO BHIIOJIHEHNUS 3a0aHus 10 IPaKTUKe?

3. [losicuuTe CXEMY peann30BaHHOIO IIPOTOTUIIA.

4.2.3. MeToguuyecKue MaTepHaabl, ompelesAlONiHe NPOLENYPHl ONEeHWBaHHUsI 3HAHHUH,
YMEHHH, NPaKTHYECKOro ONbITa, HE0O0XOXUMBIX NJisi (P)OPMHPOBAHHUS COOTBETCTBYIOIIHUX
KOMIIeTeHIIHH

(ykasvieaemcs npouedypa OUeHUBaHUA pe3yabmamos obyueHus obyuaroujuxcs, npedcmasasiemcs
MEeXaHU3M Noay4eHus OUeHKU No NnpaKkmuke)

B mporecce npoxoXmeHUS NPAKTUKU NPENYCMOTPEHH cienyomue GOPME KOHTPOSA: TEKYLIIUH,
IIPOMEXKYTOYHEIM KOHTPOIb. [Ipy poBeNeHUU TEKYIIero KOHTPOoJis o0ydalouiecs NPeaCcTaBisioT oTYeT (WiIn
4acTh OTYeTa) IO NMPOM3BOACTBEHHOW (MpefmuIIOMHOM) IpakTHKe IpenonaBaTento. [IpemomaBaTenb
aHanmu3upyeT CofepKaHue OTYETOB, IIOCTIe Yero OlleHWBaeT KaueCTBO BHIIONHEHU. ECM 0TYeT yooBIeTBOPAT
TpeGOBaHUSM, TO OOYJAIOMIUICS NOMYCKAETCS 0O IPOMEXKYTOYHON aTTeCTALUH.

5. UHbIe CBegeHusi U (MIM) MaTepHaIbl

OTueT 1o mpPaKTUKE SIBJITETCS OCHOBHBIM JOKYMEHTOM, XapaKTepU3yomuM paboTy 06ydaromerocss B0 BpeMs
npakTuKu. OTYEeT COCTaBAsAETCSI B COOTBETCTBUY C IPOrPaMMOY IIPAKTUKY U COLEPKUT CIIeNyIOLIe Pa3ieibl:

1. TUTYIBHBIN JTUCT.
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2. PabGouuist rpaduk (mgaH) OPAaKTUKH, YTBEPKOEHHBIH 3aBEAYIOIMUM Kapenpod W COTIIAaCOBAHHEIHA C
pykoBoputeneM npaktuku oT Kys['TY u (wnn) npegupusatus.

3. Beenenue.

4. Texuuyeckoe 3afaHue.

5. OCKU3HBIU U TEXHUYECKUHN ITPOEKTHI.

6. Bechb KOMIJIEKT OOKyYMeHTAllUU, TePeYUCIeHHbHN B TeMaTU4eCKOM IJlaHe U COfepKaHUM NPaKTUKHU II0
npodeccroHaNbHOMY MOLYJIIO (11.2.2)

6. CIMCOK MCTIOJIb30BAHHEIX UCTOYHUKOB U JIUTEPATYPHL.

TpeboeaHus K opopmaeHu0 omyema

Pe3ynpTaThl IPAKTUKY JOJIKHEL OBITE 0POPMIIEHE! B HOpPMe 0TYETa, B COOTBETCTBUY C TPEOOBAHUSIMU:
CrpaHunbl He 00BOASTCS B paMKax, MO He OTAENSI0CS 4yepToi. Pa3Mept! mojel He MeHee: 1eBoro - 30 MM,
npaBoro - 10 MM, BepxHero - 20 MM u HuXHero - 20 MM. Hymepaluusa cTpaHHUI] OTUYETa - CKBO3HAaA: OT
TUTYJILHOTO JIUCTa [0 IOCTIeNHEr0 JIUCTa IPUIOKEHHH.

Homep cTpaHuUIs! Ha TUTYIBHOM JIUCTE He IPOCTaBISIOT.

Homep cTpaHUIEI CTaBAT B IIEHTPe HUXKHEeU YacTH JIMCTa, TOYKa [10Cie HoMepa CTPaHUIH He CTaBUTCA.
CTpaHuIE, 3aHATHE TabIUIAaMK U WILTIOCTPALMSME, BKIIOYAIOT B CKBO3HYIO HyMepaLuio.

O0beM oT4YeTa IO MPAKTUKE [OJIKeH ObTh He MeHee 16 cTpaHull (6€3 yuyeTa IPHIOKEHUN) MAIIUHOIUCHOTO
tekcTa (mpudt 14nt, Times New Roman, yepes 1 untepsan). OT4eT qoimxkeH ObITh OTIEYaTaH Ha GpopmaTe Ad
¥ nopuuT. OnrcaHus OOJIKHEL ObITh CKaTEIMU. OOBEeM NMPUIOKEHUN He PerIaMeHTHPYeTCs, a UX ColepKaHue
oIpenenseTcs 00y4alonuMCs CAMOCTOSTEIBHO.

Odopmnenue ¢popmysn

®opMyIIHl JONKHE OBITE 0QOPMIIEHE B pefakTope Gopmyn. B ¢dopMynax B KauecTBe CUMBOJIOB CIELYET
IIPUMEHATH 0003HAYEHUSI, YCTAHOBJIIEHHEIE COOTBETCTBYIOIIMME I'OCySapCTBEHHBIMY CTaHAapTaMu. PacyeT mo
dbopMynaM BefeTCs B OCHOBHHIX eNMHUIIAX M3MEpPeHHUs, GOPMY/IE 3alUCHBAIOTCS CIEAYIOMHAM 00pa3oM:
CHayvaja 3amuceiBaeTcs ¢popMysna B 6yKBeHHOM 0003HAYEHUH, TIOCTIE 3HAKA PABEHCTBA BMECTO KaXKI0N OYKBEI
TIOACTAaBNIAETCS ee YHUCIeHHOe 3HaueHNe B OCHOBHOU CUCTeMe eIUHUI] U3MePEeHHS; 3aTeM CTAaBUTCA 3HaK
pPaBeHCTBa U 3allMCHIBAETCS KOHEYHEIY Pe3yNbTaT C efUHULel u3MepeHus. [10gCHe NS CUMBOJIOB ¥ YU CIIOBBIX
k09 dunrenToB, BXxonamux B GOpMyIy, eClIU OHU He MOSICHEHH paHee B TEKCTe, NOJIKHEL OBITh IPUBEEHE
HeIloCpeACTBeHHO non dhopMmysoii. IToscHeHNs KaXmoro CUMBOJIa CllefyeT OaBaThb C HOBOU CTPOKH B TOU
IIOCIeN0BaTeIbHOCTY, B KOTOPOM CHMBOTH IIpuBefeHH B Gopmyrne. [lepBas cTpoKa MOSCHEHUS [ONIXKHA
HAYMHATHCS CO CJI0BA «THe» 6e3 MBOETOYHS MOCTIE HETO.

ITepeHocuTs GOPMYyJIEL Ha CIEOVIOMYI0 CTPOKY LONYCKaeTCsl TOJIbKO Ha 3HAKaX BHIIOJIHAEMBIX Ollepauui,
npuYeM 3HaK B Haudajle ClefyIOIed CTPOKU MOBTOPSAIT. [Ipu mepeHoce GOpPMyJH Ha 3HaKe YMHOXEHHUS
TIPUMEHSIOT 3HaK «X»,

dopMmyra HyMepyeTcs, eCH fJajiee 10 TeKCTy oHa 6yneT BoctpeboBaHa. QopMyIiHl, 3a UCKIIOUeHHEM (GopMyT,
IIOMeIllaeMbIX B IPUJIOXKEHUH, TOJIXKHEL HYMePOBaThCSl CKBO3HON HyMepauuei apabcKuMu IudpamMu, KOTOpEe
3aIMCHBAIOT Ha YPOBHE GOPMYIJIEL CIipaBa B KPYTJIEIX CKOOKax. [lonycKaeTcss HyMepallus B Ipefiesiax pasfena.
B sToM cnygyae HoOMep GOPMYIIEI COCTOUT U3 HOMepa pa3felia ¥ NoPsSAKOBOro HoMepa GOpMyIibl, pa3fielleHHEIX
TOYKOU.

CCHUIKH B TEKCTE Ha MOPSAKOBEIE HOMepa (HOPMYJI JAl0T B KPYTJIHIX CKOOKaX, HampuMmep, B hopmyre (9.1).
®opMyIH, MOMENIaeMEIe B IIPUIOXKEHUIX, NOJIKHB HYMEPOBATHCS OTHAENIBHONM HyMepauueld, apabCKuMu
nmudpaMu B Ipemenax KaxmoTro NPUIOKEHHUs ¢ mobaBneHWeM Iepeln Kaxmod 1nudppoi 0603HaAYEHUS
[IPUTIOXKEHUS.

Hampumep, dopmyna (A.1).

Odopmnenne WTIOCTPaUl

WnmiocTpallMOHHBM MaTepual MOXKeT ObITh IPEACTABIIeH B BUAE CXeM, rpaduKoB U T.I. UnmiocTpanuy,
TIOMeIIleHHEBIE B TEKCTE ¥ IPUIOKEHUAX 0TYETa, UMEHYIOTCS PUCYHKaMH.

VinniocTpaluy BHIIONHSIOTCA B TpaduyecKUX pefakTopax U PacIioaraloTcs IOocye IepBOM CCHUIKY Ha HUXU
KaK MOXKHO OJIMKe K CCHUIKE Ha HUX B TEKCTE.

WnmiocTpanuy, 3a UCKITII0YEeHNEM WIITIOCTPAIU IPUI0KEHUH, CIIeNyeT HyMepoBaTh apabCckuMmu udpamMu B
mpepenax pa3pena, 11060 CKBO3HOM HyMmeparnuel. Hampumep, «Pucynok 1», «Pucynox 1.1», «Pucynok 2.1».
CCHUIKY Ha WITIOCTPAINIO NAl0T B CIEYIOIEM BUE: B COOTBETCTBUU C PUCYHKOM 1».

VnmocTpaius npu Heo6X0OUMOCTY MOXeT UMeTh HaMeHOBaHUe U NOSICHUTEIbHEIE NaHHbIe (IOOPUCYHOYHEIN
TekcT). CroBo "PuCyHOK" ¥ HaMMeHOBaHKe TOMEeNAloT [TOC/Ie MOSICHUTENTFHOT0 TeKCTa 6e3 TOUKY B KOHIIE.

Bce pucynku ¢popmaTa 6ornbiero, 4eM A4, BLIHOCSTCS B TIPUJIOKEHUS.

ITocTpoeHue TadIHIY

CnoBo «Tabnuiia», ee HOMep ¥ Ha3BaHUe IIOMEMIAIOT cleBa Hap Tabmuieid. Ha3Banue TabGIUIb, TPU €T0
Ha/IM4W¥, NOJKHO OTpaXkaTh ee CofepkKaHue, OBITh TOYHEIM, KpaTKuM. Ha3BaHue TaGIMIIE 3alKUCHBAIOT
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yepe3 THUpe mocie cioBa «Tabnuua» ¢ mponmucHO#M OYKBE 6€3 ToOuKu B KOHIe. Hampumep: «Tabnaumna 2.1 -
TexHU4YeCKue aHHBIE».

3aroioBku rpad ¥ CTPOK TAOGNUIEI DUITYTCS C IPOIKUCHOM OYKBEH, a I0A3aroJIoBKY Ipad- CO CTPOYHOU GYKBEL,
€CJIM OHU COCTABJIAIOT ONHO IPENJioKeHWe C 3ar0jIOBKOM, WUJIM C NMPONUCHON OYKBH, €CNIX OHU UMEIOT
CaMOCTOATEeNIbHOE 3HaueHKe. B KOHIIe 3arojI0BKOB U I1O[I3aTr0JIOBKOB TabINIl TOYKM He CTaBAT. 3aT0JIOBKU U
II0J3ar0JI0BKY rpad yKa3kBaloT B €OUHCTBEHHOM YIHCIIE.

3aronoBKu rpad 3amuCHBAIOT apalielnbHO CTpoKaM Tabmuubl. I[Ipy HEOOXOOMMOCTH HOIYCKAETCH
TIepIeHIUKYJIAPHOE PACIIONOXKeHNe 3arojIoBKOB rpad.

Tabnumy B 3aBUCUMOCTH OT €€ pa3Mepa IIOMEIA0T IIOJ TEKCTOM, B KOTOPOM BIIEPBEIE [laHA CCRIJIKA HA HEE,
WJIU Ha CJIeRYIoUel CTpaHuIle, a IPY HeoOX0OUMOCTH, B IPUIIOKEHUY K JOKYMEHTY. [[OIIyCKaeTCs OMeIaTh
TabIuIy BOOJIb OJIMHHON CTOPOHHI JINCTA HOKYMEHTa

Ecnu B KOHIle cTpaHuIlH Tabnulla IpeprBaeTCs, ee IPOLOJIXKeHNe TOMeIaloT Ha Cefyiolel cTpaHulle.

ITpu mepeHoCe TabGNIUILI Ha OPYIYI0 CTpaHULY Ha3BaHUe ITOMeIIAl0T TOJILKO Hal IIePBOM 4acCThI0 TabIUIIHL.
CrnoBo «Tabnuiia» yKa3blBalOT TOJIBKO ONUH Pa3 CJIeBa Haf MEePBOM YaCThIO TAONUIIE &, HAfl OPYTUMHY JacTsIMU
mumyT cioBa «IIpomonkeHue TabMUIE» C YKa3aHHeM HoMepa TabJIuiE.

Bce TabGmuupl, 3a UCKIIOYEHWEM TaOIHUI] MPUIOKEHUN, HYMePYIOTCS apabCKuMu nmudpaMu CKBO3HOH
HyMepanuei. [lonmyckaeTcs HyMepoBaTh TabIUIE B Ipedesiax pasfena. B 9ToM ciyyae HOMED TabIIHIEI
COCTOUT U3 HOMepa pa3fiesia ¥ IOPSOKOBOTO HOMepa TalIUIlEl, Pa3neIeHHOTO TOUKOH.

TabnuIrsl KaXkgoro mIpuIokeHus 0003HAYAIOT OTHENIbHOM HyMepanueld apabckumu nudpamu ¢ gobasneHus
mepeq 1uGpPoi 0003HAYCHNS MPUIOKEeHUs, HanpuMmep, «Tadbnuia A.1», ecnu oHa IpUBeIeHa B MPUI0XKEHUN
A

Ha Bce TabGnuubl HOKyMEHTa [JOJIXKHHE OBITh NPUBENEHHl CCHUIKM B TEKCTE, IPU CCHIIKE CJIOBO «Tabmura»
MIUIIeTCS TTONHOCTRIO C yKa3aHueM ee HOMepa.

OdopmieHue cuucKa JIUTEPaTyphbl

CHuCcOK NUTEPATypPH SABASETCS 0053aTeNbHEIM (HEHYMEPOBAaHHEIM) Pa3fesioM O0T4eTa, 0pOPMIISIETCS B
cootBeTcTBUH ¢ 'OCT 7.1-2003 "Cucrema cTaH[apTOB 10 HHGOpManuy, 6ubInOTeYHOMY U U3[AaTEeIbCKOMY
meny. bubnuorpaduveckas 3amuch. bubnuorpadpuyueckoe omucanue. OOiue TpeOGoBaHUS U MIPaBUIla
cocTaBeHus", BKIIIOYAETCS B COLepXkKaHUe OTUeTa.

Cnucox monkeH ComepXkaTh CBeeHUsI 000 BCeX UCTOYHUKAX, UCIIOIb30BAaHHEIX IIPDU COCTaBIIeHUU OTYETa.
PacnonaraTe UCTOYHUKY B CIIMCKEe PEKOMEHAYeTCS B MOPSOKe IOSIBIEHUS CCHIJIOK B TEKCTe. BO3MOXHO U
Opyroe pa3pelieHHOe HOPMATUBHBEIMY HOKyMEHTaM{ PacIojIokeHne NCTOYHUKOB B CIIHUCKE.

OdopMiIeHHe IPHITOKEHHH

[punoxenus: ohopMIIIOT KaK NPOJOIKEHNe 0TYeTa U [TOMeIIaloT B KOHIE 0TYeTa B OPSAKE CCHUIOK Ha HUX
B TEKCTe. B TeKCTe oT4YeTa Ha BCE NMPUJIOKEHUS OOJIKHEL OBFITh JaHBI CCRUIKU. Kaxkmoe mpuioxeHue cienyer
Ha4yMHAThL C HOBOTO JIUCTA C yKa3aHWeM Ha Bepxy nocpenuse crparulsl ciosa «[IPHUJIOKEHUE» u ero
o6o3nauenus, Hanpumep, «[IPUJIOXKEHUE A». TIpunoxeHue HONXKHO MMETh 3ar0JIOBOK, KOTOPHIH
3aMUCHBAETCA CHMMETPUYHO OTHOCUTEIIBHO TEKCTa C IPOIKUCHOM OYKBHL OTHEIBHOM CTPOKOM.

[Tpumoxkenus 0003HAYAIOT 3arTaBHEIME OyKBaMu ajdaBuTa, HauuHas ¢ A, Kpome 6ykB E, 3, 1,0,4, b, b, b.
Homyckaetcss 0603HaYEHNe IPUIOKEHNS OYKBaMy JIaTUHCKOTO andaButa, 3a uckimwoyerneM 6yks [ u O.
[TpunoxeHus BEIIONHAIOT Ha IuCcTaxX dopMarta A4, A3, A4X3,A4x4, A2, Al o TOCT 2.301.

[TpunoXeHus JOJIKHE UMETh O0ILIYIO C OCTAIbHON YaCThIO TOKYMEHTA CKBO3HYI0 HYMEPAIMIO0 CTPAHMUII,

Bce mpunoxeHus MONKHEL OHTH IEPEYUCIEHEl B COAEPKAHUYM OTYETA M C YKa3aHUEM HX HOMEDPOB U
3aroJiIoBKOB.
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[loKyMeHT noanucaH aneKTPOHHOW NOoAMUCHI0

AxoBneB Anekcen Hukonaesuy

Pektop

SEOEPAJIbHOE IOCYOAPCTBEHHOE BIOOXXETHOE OBPA3OBATEJIBHOE
YUYPEXOEHWE BbICWWEO OEPA30BAHNA "KY3EACCKIN
rOCYOAPCTBEHHbIN TEXHUYECKN YHUBEPCUTET UMEHW T.®.
TOPBAYEBA"
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