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1. OBIIIASA XAPAKTEPUCTHUKA PABOYEH ITIPOTPAMMBI IIM.02 3AIIUTA
NHOOPMAIIMKA B ABTOMATU3UPOBAHHLIX CHUCTEMAX IIPOI'PAMMHBIMHU H
IMPOI'PAMMHO-AIIITIAPATHBIMU CPEJACTBAMM.

1.1. Mecro IIM.02 3amura uHpopmManuu B aBTOMATH3MPOBAHHBIX CHCTEMAaX NPOrPAMMHBIMHU M
NMPOrpaMMHO-ANNAPATHBIMHY CPEICTBAMUB CTPYKTYpPE OCHOBHOM 00pa30BaTe/IbHOI MPOrpaMMbl

[IM 02 3ammra nHGOpMaIKK B aBTOMaTH3UPOBAHHBIX CUCTEMaX IPOrPAMMHBIMHU U IIPOTrPaMMHO-
anmapaTHBIMH  CPEICTBAMU B  CTPYKTYpe OCHOBHOW 00pa3oBaTeNbHOH TPOTpaMMBI  SIBJISIETCS
00s13aTeNIbHON  YacThi0 MPO(GECCHOHAIBHOIO IMKIA OCHOBHOH 00pa3oBaTelbHOl HpOrpaMMmbl B
coorBercTBUH ¢ PI'OC mo cnenmansHoctu 10.02.05 ObGecnieyenne nHGOPMAIIMOHHON O€301MaCHOCTH
ABTOMAaTU3UPOBAHHBIX CHCTEM.

[IM 02 3ammra HHGOpPMALUK B aBTOMATU3UPOBAHHBIX CUCTEMaxX MPOrPAMMHBIMH U TPOTPAMMHO-
anmnapaTHbIMU CPEICTBaMH olecrieunBaeT (HOPMUPOBAHHE MPOPECCHOHATBHBIX U OOLIMX KOMIICTCHIIHH.

1.2. Hea» u miaHupyeMble pe3yiabTatbl ocBoenusa I[IM.02 3ammra uHpopmanuu B
ABTOMATH3UPOBAHHBIX CHCTEMaX NPOrPAMMHBIMHU U NPOrPAMMHO-aNNAPATHBIMH CPeICTBAMM.

B pesymbrare wu3ydeHus MPO(HECCHOHANIBHOIO MOMAYJISA CTYAEHT JODKCH OCBOMTH BH]I
npodeCcCHOHATIBHON  ACATSNBHOCTH  3awuma uHgopmayuu 6 asmomMamusupoSaHHblx —CUCMEMAX
NPOCPAMMHBIMU U  NPOSPAMMHO-ANNAPAMHLIMU  CPeOCm8aMuyl COOTBETCTBYIOIIME €My oOmue Hu
npodeccHnoHATbHBIC KOMITETCHITUH:

OK 01. Beibupats criocoObl pemieHus 3agad npohecCHOHAIBHON IS TETbHOCTH, IPUMEHUTEIEHO K
Pa3IUYHBIM KOHTEKCTAM.

OK 02. OcymecTBiATh IMOWCK, aHAIW3 M HMHTEPIPETANI0 HHPOPMAIUH, HEOOXOAMMOMN s
BBINOJIHEHUS 3a/1a4 PO ECCUOHATIbHON EATEIbHOCTH.

OK 03. [TmanupoBaTh U pean30BbIBATH COOCTBEHHOE MPOPECCHOHATHFHOE U TMYHOCTHOE PA3BUTHE.

OK 04. Paborarb B KOJUIEKTMBE M KoMaHze, 3(()EKTUBHO B3aUMOJEHCTBOBATH C KOJUIEraMu,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 09. Ucnonb3oBaTh HHPOPMALMOHHBIE TEXHOJIOTMH B TPOPECCHOHATBHOMN 1A TEIbHOCTH.

OK 10. ITonp3oBaThcs podecCHOHaIbHON JOKYMEHTAIMEeH Ha rocy/1lapCTBEHHOM M MHOCTPAHHOM
A3BIKAX.

I[IK 2.1. OcymecTBasTh YCTaHOBKY M HACTPOWKY OTHAEIbHBIX IPOrpaMMHBIX, HPOrPaMMHO-
anmapaTHbIX CPE/ICTB 3aIIUThHl HHPOPMALIUH.

IIK 2.2. OGecneunBarh 3amUTy MHQOpPMALMM B aBTOMAaTU3UPOBAHHBIX CHCTEMaX OTAEIbHBIMU
IPOrpaMMHBIMH, IPOTPAMMHO-ANIIAPATHBIMU CPEJICTBAMHU.

IIK 2.3. OcymecTBiiTh TeCTUpPOBaHHWE (PYHKUMH OTAENBHBIX MPOTrPAMMHBIX M HPOrpaMMHO-
anmapaTHbIX CPE/ICTB 3aIIUThHl HHPOPMALIUH.

[1K 2.4. OcymiecTBisTh 00pabOTKy, XpaHEHUE U Tiepeiavy HHPOPMAIIMH OTPAHHYEHHOTO JTOCTYTIA.

I1K 2.5. YHn4TOoXaTh HHPOPMALIMIO U HOCUTENN MHPOPMALIUHU C HCIIOJIb30BaHUEM ITPOrPaMMHBIX U
MIPOrpaMMHO-aIapaTHBIX CPE/ICTB.

IIK 2.6. OcymecTBiiTh pEeruCTpallMi0 OCHOBHBIX COOBITUH B aBTOMAaTH3UPOBAHHBIX
(VHQOpPMAIMOHHBIX) CHCTEMax, B TOM YHCIE C HCIOJb30BAHMEM IPOTrPAMMHBIX U IPOrPaMMHO-
anmapaTHbIX CpeACTB OOHApYXKEHHs, MPEIyNpeKACHUS U JUKBUJAIMU TOCIEACTBUNA KOMIIBIOTEPHBIX
aTak.

B pe3yabTare ocBoeHus1 NPO(PecCHOHAIBLHOI0 MOAYJIsI 00y4AIO M ICH T0JIKEeH:

3HaTBh: aKTyalbHBIH MPO(EecCHOHANBHBI U CONHMANBHBIM KOHTEKCT, B KOTOPOM MPHUXOJIUTCS
paboTaTh M KUTh; OCHOBHBIE MCTOUYHHUKH MH(OpPMALIMM U PECYpChl ISl PElIeHUs 3aqad U mpodiieM B
MpOoPECCHOHAIBHOM W/WJIA  COIMAJIbHOM KOHTEKCTE;CIIOCOOBI pEIIeHUsT 3ajad  MpodecCHOHATbHON
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NEATENbHOCTH, TPUMEHHUTEIBHO K  pa3IMYHbIM  KOHTEKCTaM;HOMEHKJIATypy HWH()OPMAIMOHHBIX
HUCTOYHHUKOB MPUMEHSEMBIX B MPO(ecCHOHANIBHON NeATeNbHOCTH; TPUEMBl CTPYKTYpUPOBAHUS
uHpopmanuu; ¢opmar Oo(OPMIICHUS PpE3YAbTATOB IOMCKAa WH(POPMALMU;UCTOYHUKH, BKIIOYAs
3JIEKTPOHHBIE PECYPCHI, Menuapecypcsl, HTepHEeTpecypChl, NEPUOINIECKHUE N3JAHUS 110 CIIEHUATIEHOCTH
UL pelieHus: NMpo(ecCHOHAIBHBIX 3a]1a4;BO3MOKHBIE TPACKTOPHU MPO(PECCHOHATBHOTO Pa3BUTHI U
caM000Pa30BaHUS;[ICUXOJIOTHIO  KOJJIGKTHBA; ICHXOJIOTHIO JIMYHOCTH;COBPEMEHHBIE CpEICTBA U
ycTpoiicTBa MHpOpPMaTH3alWHU; MOPSAOK WX NPUMEHEHHS U IpOrpaMMHOE oOecrieyeHHe B
npodeccHoHaIbHON JeATeIbHOCTH; NH(POPMAIIHOHHO-KOMMYHHKAIMOHHBIE TEXHOJIOTUH
npodecCHOHATIBHON AESTEIBHOCTH;IPAaBIIa TOCTPOCHHUS TPOCTBIX M CIOXHBIX IPEJIOKCHUH Ha
npodeccCHOHaTbHBIE TEMbI;0CHOBHBIE OOLICYNOTpEeOUTENbHBIE TIaroibl (ObIToBas U npodeccuoHaibHas
JICKCHKA); JIEKCHYECKHH MHUHUMYM, OTHOCSAIIMWCS K ONMCAHHUIO IPEJAMETOB, CPEACTB W MPOIECCOB
npoeCCUOHATBHON ~ JIEATENIFHOCTH; OCOOCHHOCTH NPOM3HOLICHHWS; TPaBWIa YTEHUS TEKCTOB
npoeCCUOHATPHON HANpPaBIECHHOCTH,; OCOOCHHOCTH M CIOCOOBI TMPHUMEHEHUS MPOTPaMMHBIX U
POrPaMMHO-aNIapPaTHBIX CPEJCTB 3alIUTHl MHPOpMAIMK, B TOM YHCIE, B ONEPALMOHHBIX CHUCTEMaXx,
KOMITBIOTEPHBIX CETSAX, 0a3ax MaHHBIX;METOAbl TECTUPOBAHUS (DYHKUIMI OTIEIBHBIX MPOrPAMMHBIX H
POrpaMMHO-ANIAPAaTHBIX CPEJCTB 3alIMThl HWH(POPMAIMH;0COOCHHOCTH M CIIOCOOBI TPHUMEHEHUS
NPOTrPaMMHBIX M TPOTPaMMHO-ANIapaTHBIX CPEICTB 3alllUThl MHGOPMALMH B KOMIBIOTEPHBIX CETSX,
0a3ax JaHHBIX; THUIIOBBIE MOJENH YIPABICHUS TOCTYIIOM, CpPEICTB, METOJOB M IPOTOKOJIOB
UACHTUPUKAIIMM W ayTCHTU(QUKAIMH, OCHOBHBIE  TIOHATHS  KpuOTorpaduu W THIIOBBIX
KPUNTOTPaQUUECKUX METOJIOB M CPEICTB 3alIUThI MHPOPMALUN;0CO0EHHOCTH M CHOCOOBI MPUMEHEHUS
MPOTPaMMHBIX CPEACTB W TapaHTUPOBAHHOTO YHUYTOKEHHSI HMH(OpPMAIMH; OCOOCHHOCTH H CIIOCOOBI
NPUMEHEHHS alapaTHBIX CPEICTB TapaHTHPOBAHHOTO YHHUYTOXKEHHsS HH()OPMALUN;0COOCHHOCTH H
CIIOCOOBI TPUMEHEHHs MPOrPaMMHBIX M IPOTPaMMHO-aNIapaTHBIX CPEICTB TapaHTHPOBAHHOTO
YHUUYTOXEHUSI HHOOPMALIMH;TUIIOBBIE CPE/ICTBA U METOJIBI BEICHHS ayJUTa, CPEJCTB U CIIOCOOOB 3aIUTHI
UHQOpPMAIMK B JIOKAIBHBIX BBIYMCIMTEIBHBIX CETSAX, CPEACTB 3aIIUTHl OT HECAHKIMOHHPOBAHHOTO
JOCTYTIa;

YMersb: pacrno3HaBaTh 337ady W/WIH TpoOsieMy B TPO(ECCHOHATBHOM H/WIM COLMAIBHOM KOHTEKCTE;
BBIOMpATh CIOCOOBI pemieHus 3agad  Npo(ecCHOHATBHON JIESATENFHOCTH, TNPHUMEHHUTEIBHO K Pa3INYHBIM
KOHTEKCTaM;0Npe/IeIsATh 3a/aud TOUCKa WH(OpMAIMU; OMNpeAesaTh HEOOXOIMMble WCTOYHUKH HH(POPMAIUH;
TUTAHUPOBATH TMPOIECC TMOUCKA; CTPYKTYPHPOBAThH MONydaeMyto MH(DOpMAaIWio; BBIIEIATh HanOoJee 3HAaYUMOE B
nepeyHe MH(GOPMAIMK; OIEHMBATH MPAKTHYECKYI0 3HAYMMOCTH PE3YJIBTATOB IOMCKA; O(GOPMIIATH PE3YJIbTAThI
MOWCKA;UCIIOJIb30BaTh  pa3InHble  WMCTOYHWKH, BKJIOYas  OJIEKTPOHHBIE  PECypchl,  MeIAHapecypchl,
WHTepHeTpecypchl, NEPHOIMYECKHE W3MaHHMA MO  CIEHUAJIbHOCTH JUIi  peIleHHs NpodeccroHaTbHbBIX
3a/1a4;BBICTPANBATh TPACKTOPUH MPO(PECCHOHAIFHOIO W JIMYHOCTHOTO Pa3BUTHUS;0pPraHU30BBIBATh PadOTY
KOJIJICKTHBAa W KOMaHJIbl;, B3aMMOJICHCTBOBATh C KOJJICTAMH, PYKOBOJCTBOM, KIIMEHTAMU;IIPUMEHSTH CpPEICTBA
MH(QOPMALMOHHBIX TEXHOJNOTMH JUISl peIeHHs NpoQecCHOHANBHBIX 3a7ad; HCIOJb30BaTh COBPEMEHHOE
MporpaMMHOE  OOECTICUeHHE; UCTIONIb30BaTh  MH(MOPMAIMOHHBIE  TEXHOJOTMM B TpodeccHoHaIbHOM
JEATeNIbHOCTH;IOHUMATh OOIMIMI CMBICIT YETKO TPOM3HECCHHBIX BBICKA3bIBAHWH HA HM3BECTHBIC TEMBI
(mpodeccronanbHble W OBITOBBIE), MOHUMATh TEKCTHl Ha 0a30BbIe NMpPOQecCHOHATbHBIE TEMBI; y4acTBOBATH B
JIaJiorax Ha 3HaKOMbIE OOIMe W MPOQeCcCHOHANBHBIE TEMBI; CTPOUTH MPOCTHIE BBICKAa3bIBAaHHS O cede M O CBOeH
npoeCCUOHANBHON  JESITEIbHOCTH; KPaTKO OOOCHOBBIBAaTH W OOBSCHUTH CBOM JEHCTBUS (TEKyIIME H
TUTAHUpYeMbIe); THCATh MPOCThIE CBS3HBIE COOOIEHHS Ha 3HAKOMbBIE WJIM WHTEpecyrolue NpodeccroHaIbHbIe
TEMbl; YCTAaHABJINBAaTh, HACTPAWBAaTh, MPUMEHSATh NMPOTPAMMHBIE W MPOTPAMMHO-AMIAPATHBIE CPEICTBA
3amUTHl HHOOPMAIUH; yCTaHABINBATh U HACTPAUBaTh CPEACTBA aHTUBUPYCHOM 3aIIUTHI B COOTBETCTBUU C
MPENbSABISIEMBIMA TpeOOBAHUSIMU;TUATHOCTHPOBATH, YCTPAHSTH OTKa3Hl, o0ecreunBaTh
paboTOCIIOCOOHOCT, W TECTHUPOBATh  (PYHKIIMKM  TPOTPAMMHO-ANMApPAaTHBIX  CPEJACTB  3aIIUTHI
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UHQOPMAIMM;IPUMEHATh MIPOTPAMMHBIE W TIPOTPaMMHO-ANIapaTHBIE CPEICTBA UL 3aIINTHI
uHpopManuu B 0a3zax MaHHBIX; MPOBEPSATH BBHINOJHEHHE TPeOOBaHUM MO 3amUTe MHPOPMALUHU OT
HECAHKIIMOHMPOBAHHOTO JIOCTYIIa TPU aTTeCTallMl OOBEKTOB HH(pOpMATH3aLUU 1O TPeOOBAHUSAM
O0e3omacHOCTH  HMH(QOpPMALWH;  NPUMEHATh  MaTeMaTH4YeCKUH  ammapar  JUIsl  BBIIOJHEHUS
KpUNTOTpapUUECKUX MpeoOpa3oBaHMii; HCIOIB30BATH THUIIOBBIE IPOrPAaMMHBIE KpUOTOrpadUuecKue
CPEICTBA, B TOM YHCJIE JIEKTPOHHYIO IOAIMUCH;IPUMEHATh CPEICTBA TapaHTHPOBAHHOTO YHUYTOXKCHHUS
MH()OPMAIMN;0CYIIECTBIATh MOHHTOPHHT W PETUCTPALMIO CBEJACHUH, HEOOXOOMMBIX JUIS 3aIlUTHI
00BEKTOB HHPOPMATH3AINH, B TOM YHCJIE C UCIIOIb30BaHMNEM IIPOTPAMMHBIX M IPOTPaMMHO-aIapaTHBIX
CpencTB OOHapyXEeHUS, MPEAYNPEKACHUS U JINKBUAAIINH OCIEACTBUI KOMITBIOTEPHBIX aTakK;

HNMerh mNpakTH4YeCKHil ONBIT: YCTAaHOBKHM, HACTPOMKH MPOTPAMMHBIX CPEICTB  3aLUTHI
uHpopManun B ABTOMAaTU3UPOBAHHON cucreme;obecrneueHus 3aIIUTHI ABTOHOMHBIX
ABTOMATU3MPOBAHHBIX  CUCTEM  MPOrPpaMMHBIMH U NPOrPAMMHO-ANIMAPATHBIMU  CPEACTBAMU;
UCTOJB30BAaHUE MPOrPAMMHBIX M TPOTPAMMHO-ANIMAPATHBIX CPEICTB Ui 3aIIUThl MH(OpMAIMH B
CeTH;TECTUPOBAHMUSI  (DYHKUMH, JOUArHOCTHKA, YCTPAHEHHE  OTKa30B U BOCCTaHOBJIEHUE
paboTocTiocoGHOCTH MIPOrpaMMHBIX u IIPOrpaMMHO-aNMnapaTHbIX CpeICTB 3aIUThHI
uHpopmanuu;pemenns 3agad 3amutel oT HC/l x mHpOpManuy OrpaHMYEHHOTO JIOCTYINA C TTOMOIIBIO
MPOrPaMMHBIX M MPOrPaMMHO-AMIAPATHBIX CPEJICTB 3alIUThl MH(OPMALIMK; TPUMEHEHUs 3JIEKTPOHHOMN
MOJINKCH, CHMMETPUYHBIX U aCHMMETPUYHBIX KPUNTOrpahUIecKUX aIrOPUTMOB U CPENICTB MIK(POBAHUS
JTaHHBIX;y4€éTa, 00paOOTKH, XpaHEHUs W nepenadyd MHGOpMaAlUH, i KOTOPOW YCTAaHOBIEH PEXHUM
KOH(MUICHIIMATBHOCTU;pa00Thl ¢ TMOJACUCTEMAMHU PETHCTPAllUM COOBITUH; BBISBICHUS COOBITUH W
MHIUJCHTOB O€30M1aCHOCTH B aBTOMaTU3MPOBAHHOM cUcTEME;

2. CTPYKTYPA U COIAEPXAHUE IIM.02 3AIIUTA HWHOOPMALIUK B
ABTOMATHU3UPOBAHHbLIX CHUCTEMAX IIPOTPAMMHBIMUA W ITPOI'PAMMHO-
AIIITAPATHBIMU CPEJICTBAMM.

2.1. Oo6bem IIM.02 3ammTa nndopManuu B aBTOMATH3HPOBAHHBIX CHCTEMAaX MPOrPaAMMHBIMHU H
NPOrpaMMHO-aNNAPaTHBIMH CPeICTBaAMHU.

KoanuecTBo yacos, O®
®opMma o0ydeHuUst Bcero
5 cemectp | 6 cemecTp | 7 cemecTp | 8 cemecTp
O6bem [IM 120 222 270 108 720
B TOM 4YHCIIE:
Jlekuuu, ypoku 50 46 38 134
JlaboparopHsie pabOTHI
[pakTHYECKUE 3aHITHS 40 54 60 154
KypcoBoe npoekTupoBanue 30 30
Koncynbranuu 6 10 16
CamocrositenbHas pabora 18 14 24 56
[TpomexxyTo4yHas aTTeCTaLus 6 6
WHauBHaya IbHOE TPOSKTHPOBAHUE
VuebHas npakTuka 108 108
[Tpou3BOACTBEHHAS PAKTHKA 108 108 216
[IpomexxyTouHas arrecranus
(xBayIM(pUKAIIMOHHBINA 3K3aMEH)




2.2. TemaTruyeckuii njad u conep:xxkanue IIM.02 3ammrTa uHpopMaUU B aBTOMATH3UPOBAHHBIX
cHCTEeMAaX NPOrpaMMHBIMH M IPOTPAMMHO-ANNAPATHBIMHU CPeICTBAMMU.

HaumenoBanmue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuasa u popmbl Oo0bem
OPraHM3alUMHU AeSITeJIbHOCTH 00y4aI0IHNXCH B Yyacax

S cemecTp
MJIK 02.02 KpunTorpadguuyeckue cpeacTBa 3aiiuThbl HHGOpMaIun 120
BBenenue.
Jlexuun
[Tpenmer u 3apaun kpunrorpaduu. Mcropus kpunrorpadun. OCHOBHbIE TEPMUHBI. 1
CamocrosiTesibHas padora o0yuawmuxcs: Uctopus pa3sutus kpunrorpaduu 1

Pa3nen 1. Marematudeckrue OCHOBBI 3aIIUTHI HHGOPMAITUH

Tema 1.1. MaremaTnueckue 0CHOBbI Kpunrorpaduu

Jlexnnn

Jlekums 1.1.1. DieMeHThl TEOPUU MHOKECTB. [ pynibl, KoJbLa, OJIS. 1
Jleknus 1.1.2. JlenumocTts uncen. [Ipuznaku aenumoctu. IIpocteie u cocTaBHbIE YKCIIa. 1
Jlekums 1.1.3. OcHoBHas Teopema apudmetnku. Hanbonpimmii oOmwmii genutens. B3anmuo 1
npoctele yncaa. AnroputM EBknuna ans Haxoxnaenus HO/JL.

Jlexnus 1.1.4. OtHomeHus cpaBHuMocTH. CBOMCTBA cpaBHeHUH. MonysipHast apudmeTuka. 1
Jleknmus 1.1.5. Knaccel. Tlomnas u mpuBeneHHas cuctema BbueToB. DyHKIMg Diepa. 1
Teopema depma-Ditnepa. AIrOpUTM OBICTPOrO BO3BEIEHUS B CTENEHb [0 MOIYJIIO.

Jlekuma 1.1.6. CpaBHenust mnepBoil creneHu. JIuHeilHble AMOGAHTOBBI YpaBHEHUS. 1
Pacmmpennsiit anroputM EBknnaa.

Jlexnus 1.1.7. Kuraiickas Teopema 00 ocTaTKax. 1
Jleknmsa 1.1.8. Ilposepka umcen Ha NpOCTOTY. ANTOPUTMBI T'€HEpPALMU IMPOCTBIX YHUCEIL 1
Meron npobubIx aenenuid. Pemero Dparocdena.

Jlekuma 1.1.9. Paznoxenue uyucia Ha MHOXHUTENU. AJTOPUTMBI  (aKTOPU3ALUH. 1
®akropuszauus Pepma. Meron [lomnapaa.

Jlexknusa 1.1.10. Anroputmsl auckpetHoro yorapudmupoBanus. Meroxa Ilommapma. Meton 1
[Toppa.

Jlekums 1.1.11. Apudmernueckue oneparnuu Haj OOJBITUMHI YHCIaAMH. 1
Jlexuus 1.1.12. Dnnuntudeckue KpUBbIE U UX MPUIIOKEHUS B KpUIITOrpaduu. 1

I[MpakTnyeckue 3aHATHA




HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl

O0BeM

OpPraHM3anMu AesiTeJTbHOCTH 00y4aAIINXCH B Yacax
IIpakTnyeckoe 3anaTue 1.1.1. Ilpumenenue anroputma EBknupa g Haxoxaenus HOJL. 1
Pemenne muHeHHBIX TUOGAHTOBBIX YPABHCHH.
IIpakTnyeckoe 3ansaTue 1.1.2. [IpoBepka yncen Ha MPOCTOTY. 1
IpakTnyeckoe 3ansaTue 1.1.3. Pemenue 3amad ¢ 3eMeHTaMU TEOPUU YUCET. 1
CamocrosiTesibHas paboTa 00y4aromMXCs
1.1.1. lIporpamMmmHas peaju3anus Kjiaccuiyeckux mmdpos 2
Pazaen 2. Kinaccuueckast kpunrorpadus
Tema 2.1. MeTo1pI KpUITOTPAPHUUECKOTO 3aUTH HHPOPMALIUN
Jlexnnn
Jlekuus 2.1. Knaccugukamnuss OCHOBHBIX METOJOB KPHNTOTpaguyecKoi 3amuTel. MeTo bl 1
CUMMETPUYHOT0 MHU(PPOBAHMUSL.
Jlekuma 2.1. Iludpsr 3amensl. Ilpocras 3ameHa, MHoroandaBuTHas IOJCTaHOBKA, 1
IIPONOPLMOHATIBHBIN IHUD.
Jlexnus 2.3. Metoapl niepectaHOBKU. TaOau4Has nepecTaHOBKA, MapIIpyTHAsi IEPECTAaHOBKA. 1
I"ammupoBanue. 'aMmmupoBaHue ¢ KOHEUHOW U OECKOHEYHOIH raMMaMu.
IIpakTH4yecKkue 3aHATUSA
IIpakTnueckoe 3ansaTue 2.1.1. [IpumeHeHne K1accCH4ecKX MUPPOB 3aMEHBI. 1
IIpakTnueckoe 3ansitue 2.1.2. [lpumMeHeHne K1acCUUecKuX MHUQPPOB MepecTaHOBKH. 1
IIpakTnueckoe 3ansaTue 2.1.3. [I[pumeHeHne MeTo1a raMMHUPOBaHHSL. 1
CamocrosiTesibHas padoTa 00y4arOIMIMXCs
2.1.1. IlporpaMmMHas peaju3auus KJIACCMYECKUX M (PoOB 2
Tema 2.2. Kpunroananus
Jlexuun
Jlekums 2.2.1. OcHOBHBIE METO/IbI KpunToaHanuza. Kpunrorpaduueckue ataxu. 1
Jlekums 2.2.2. Kpunroradpuyeckass CTOWKOCTb. AOCOIIOTHO CTOHWKHE KPUINTOCHUCTEMBI. 1
[Mpunuuns Kupkxoddcea
Jleknms 2.2.3. IlepcrieKTUBHbIE HAIIPABJICHUsI KPUNITOAHAIN3a, KBAHTOBBIN KPUIITOAHAIIN3. 1
IIpakTHYeckue 3aHATHA
IIpakTuyeckoe 3ansaTue 2.2.1. Kpunroananus mudpa mpocToil 3aMeHbIl METOJOM aHalln3a 1




HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl Oo0bem
OpPraHM3anMu AesiTeJTbHOCTH 00y4aAIINXCH B Yacax

4aCTOTHOCTU CUMBOJIOB.
IIpakTuyeckoe 3ansite 2.2.2. Kpunrtoanaius KJIacCHUYECKHX MIU(GPOB METOJIOM IOJITHOTO 1
nepebopa KIo4en.
IIpakTuyeckoe 3ansaTue 2.2.3. Kpunroananus mudpa Bwkunepa. 2
CamocrosiTesibHas paboTa 00y4aromMXCs
2.2.1. OnTuMHU3anMs METO0B YACTOTHOI0 AHAJIU3a MOHOAI(GaBUTHBIX MG poB.1 2
Tema 2.3. IloTouyHble IIUQPHI U TEHEPATOPHI TICEBIOCTYYaWHBIX YUCEI
Jlekuun
Jlekumst 2.3.1. OcHOBHBIE NMPUHIMUIBI MOTOYHOTO IHdpoBaHus. [IpuMeHeHe reHepaTopoB 1
I1CY B xpunrorpadun.
Jleknusa 2.3.2. Meroasl NOJy4eHHs MICEBAOCTYyYaHbIX nocienoBarensHocte. JIKI, meton 1
®ubdonauun, metox BBS.
IIpakTH4yecKkue 3aHATUSA
IpakTuyeckoe 3anarTue 2.3.1. [Ipumenenue meroaos reueparuu [1CY. 2
Paznen 3. CoBpemenHnast kpunrorpadus
Tema 3.1. KogupoBanue nadopmanuu. Kommbrorepu3sanus mudpoBaHus.
Jlekuun
Jlekuust 3.1.1. KonupoBanue wuHpopmauuu. CuMBOIbHOE KoaupoBaHue. CMBICIOBOE
KoaupoBaHue. Mexanusanus mwudposanud. [Ipencrasienne nHGopManuu B JBOMYHOM KOJIE. 1
Tabmuma ASCIL
Jlekums 3.1.2. Komnerorepusanus mugpoBanus. AnmnapaTHoe U IporpaMMHOE HIH(PpOBaHUE
Crannaptuzanusi MOpOrpaMMHO-AINapaTHBIX  KPUNTOrpauYeckux CHUCTEM U CPENCTB. 1
N3ydyeHne coBpeMEHHBIX TPOrPaMMHBIX U allapaTHBIX KPUNITOrpadhuIecKUX CPesICTB.
IIpakTHYecKkue 3aHATHA
IIpakTnueckoe 3ansiTue 3.1.1. KonupoBanue unpopmanuu. 2
IIpakTnueckoe 3ansaTue 3.1.2. [IporpaMmMHas peanusanus KIaCCUYECKUX MIHPPOB. 2
IIpakTnuyeckoe 3ansaTHe 3.1.3. M3yueHue peanuszanuu KJIaCCHUECKUX IU(PPOB 3aMEHbI U 2
nepectaHoBkHu B porpamme CrypTool unu ananore.
CamocrosiTesibHas padoTa 00y4arOIMMXCs
3.1.1. MeToabl MexaHM3aUMH IHPPOBAHUS 2




HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl
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Tema 3.2. CuMMeTpHYHBIe CHCTeMbI IIH(POBAHUS
Jlexuun
Jlexkuus 3.2.1. O6mme cBenenusi. CTpyKTypHasi cXeMa CHMMETPUYHBIX KPUOTOrpapruecKux 1
CHCTEM.
Jlekums 3.2.2. OreuectBeHHble anroputMsl Marma u Kysneuuk u crangaptsl [OCT P 34.12- 1
2015 u I'OCT P 34.13-2015. Cummerpuunsie anroputmbl DES, AES, TOCT 28147-89, RCA4.
IIpakTnyeckune 3aHATHSA
IIpakTnuyeckoe 3ansitne 3.2.1. M3ydyeHue npOrpaMMHON peaau3all COBPEMEHHBIX 5
CUMMETPUYHBIX HIH(POB.
CamocrosiTesibHas paboTa 00y4arOMMXCs
3.2.1. AHAJIM3 COBPEeMEHHbIX CHMMETPUYHBIX KPUNITOAJTOPUTMOB 1
3.2.2. lindposoe npeacrapiaeHne pa3aniHbIX popM nHpopManumn 1
Tema 3.3. AcUMMETPHYHBIE CUCTEMBI MU(DPOBAHUS
Jlexkunn
Jlekuuss 3.3.1. KpunrocucteMbl ¢ OTKpBITBIM KiItodyoM. HeoOpatumocTe  cuCTEM. 1
CrpykTypHas cxeMa muppOBaHUs ¢ OTKPBITHIM KIFOUOM.
Jlekums 3.3.2. DieMeHThl TEOPUU YKCEN B KPUNITOTPAPUH C OTKPBITHIM KIIFOUOM. 1
IIpakTHYecKkue 3aHATHA
IIpakTnueckoe 3ansaTue 3.3.1. [I[pumeHeHNe pa3IMUHbIX ACUMMETPUYHBIX aJITOPUTMOB. 2
IIpakTnyeckoe 3amsaTme 3.3.2. l3ydyeHune mnporpamMmMHON peanu3aluyd ACHMMETPUYHOIO 5
anroputma RSA.
CamocrosiTesibHas padoTa 00y4arOIMIMXCs
3.3.1. AHa1M3 COBPEMEHHBIX AaCHMMETPHYHBIX KPUNITOAJITOPUTMOB 1
Tema 3.4. AyreHTudukanusi TaHHBIX. DIEKTPOHHAS MOITUCH
Jlexuun
Jleknus 3.4.1. Ayreatudukarus nanapix. Oonmwe nousatus. 1. MAC. OgHoHanpaBieHHbIE 1
xem-QyHKIuH. AIropuT™Mbl HU(GPOBOM MOATHCH
[IpakTrueckue 3aHATHS
IIpakTnueckoe 3ansitue 3.4.1. [lpuMmeHeHne pa3iauuHbIX (YHKIMA XEUIMPOBAHUS, aHAIN3 2

0COOECHHOCTEN XEIIEH.




HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl
OPraHM3alUMHU AeITeIbHOCTH 00y4aI0IHNXCH

O0BeM
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IIpakTnyeckoe 3ansTue 3.4.2. [lpumenenue kpunTorpadpuuecKux aTak Ha Xem-QyHKIUH.

2

IpakTuyeckoe 3ansatue 3.4.3. M3yueHne nporpaMMHO-aIapaTHbIX CPEACTB, PEATU3YIOLINUX
ocHoBHbIe pyHKIIH DII.

CamocTosiTesibHasi padoTa 00yYarOmmMXxcst

3.4.1. CpaBHUTeIbHBIH aHATU3 QYHKIUHA XeIIMPOBAHUS

3.4.2. Ayrentupuranusi cooo1eHui

Tema 3.5. Anroputrmbl 0OMEHa KITIOYEH U MPOTOKOJIBI ayTeHTU(UKAITUH

Jlexkun

Jleknusi 3.5.1 Auroputmbl pacnpeneneHus KIo4Yed ¢ MPUMEHEHHUEM CUMMETPUYHBIX U
ACUMMETPUYHBIX cxeM [IpoTokonsl ayreHTUUKAanuW. B3aumMHas ayTeHTH(UKAIHSL.
OaHOCTOPOHHSIS AyTeHTU(DUKAITHS.

HpaRaneCKne 3aHATUSA

IIpakTuyeckoe 3ansitue 3.5.1. Ilpumenenue npotokona Juddu-Xemwimana st oOMeHa
KITIOYaMU U (POBAHMUSL.

IIpakTnyeckoe 3ansitue 3.5.2. M3yuenue npuHIMUIIOB padOTHI MPOTOKOJIOB ayTeHTHU(PUKAIIUI
C HCIIOJIb30BAaHUEM JIOBEPEHHOM CTOPOHBI Ha TipuMepe rpotokosa Kerberos.

Tema 3.6. Kpunrozanura nadopmanuu B CETSIX Nepetauu JaHHbIX

Jlexnn

Jlekumsa 3.6.1. AGonentckoe muppoBanue. IlakerHoe mmdpoBanue. 3ammra IEHTpa
resepauuu kmoueil. Kpunromapmpyruzatop. I[lakeTHsrit puiabTp.

Jleknusa 3.6.2. Kpunrorpaduueckas 3anmura 0€CIpOBOIHBIX COCTUHEHHUHN B CETSIX CTaHIapTa
802.11 ¢ ucnoap30BaHUEM MPOTOKOJIOB.

Tema 3.7. 3ammura nHbOpMAIIMH B JIEKTPOHHBIX IJIATEKHBIX CHCTEMax

Jlexnn

Jlekuust  3.7.1. IlpuHumnsel (QYHKIMOHUPOBAHMS OSJEKTPOHHBIX IUIATEKHBIX CHCTEM.
DNEeKTPOHHBIE MJIaCTUKOBbIE KapThl. [lepcoHanbHbIN NACHTU(DUKAITMOHHBIN HOMED.

Jlekuust  3.7.2. IlpumeHeHue Kpunrorpaguyeckux MPOTOKOJOB Ui  oOecledYeHus
0€30MacHOCTH 3JEKTPOHHOW KOMMEPIIHH.

IIpakTHYeckue 3aHATHA

IIpakTnueckoe 3ansitue 3.7.1. [IpumeHeHne ayTeHTUQHUKAMU IO OJHOPA30BBIM MAPOJISAM.
Peanusanus anropuTMoB CO31aHKs OJJTHOPA30BBIX ITApPOJIEH.

10
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O0BeM

OpPraHM3anMu AesiTeJTbHOCTH 00y4aAIINXCH B Yacax
CamocrosiTesibHast paboTa 00y4aromMXCs
3.7.1. 3akoHOAaTEeJHCTBO B 00J1aCTH KPUNTOrPpadpuuecKkoii 3a1uThbl HHpOPMAITUU 2
Tema 3.8. KommbtorepHas creranorpadus
Jlexuun
Jlekuust 3.8.1. Ckpeitas mepenaya MHPOpPMALUU B KOMIBIOTEPHBIX cuctemax. IIpobiema 4
ayTeHTU(UKALUU MYJIbTUMEIMHHON HH(pOopMauy. 3aluTa aBTOPCKUX MpaB.
Jlekuust 3.8.2. Metoapl KommbioTepHOH creraHorpaduu. LludpoBble BOISHBIE 3HAKH. 4
Anropurmsl BctpauBanus [[B3.
IIpakTH4yecKkue 3aHATHUSA
IIpakTuyeckoe 3ausitue 3.8.1. O0630p U cpaBHHUTENbHBIN aHaU3 cymecTByromero [1O mis 2
BcTpauBanus 1[B3.
IIpakTnyeckoe 3ansiTue 3.8.2. Peanu3anust mpoCcTeHIMX CTeraHOrpapUUECKuX alrOpUTMOB. 2
CamocrosiTesibHas padoTa 00yyaromuxcst
3.8.1. IlporpamMmmHuasi peaju3anusi COBpeMeHHbIX KPUIITOAJITOPUTMOB 1
3.8.2. [lepcnekTHBHBIEC HATIPABJIEHUS KpUNTOrpaduu 1
Kouncyabranumn 6
IIpomexyTounas arrecTaums B popme IK3aMeHa 6
MJ/IK 02.02 Kpuntorpaguieckue CpeAcTBa 3a1IUThI HHGOpManun 120
6 cemecTp
M/K.02.01 IIporpaMmMHble M NPOrpaMMHO-aNMNapaTHbIe CPeACTBAa  3aLUTHI 114
uHpopmannu
Paspen 1. OcHOBHBIC NMPUHLIMIIBI MPOrPAMMHON M NPOrpaMMHO-ANNAPATHON 3alUThbI
uHpopmannu
Tema 1.1. IIpeamer 1 3a1a4u NPOrpaMMHO-ANNAPATHOM 321U THI MHGOPMaLUK
Jlexuun
Jlekuma 1.1.1 Ilpenmer u 3amaud mOporpaMMHO-aNIapaTHOM 3aluThl  HMH(OpMAILMH.
OcHOBHBIE TOHATHS NPOTpaMMHO-anmapaTHOM 3amuThl  HHpopmaru.Knaccupukanus 1

METOJIOB M CPEICTB MPOrpaMMHO-aNNapaTHON 3aluThl HH(OpMaLIUK

Tema 1.2. CtanaapTbl 0€30n1aCHOCTH

Jlexnun

11
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Jlekums 1.2.1. HopmatuBHbIE IPaBOBBIE aKThl, HOPMATUBHbIE METOJAUYECKHUE TOKYMEHTHI, B
COCTaB KOTOpBIX BXOIAT TpeOOBaHMS U PEKOMEHJALMM [0 3alure HHPOpMaLuu
MPOrPaMMHBIMU U TIPOTPaMMHO-aNapaTHBIMK cpecTBaMu. [Ipoduiin 3amThl TpOrpaMMHBIX
U NPOrpaMMHO-ANMAPATHBIX CPEACTB (MEXKCETEBBIX 3KPAaHOB, CPEACTB KOHTPOJS ChEMHBIX
MAIIMHHBIX HOCUTENeH HH(OpMAINH, CPEJICTB JOBEPEHHOU 3arpy3Ku, CPEJCTB aHTUBUPYCHOM
3aIIHTHI)

Jlexkuus 1.2.2. CrangapTsl 1o 3ammre nHPOpPMAaIKU, B COCTaB KOTOPBIX BXOJAT TPEOOBaHUS U
PEKOMEHJALUU 10 3aluTe WHPOpPMALUU MPOrpaMMHBIMM U IPOTrpaMMHO-alapaTHBIMU
CpeACTBaMHU.

[MpakTnyeckune 3aHATHSA

IIpakTnueckoe 3ansaTve 1.2.1. O030p HOPMATUBHBIX INPABOBBIX AKTOB, HOPMAaTHUBHBIX
METOAMYECKUX JIOKYMEHTOB I10 3allluTe MH(POPMaIUH, B COCTaB KOTOPBHIX BXOJAT TPeOOBaHUS
U PEKOMEHJAIMM MO0 3aluTe MH(OpPMAlUU ITPOrpaMMHBIMU U IPOrpaMMHO-anmnapaTHbIMU
cpeactBamu. PaboTa ¢ cojepkaHneM HOPMaTHUBHBIX ITPABOBBIX aKTOB.

IIpakTuueckoe 3ansaTue 1.2.2. O630p crangapToB. PaboTa ¢ comepkaHueM CTaHIapTOB

Tema 1.3. 3ammieHHasi aBTOMATU3MPOBAHHAS CHCTEMA

Jlexnun

Jlekuuss  1.3.1. ABromarmszanuss mporecca o0pabotku  uHpopmanmu, IlonsTHe
ABTOMATU3MPOBAaHHOW cHCTeMbl. , (OCOOCHHOCTH AaBTOMATH3UPOBAHHBIX CHCTEM B
3alIUIICHHOM HCIoiaHeHuU., OcHoBHBIC BB AC B 3aIMIICHHOM MCIIOJHEHUH., METOAbI
co3maHusi  OE30MacHBIX  CHCTeM, METONONOrusd  MPOSKTUPOBAHUS  TrapaHTUPOBAHHO
samuiieHHbix KC, Jluckpenmonnsie Mojienu, ManaTHpie MOIETH

IIpakTHYecKkue 3aHATHA

IIpakTnueckoe 3ansaTue 1.3.1. Yuer, 00paboTka, XpaHeHUEe M Iepenada HHPoOpMaluu B
ANC, OrpaHuueHue I0CTyna Ha BXOJA B cuUCTeMy, MneHTudukauus U ayTeHTU(UKALUSL
nojwp3o0Barenei, Pazrpannuenue nocryna.

IIpakTuyeckoe 3ausitue 1.3.2. Perucrpanust coObituit (aynut)., KOHTposb 1€10CTHOCTH
JAHHBIX, Y HUYTOKEHHE OCTAaTOYHON HH(POPMAITHH.

IIpakTuyeckoe 3ausitue 1.3.3. VYnpasinenne mnonutukoil Oe3zonmacHocTH. [1laGraoHBI
6e3omacHoct, Kpuntorpadpuueckas 3zammra. O030p mnporpamMm mudpoBaHUS aHHBIX,
VYnpasnenue nonutukont 6e3omnacuoctu. [11aGrnonbr 6e30macHOCTH

Tema 1.4. /lectabuusupyroniee Bo3ieiicTBue HA 00bEKTHI 3AIINUTHI

Jlexnn

Jlekuust 1.4.1. VICTOYHUKM J€CTaOMIM3UPYIOIIETO BO3JCHCTBUS Ha OOBEKTHI 3aIIUTHI.
CrniocoObl  Bo3zelicTBUA Ha uHpopmanuoo. [IpuuMHBI U yCIOBHS JA€CTaOMIM3HPYIOIIETO
BO3/CHUCTBUS HA HHPOPMALIUIO
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IIpakTnyeckune 3aHATHSA
IIpakTuyeckoe 3ansitue 1.4.1.PacnpenencHue KaHaaoB B COOTBETCTBUM € HMCTOYHUKAMH 5
BO3JICHCTBUS Ha HH(DOPMALIHIO
Tema 1.5. IIpyHUMOBI NPOrPAMMHO-ANNAPATHON 3amUTLI  UHGOPpMAUMM  OT
HECAHKIIHOHMPOBAHHOIO J0CTYNA
Jlexuun
Jlekuust 1.5.1. [loHATHE HECAHKIIMOHUPOBAHHOTO JocTyna K HHpopMmanuu. OCHOBHBIC 1
noaxosl K 3amute uHpopmanuu ot HCJJ
Jleknmus 1.5.2. Opranuzanus jgoctyna K ¢aiimaM, KOHTPOJIb JOCTyNa W pa3rpaHUyYeHUE
JOCTyIa, WepapXWuecKuid JocTyn K ¢aimam. Dukcanus goctyna kK ¢aimam. Joctym k 1
JAHHBIM CO CTOPOHBI Mpolecca
Jlekuus 1.5.3. OcoGeHHOCTH 3alMTHI JaHHBIX OT u3MeHenus. [lndposanue. 1
IIpakTH4yecKkue 3aHATHUSA
IIpakTuyeckoe 3ansaTue 1.5.1. Opranmu3anus gocryna K ¢aiinam 2
IIpakTuyeckoe 3ansitue 1.5.2. O3HaKOMIIEHHME C COBPEMEHHBIMU MPOrPAMMHBIMU U 5
IIPOrpaMMHO-aMNapaTHbIMU cpeacTBamu 3amuTbl oT HCJ
CamocrosiTesibHas padora. CucreMaTuueckas mpopaboTKa KOHCIEKTOB 3aHATUN, YUeOHOU U
CTIEIMANBHON TEXHMYECKOW JHUTEeparyphl (1Mo BompocaM K maparpadam, riaBam y4eOHBIX
nocoOuii, cocTaBleHHBIM IpenoaaBaresneM). IloAroroBka k MpakTHYECKHMM paboTam ¢ 8
HCIOJIb30BAaHUEM METOJIMYECKUX PEKOMEHAIi mpenoaaBaress, 0popMIeHUE MPAKTUYECKUX
paloT, OTYETOB K UX 3alLUTE.
Pa3nes 2. 3ammTa aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM
Tema 2.1. OcHOBBI 321IUTHI ABTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM
Jlexnu
Jleknusa 2.1.1. PaGota aBronomMHOM AC B 3amuiieHHOM pexume. Anroput™ 3arpy3ku OC.
raTHble cpencTBa 3aMblkaHus cpelpl. Pacmmpenne BIOS kak cpeacTBo 3amMblKaHMS
nporpaMMHO# cpenbl. CucTeMbl THMa DJIEKTPOHHBIA 3aMOK. D3 ¢ MPOBEPKOM IEIOCTHOCTH 1
nporpaMMHOil cpensl. Ilonstue AMJI3 (moBepeHHas 3arpyska). IIpumeHeHme 3aknaiok,
HaIpPaBJIEHHBIX HAa CHIKEHHUE (D (PEKTUBHOCTU CPEJCTB, 3aMBIKAIOIINUX CPELY.
Tema 2.2.3ammrTa nporpaMm OT U3y4eHHUs
Jlexuuu
Jlekumsa 2.2.1. Usyuyenne u oOparHoe mnpoektupoBanue I[1O. Cnocobsr usydenus I10:
CTaTUYECKOe W JIMHAMMYECKOE M3y4YeHHMEe. 3aJayd 3alIUThl OT U3YyYEHHs] U CIIOCOOBI HX 1

perieHus. 3ammTa OT OTJIAAKK. 3allUTa OT IU3aCCEMOIMPOBAHUS. 3alUTa OT TPACCUPOBKH TIO
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HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl
OPraHM3alUMHU AeITeIbHOCTH 00y4aI0IHNXCH

O0BeM
B yacax

IIPEPBIBAHUSIM.

Tema 2.3. BpenonocHoe nmporpaMmMHoe odecrneyeHue

Jlexun

Jlekmus 2.3.1 BpenoHnocHoe mporpammHoe oOecrieueHrne Kak OCOOBIN BHJ pa3pylIaloIInx
Bo3zaelicTBuil. Kiaccudukamms BpegoOHOCHOro mporpamMmMHOro obecneueHus. Cxema
3apaxxenus. Cpencta HeliTpanuzaruu BpegonocHoro I10. I[Ipodunakruka 3apaxenus. [Tonck
cienoB aktuBHOCTH BpenoHocHoro [10. Peectp Windows. OCHOBHBIE BETKH, COJEpIKaIIHe
unpopmanuto o BpenoHocHoMm IIO. Jlpyrue o0OBekThl, coaepxkamue HHGOPMALUIO O
BpenonocHoM I10O, ¢aiinsr prefetch.bor-nersr. [lpunnun ¢yHkunonupoBanus. MeTosl
obOHapyxenus. Kinaccudukanuss aHTUBUPYCHBIX cpeacTB. CHTHATYypHBIM U SBPUCTHUECKUI
aHanu3. 3alMTa OT BUPYCOB B "pydyHOoM peknme". OCHOBHBIE KOHIICTIIIUN TOCTPOEHUSI CUCTEM
AHTUBUPYCHOM 3alIUTHI HA MPEATNPUATHH.

HpaRanecmle 3aHATUSA

IIpakTuyeckoe 3ausaTue 2.3.1. [Ipumenenus cpeacts uccienoBanus peecrpa Windows st
HAaxO0JICHU CIE0B aKTUBHOCTU BpeaoHocHoro [10

Tema 2.4. 3amnTa nporpaMMm 1 JaHHBIX OT HCCAHKIIMOHUPOBAHHOI'0 KOIIHPOBaHUA

Jleknuu

Jlekums 2.4.1. HecanknmonupoBanHoe konupoBanue nporpamm kak tunt HC/[.YOpuanueckue
acIeKTbl HECAaHKIIMOHMPOBAHHOIO KOMMPOBaHUSA mporpamm. OOliee MOHATHE 3alIUThl OT
konupoBaHus. llpusizka IIOk anmapaTHOMYy OKpPY)KEHHIO U HOCUTENSIM.3allUTHBIE
MEXaHU3MBbl B COBPEMEHHOM IIporpaMMHOM obecnieueHun Ha npumepe MS Office.

HpaKaneCKne 3aHATUSA

IIpakTnueckoe 3ansiTme 2.4.1. 3amurta wuHOpMAIMM OT HECAHKLIMOHHPOBAHHOIO
KOIIMPOBAHUS C MCIOJB30BAHUEM CIIELHUATN3UPOBAHHBIX MPOrPAMMHBIX CPEJICTB. 3aIlMTHbHIE
MeXaHM3MBI B puiiokeHusax (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3ammra nHGopMaANMU HA MAIIUHHBIX HOCHTEJISIX

Jlexun

Jlekums 2.5.1. IIpobnema 3ammTel oT4y)aAaeMbix komrnoHeHTOB [I9BM. Metoabl 3amuTs
uHpopmanuu Ha oTuyxnaeMbix Hocurtensx. Illudpposanue. CpencrtBa BOCCTaHOBIIEHHUS
ocratoyHoil nHpopmaru. Co3ganue nocekTopHbix oOpazoB HXXM/I.IIpumenenue cpencts
BOCCTAHOBJICHHS OCTaTOYHOU MH(OpMAaLIUU B CyeOHBIX KPUMHHATUCTHUECKUX SKCIEPTU3AX U
OpU paccieoOBaHUM WHIMIAEHTOB. HopmartuBHas 0a3a, JOKyMEHTHPOBAHHE DPE3YJIbTaTOB.
be3Bo3BparHOe ynaneHne qaHHbIX. [I[pUHIUIIBI 1 aNTOPUTMBI.

IIpakTHYeckue 3aHATHA

IpakTuyeckoe 3auarue 2.5.1. IlpumeHeHwe cpeAacTBa BOCCTAHOBIEHUS OCTATOYHOMU
uHpopmanuu Ha mpumepe Foremost wnu ananora
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HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl
OPraHM3alUMHU AeITeIbHOCTH 00y4aI0IHNXCH

O0BeM
B yacax

IIpakTuyeckoe 3anusitue 2.5.2. [IpumeHenue crenyau3upOBAHHOTO MPOTPAMMHO CpEICTBa
JUIS. BOCCTAHOBJICHUS YAaJIEHHBIX (hailioB

IIpakTnuyeckoe 3ansitue 2.5.3. I[lpumenenuwe mnporpamm s OG€3BO3BPATHOTO YAAICHUS
JAHHBIX

IIpakTnyeckoe 3ansatue 2.5.4. [lpumeHenuwe mnporpamm s MHUQPPOBaHUSA JAHHBIX Ha
CBhEMHBIX HOCUTEIIAX

Tema 2.6. AnnaparHblie cpecTBa HICHTH(UKAIUM M ayTeHTHQUKALNH 110JIb30BaTe el

Jlexuun

Jlekmus 2.6.1. TpeGoBaHus K anmapaTHBIM CPeACTBAM HICHTU(PHUKAINHA U ayTCHTU(UKAITUN
noJsib3oBareneit, npumensembiM B 33 u AIIM/I3. YcrpoiictBa TouchMemory.

Tema 2.7. Cuctembl 00HAPYKEeHHUS aTAK U BTOPKEHUH

Jlexuun

Jlexnus 2.71. COB u COA, ommuus B ¢yHKuusAX. OCHOBHbBIE apXUTEKTYpPbI
COB.Hcnonb3oBanue cereBbix cHU(pdepoB B kadectBe COB. AmnmapaTHblii KOMITIOHEHT
COB.IIporpammusiii  komnoneHT COB.Mogenn cuctemMbl OOHApYXEHHUS BTOPKEHUH,
Knaccudukanus cucrem oOHapyxkeHus Brop>keHuil. OOHapyxenue curHatyp. OOHapyxeHue
aHomanuil. Jlpyrue Meto 1l 0OHapy>KEeHUsI BTOPKEHUH.

HpaRaneCKne 3aHATUSA

IIpakTnyeckoe 3anmarue 2.7.1. MonenupoBanue mnpoBeacHUs artaku. 3ydenue
MHCTPYMEHTAJIBHBIX CPEJCTB OOHAPYKEHUS BTOP>KEHUIN

CamocrositesibHass padora. Cucremarnyeckas npopadoTKa KOHCNEKTOB 3aHATHIA,
y4eOHOl M CHenHaJbHOM TeXHHYEeCKOH JHMTepaTypbl (M0 BompocamM K mnaparpadam,
riaBaM Yy4eOHBIX MmocoOMii, cocTaBjleHHbIM mpenoaasatenem). Iloaroropka Kk
NPAKTHYeCKHM  paldoTaM ¢  HCHOOJIb30BAHHEM  METOAMYECKHX  PEKOMEHJALUH
npenojasareJisi, opopMiaeHHe NPAKTHYECKUX PadoT, 0TYETOB K HX 3alIHUTe.

Pa3nea 3. 3amura nHGoOpMAnMU B JTOKAJIBHBIX CETAX

Tema 3.1. OcHOBBI IOCTPOEHHSI 3AIIUIIIEHHBIX ceTel

Jlexnn

Jlekums 3.1.1. Cetu, paboTaroiiye Mo TEXHOJIOTUH KOMMYTaluu makeToB. CTeK MPOTOKOJIOB
TCP/IP. Ocobennoctu mapmpytuzanuu. lltatHeie cpeacTBa 3amuThl MH(GOpPMAIMKM CTEKa
nporokosnioB TCP/IP. CpenctBa uaeHTUPUKAIMK M ayTeHTU(UKALMU Ha Pa3HBIX YPOBHAX
nporokona TCP/IP, nocTonHCcTBa, HETOCTATKH, OTPAHHYCHUSI.

Tema 3.2. CpencrBa opranuzanuu VPN

Jleknnn
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HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl Oo0bem
OpPraHM3anMu AesiTeJTbHOCTH 00y4aAIINXCH B Yacax

Jlekums 3.2.1. BupryanbHas yactHasg ceTb. DyHKIMK, HA3HAYEHUE, IPUHLUII IOCTPOEHUS.
Kpunrorpaduueckue u Hexkpunrorpaduueckue cpenactsa opranuzanuu VPN. YcrpoiicTsa,
obpasytomme VPN. Kpuntomapmpyruszarop u xpuntoduistp. Kpuntopoyrep. ITpuniumsl, 10
apXUTEKTypa, MOJEIb HapyLIUTENs, JOCTOMHCTBA U HeaocTaTku. Kpunropuietp. [Ipunnunsl,
apXUTEKTYypa, MOJEIb HApYIIUTENS, JOCTOMHCTBA U HEJOCTATKH.
[MpakTnyeckune 3aHATHS
IIpakTnueckoe 3ansaTue 3.2.1 PazseproiBanue VPN 10
Pa3znen 4. 3amura undgopmManum B ceTX 0011€ro 10CTyna
Tema 4.1.00ecneueHne 6e301aCHOCTH MeKCETEBOI0 B3aMMO/AelicTBHS
Jlexkunn
Jlekuust 4.1.1. Metoasl 3amutel uHpoOpManuM HOpu paboTe B CETAX OOLIEro AOCTYyIHa.
MesxcereBbie dkpanbl Thma firewall. JIOCTOMHCTBA, HEZOCTATKH, PEaTU3yeMbIC ITOJUTHKU
6e3omacHoctu. OcHoBHbIe Tumbl firewall. Cummerpuunbie U HecummeTpuuHble firewall.
VYposens 1. [laketHbie GuiIbTpbl. YpoBeHb 2. OmiibTpanus ciyk0, TOUCK KIIOYEBHIX CIOB B 10
TeJe IIAaKeTOB Ha CETeBOM YpoBHE. YpoBeHb 3. Proxy-cepBepa NpPHUKIAJAHOTO YpPOBHSL.
OpnHoXOCTOBBIE u MyabTHXOCTOBBIefirewall. OcHoBHbIE THUIIBI aApXUTEKTYP
myabTuXocToBbIXfirewall. TpeGoBaHusS K KaXJIOMy XOCTY HCXOIs U3 apXUTEKTYpbl U
BBITTOJTHSAEMBIX QyHKIUH. TpeboBanus 10 cepTU(UKANT MEKCETEBBIX IKPAHOB.
IIpakTH4yecKkue 3aHATUSA
IIpakTnuyeckoe 3anstue 4.1.1. M3yuenme u cpaBHeHue apxutektyp DualHomedHost, 3
BastionHost, Perimetr. I3y4ueHnue pazianuHbIXx crioco00B 3aKpbITH "OMacHbBIX" TOPTOB
7 cemecTp 162
Pa3pea S. 3amura nagopmanuu B 60a3axX JaHHBIX
Tema 5.1. 3ammra nugopmanuu B 6a3ax JaHHBIX
Jlexknun
Jlexuus 5.1.1. Ipunnun padots! MukpodoHa u tenedona. Mcnonb3oBaHne KOMMyHUKalUK B
KauecTBE COEIUHUTENBbHBIX MpoBOAOB. HermacHas 3amuch MHPOpMaNMM Ha JTUKTOQOHBI. 10
Cuctembl 3amuThl OT JAMKTOGOHOB. HOMEHKIaTypa MNpPUMEHSEMBIX CPEJICTB 3alUThl
nH(pOpMaLIUK OT HECAaHKIIMOHUPOBAHHON yTEUKHU MO MPOBOJHOMY KaHaIly.
IIpakTHYeckue 3aHATHA
IIpakTuyeckoe 3ansaTue S.1.1. N3yuenme wmexanusmoB 3anmtel CYB/J[ MS Access. 12
N3yuenne mrarHbix cpencts 3aumTsl CYB/] MSSQL Server
CamocrosiTesibHast padoTa 10

Paznesn 6. MOHUTOPHMHT CHCTEM 3alIUThI
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OPraHM3alUMHU AeITeIbHOCTH 00y4aI0IHNXCH

O0BeM
B yacax

Tema 6.1. MOHMTOPHMHI CHCTEM 3aIIUTHI

Jlexuun

Jlexkuus 6.1.1. ITonsiTe u 060cHOBaHNE HEOOXOIUMOCTH HMCIIOJIB30BaHUS MOHUTOPUHIA KaK
HEOOXO0MMOW KOMIOHEHTHI CHCTEMBI 3aIIUTHI HH)OPMALIUH

Jlekuus 6.1.2. OcoGeHHOCTH (PUKCAIIH COOBITUH, TOCTPOSHHBIX HA PA3HBIX MPUHIIMIIAX: CETH
C KOMMYTaIMel COeTMHEeHHH, CeTh ¢ KommyTanuei maketos, TCP/IP, X.25

Jlekuust 6.1.3. Knaccudukauus otcnexxuBaeMbix cOOBITHI. OCOOEHHOCTH MOCTPOCHHS
CHCTEM MOHHTOPHHTA

Jlekmusi  6.1.4. lcTtounuku wuHPOpMANUM [JII MOHHMTOPHHTA: CETEBBIE MOHHUTODHI,
CTAaTHCTUYCCKUE XapaKTEepUCTUKHM Tpaduka uepe3 MD, mpoBepka pecypcoB 0OIIEro
MOJIb30BAHHUS.

Jlekums 6.1.5. Kinaccudukanus cereBbIX MOHUTOPOB.

Jlekums 6.1.6. Cuctemsl ynpaiieHus: coObITUsIMH HH(OpMannoHHOU O6e3omacHocT (SIEM).
00630p SIEM-crcteM Ha MUPOBOM M POCCHIICKOM pPBIHKE.

IIpakTH4yecKkue 3aHATUSA

IIpakTnyeckoe 3ansitue 6.1.1. V3yueHue M CpaBHUTENBHBIA aHAIN3 PacHpOCTPAHEHHBIX
ceTeBbIX MOHUTOPOB Ha mpumepe RealSecure, SNORT, NFR unu npyrux aHaioros.

10

IIpakTnueckoe 3ansaTue 6.1.2. [Iposenenue aynura JIBC cereBbiM ckaHepom

10

Tema 6.2. V3yuenue mep 3auuTsl UHGOPMAUU B HHPOPMAIIMOHHBIX CUCTEMAaX

Jlexnn

Jleknmusi 6.2.1. M3ydyenue TtpeOoBaHmii o0 3amuTe UWHOOpPMAIMK, HE COCTABJISIONICH
rocygapcTBeHHywo TailHy. M3yuenue merogumueckux aAokymMeHToB PCTOK mo mpumeHeHuro
MEp 3aLUTHIL.

IIpakTHYecKkue 3aHATHA

IIpakTnueckoe 3ansitue 6.2.1. Bribop mep 3amuThl mHbOpMalUU ISl UX pealu3alud B
MHPOPMALIMOHHOM cucTeMe. BBIOOp COOTBETCTBYIOLIIMX MPOrPaMMHBIX M HPOTPaAMMHO-
anmapaTHbIX CPEICTB U PEKOMEHIallUN 110 UX HACTPOMKE.

28

Tema 6.3. I13ydeHne COBpEMEHHBIX POrPaMMHO-AIIAPATHBIX KOMILIEKCOB.

Jlexun

Jleknusi  6.3.1. VYcraHoBKa W HacTpoOWKa KOMILUIEKCHOTO CpEICTBa Ha IpHUMEpe
SecretNetStudio (yuebHas nuueH3Us) WIM JAPYTMX AaHAJOroB. YCTaHOBKA M HAcCTpoOMKa
MPOTPAMMHBIX CPEJICTB OLIEHKH 3aIUINEHHOCTH M ayAuTa WH(HOPMAIIMOHHON OE30MacHOCTH,
u3yueHne (QyHKIMI M HacTpoiika pexHMOB paboThl Ha mpumepe MaxPatrol 8 win apyrux

10
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HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl Oo0bem
OpraHU3alMu eI TeJJbHOCTH 00y4arImMXcst B yacax
aHanoro. M3yueHue THUIOBBIX pemieHui s moctpoenuss VPN Ha mpumepe VipNet wnu
Opyrux aHanoroB. l3ydeHue COBpEMEHHBIX CHCTEM AHTHBHPYCHOHM 3alllUThl Ha MpUMeEpe
KopriopaTuBHBIX pemeHnit KasperskylLab unu apyrux ananoros. M3ydyenune pyHKIMOHANA H
obnacteéi mpumenenuss DLP cuctem Ha nmpumepe InfoWatchTrafficMonitor unu apyrux
aHaJIOTOB
CamocrosiTesibHas padoTa 14
KouncyabTanumn 10
KypcoBasi pa6ora (npoeKkT), B TOM YHCJIe: 30
KypcoBasi padora (IpoeKT) - BbINOJTHEHHE 28
IIpomexyTounas arrecTaums B ¢gopMe 3aIMThHI KYPcOBOi padoThI(IIpoeKTa) 2
MJ/IK.02.01 TIIporpaMMHBbIle M NPOrpaMMHO-aNNapaTHbIe CpeICcTBa  3alIUTHI 276
uHpopmannu
Yue6nas npaktuka YII 02.01 216
Bun npodeccuonanbHoii 1esiTeibHOCTH: 3a1UTa HHPOPMALMM B ABTOMATH3HPOBAHHBIX CHCTEMax
NPOrpaMMHBIMH U MPOTPAMMHOANNAPATHLIMY CPeICTBAMHU
[IpumeHeHne mnporpaMMHBIX M HPOTPAMMHO-
anmnapaTHbIX CpencTB obecrieueHust 20
MH()OPMAITMOHHOU 0e301acHOCTH B
ABTOMATHU3HPOBAHHBIX CHCTEMAaX.
JlmarHocTrKa, ycTpaHeHHe OTKa30B U o0ecTieueHne
paboTOCIOCOOHOCTH ~ MPOrpaMMHO-aIapaTHBIX 20
CpEICTB o0ecrnievyeHus MH(POPMaIMOHHON
0€30IaCHOCTH.
Ouenka 3¢ (HEeKTUBHOCTH MIPUMEHSAEMBIX
MIPOrPaMMHO-AITAPATHBIX TB TICYCHUS 2
[TporpammHbIe " nporpammuo- | POTPaMMHO-a f‘p6a cpeacts  obecneye 0
nH(OPMAIIMOHHOU MacHOCTH.
arnmapaTHbIe cpeacTBa 3aIIUTHI (bopmammorHoH besonacoo
nHpOpMaIHH.
(bopmar CocraBieHne  JOKYMEHTAllMH 10 ydery,
o0OpaboTke, XpaHEHUIO u nepenave 22
KOH(pHUACHIIMAIBHON H(POpMAIUH.
Hcnonp3oBaHue MporpaMMHOTO oOecreueHust 1is
00paboTKH, XpaHeHUs u nepeaavn 20
KOH(HIEHIIMATbHON HH(pOpMAIIH.
CocraBieHre MapumipyTa M COCTaBa MPOBEICHUS
Pa3NUYHBIX BUJOB KOHTPOJIBHBIX IPOBEPOK IPH 20
aTTeCTalud OOBEKTOB, IMOMEUICHUH, MPOTPaMM,
aJITOPUTMOB.
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HaumenoBanue pasjaesioB u tem/ Coaepskanue y4eOHOro MaTtepuaa u popmbl Oo0bem
OpraHU3alMu eI TeJJbHOCTH 00y4arImMXcst B yacax

Ycerpanenue  3aMeyaHuM 10 pe3yJbTaraMm 20
MIPOBEPKH.
Amnanus u COCTaBIICHHE HOPMAaTHUBHBIX
METOIMYECKUX JIOKYMEHTOB IO O0ECHEeYCHHIO
UH(POPMAIIMOHHON  0€30MacHOCTH  IPOTPaAMMHO- 24
anmnapaTHbIMA CpencTBaMmu, c y4eToM
HOPMATHUBHBIX MPABOBBIX AKTOB.
[lpumeHeHne MaTeMaTHYECKUX METOJOB  JUIS
OLIGHKM KayecTBa MW  BbIOOpa  HAWJIYYIIETO 24
IPOTrPaMMHOTO CPE/ICTBA.

Kpunrorpaduyeckue CpeacTBa 3amuThl | Lo P pea

uHpopMaLuu.

(opman Hcnonp3oBaHne THUMOBBIX KPUITOTPAaPHUECKUX

CPEIICTB U METOJIOB 3alllUThl MHPOPMAIIMK, B TOM 26
YUCIIE U DJIEKTPOHHOM ITOIIUCH.

Bcero mo YII 02.01. 216

8 cemecTp

IIpousBoacrBennas npaktuka I1IT 02.01 108

Bua npodeccnonaibHoii gesTebHOCTH: 3amuTa HHPOPMALMU B ABTOMATH3UPOBAHHBIX CHCTEMAX
NPOrpaMMHBLIMHU M IPOrPAMMHOANNAPATHLIMYU CPeICTBAMM

Koncynpranus

[IporpammHbIe u
IIpOrpaMMHoOanNIapaTHbIe CpeacTBa
3aIUTEI uHpopmaruu.
Kpunrorpadguueckue cpeactsa 3aliuUThl
HH(pOpMaLINH.

AHanu3 IIPUHIATIOB IIOCTPOEHUS CHUCTEM
MH(GOPMAIIMOHHON  3alUThl  MPOU3BOJICTBEHHBIX
MIOAPA3ACIICHUMN.

16

TexHnueckas JKCIUTyaTanus 3JIEMEHTOB
MPOrpPaAMMHOM 51 armapaTHou 3aIIATHI
ABTOMATU3UPOBAHHOMN CHUCTEMBI.

16

Yyactue B JHMAarHOCTUPOBAHHWM, YCTPAHECHHUH
OTKa30B © obecredyeHHH paboOTOCIIOCOOHOCTH
MPOrpaMMHO-aIMapaTHBIX CPEICTB O0eCIIeUeHUs
MH(POPMAIIMOHHOM 0€30MaCHOCTH;

16

AHanus s dexTuBHOCTH MPUMEHSEMBIX
MIPOrpaMMHO-AMNIAPaTHBIX CPEACTB OOecreueHus
MH(POPMAIIMOHHON 0e30MacHOCTH B CTPYKTYPHOM
Mo/Ipa3eIeHun

18

VYyacte B oOecrieueHHMM yueTa, OOpabOTKH,
XpaHeHHss W  Tepefadyd  KOH(UACHIHAIbHOU
uH(popMaIU

20
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[IpumeHeHre HOPMATHBHBIX TIPABOBBIX aKTOB,
HOPMATUBHBIX METOIMYECKUX JIOKYMEHTOB TIO
obecrieuenno uHMopMarmoHHo ©6e3omacHoctu | 20
MPOrpaMMHO-AINIAPATHBIMU  CPEICTBAMU  TIPU
BBITTOJIHEHUH 33]1a4 TPAKTUKH.

Bcero mo ITIT 02.01: 108

Bcero nmo IIM 02 720

3. MATEPUAJIBHO-TEXHUYECKHUE U YYEBHO-METOANYECKOE OBECIIEYEHHUE
IIM.02 3AIIMTA HWHOPOPMAIIUKM B ABTOMATHU3UPOBAHHbLIX CHUCTEMAX
IMPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIITAPATHBIMU CPEJICTBAMM.

3.1 CHEIII/Ia.]'[LHLIe MOMEIICHUSA NJIH peaIM3allui NMporpaMmmabl

JUia  peamuzauuu  OporpamMmbl  IPOQECCHOHAIBLHOTO MOAYJS IPEILyCMOTPEHBI  CIEAYIOLINE
CHelHalbHbIE TOMEIIEHUSI:

1. CnenuansHoe nomerenue Ne 1406 npencraBisieT codoi yueOHYIO ayIUTOPHUIO JUIsl IPOBEIECHUS
3aHATUH JEKIMOHHOIO TUIIA, 3aHSATUH CEMUHAPCKOr0 TUIIA, IPYIIIOBBIX U MHIUBUAYAIbHBIX
KOHCYJIbTAIIM, TEKYIIETO KOHTPOJISI H TPOMEKYTOUHOM aTTECTAIHH.

Ilepeuens ocnogno2o 060py008anus:

Kommuiext me0enu (cTosbl u cTyibs). [Ipoektop. [lepcoHanbHbIN KOMIIBIOTED.

[Tepeuensb nporpammuoro obecneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpaysep
CIyTHUK.

2. CrneumnansHoe nomerienue Ne 1435 mpencrapmnser co0oii yueOHYIO ayAUTOPHIO ISl POBEICHUS
3aHATUH JEKIMOHHOIO TUIIA, 3aHSATUH CEMUHAPCKOT0 TUIIA, IPYIIIOBBIX U MHIUBUAYAIbHBIX
KOHCYJIbTAIIM, TEKYIIETO KOHTPOJISI H TPOMEKYTOUHOM aTTECTAIHH.

Ilepeuensb ocHoHo20 060pY0068aAHUSL:

KommnexTt mebenu (cTosel u cTyibs). [Ipoektop. [lepconanbHble KOMIBIOTEPHI.

[Tepeuens mporpammuoro obecrneyenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpaysep
CrnyTHUEK.

3. CrneuunansHoe nomerienue Ne 1251 npencrasisetr co0oii yueOHYI0 ayAUTOPHIO /ISl TPOBECHUS
3aHSTUN JEKIIMOHHOTO THUIIA, 3aHATUN CEMUHAPCKOT0 THUIA, IPYNIOBBIX U UHAUBUIYAJIbHBIX
KOHCYJIbTAIMH, TEKYIEr0 KOHTPOJIS U IPOMEKYTOYHOM aTTECTallUH.

Ilepeuens ocnosnoco 0bopydosanusi:

KommnexTt mebenu (cTosel u cTyibs). [Ipoektop. [lepconanbHble KOMIBIOTEPHI.

[Tepeuens mporpammuoro obecneyenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpaysep
CrnyTHUEK.

4. CneuunanbHoe nomenienue Ne 1139 npencrasnser co6oil yueOHYI0 ayAUTOPUIO JJIsl TPOBEICHHS
3aHSTUN JEKIMOHHOTO THUIIA, 3aHATUN CEMUHAPCKOT0 THUIA, IPYNIOBBIX U UHAUBUIYATIbHBIX
KOHCYJIbTAIMH, TEKYIIEr0 KOHTPOJIS U IPOMEKYTOUHOM aTTECTallUH.

Ilepeuensv ocnoeno2o 060pyo08anus:

Kommekt me6enu (ctombl U ctyibs). [Ipoextop. [lepconanbHble KOMIBIOTEPHI.

[Tepeuens nporpammuoro obdecrneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpaysep
CrnyTHUK.

5. CrnenmanpHoe mnomenieHne Ne 1147 mpencraBisger coOoW TMOMENIEHME Ul TPYNNOBBIX U
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WH/IUBUYATBHBIX KOHCYJIBTAIUI, TEKYIIEro KOHTPOJIS W MPOMEKYTOYHOH aTTECTAIMH, a TaKKe
MOMEIIEHUST JUIsl CaMOCTOSITENILHOM palOThI, MacTepcKue H JIabopaTOpWH, OCHAIICHHBIC
000pyIOBaHUEM, TEXHUYECKHMH CpEACTBAMH OOYYCHHS W MaTepHualaMH, YYHUTHIBAIOIUMH
TpeOOBaHUS MEXKIYHAPOIHBIX, HAIMOHAIBHBIX U MEXIOCYJapCTBEHHBIX CTAaHAAPTOB B 00JacTH
3alIUThl HH()OPMAIIHH.
Ilepeuensb ocHO8HO20 060PYO0BAHUA:
Crnenpanu3upoBanHast MeOenb (CTObI U CTyIbs); KomMyTaTopsl, MeTaminueckue poabCTaBHU C
NPYKUHHBIM MeXaHU3MoM, Oenbie 1650mMm*2270mm; Ceitd metammmueckuii; Cucremusie 01oku ITS (13-
10100/H410M/8 Gb/SSD 240Gb/bIT AA500W); Touka noctyna D-link; MonuTtops 23.6" AOC 24B1H
VA 1920x1080 (16:9), 250x1/m2, Smc, VGA, HDMI, uepnrie; Cuctemunie 6mokuMasteroMiddleMCOS,
IntelCorei510400 2.9GHz, 8GbRAM, 240GbSSD, DOS, nporpaMMHO-amnapaTHbI KOMIUICKC JJIs
oOHapyKeHHsI KOMITBIOTEPHBIX aTak VipNet, cpenctBo noBepenHoii 3arpys3ku (C13) Cobonb

[Tometienue a5t caMOCTOSTENIHOM pabOThl 00YJarOIIUXCS:

6. CnernuanbHoe momerienue Ne 1237 npeacraBusieT coOO0M MOMEIIEHUS ISl CAMOCTOSITEITLHOM
paboThl, OCHALIICHHBIE KOMIIBIOTEPHON TEXHUKON C BO3MOKHOCTBIO MOAKIIOUEHUS K
MH(OPMAIIMOHHO-TEIIEKOMMYHHKAITMOHHON ceT THTepHeT U o0ecreueHueM 10cTymna B
ANEKTPOHHYIO0 HH(DOPMALIMOHHO-00pa30BaTEeNbHYIO Cpeay 00pa3oBaTebHON OpraHu3aluu:

Ilepeuensb ocHo8HO20 060PYO0BAHUA:

Kommnext mebenu (ctomsl u crynbs). [lepconansubie komnbeiorepsl. KommyrtaTop AlliedTelesynLayer 2
SmartSwitch,

[Tepeuennb nporpammuoro obecnedenus: LibreOffice. MozillaFirefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security.
bpay3epCryTHUK.

[TomemeHue 17151 CAaMOCTOSTEIILHON padOThI 00YJIAFOIIIUXCS:

7. CnenuanpHoe omerieHue Ne 1211 npencrasiser coO0H MOMENICHUS ISl CAMOCTOSATEIbHOM
paboThI, OCHANIICHHBIC KOMITBIOTEPHON TEXHUKON C BO3MOHOCTBIO MOIKITFOUCHUS K
MH(OPMALIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu IHTepHeT 1 obecrnieueHnueM 10cTymna B
AJIEKTPOHHYIO MH(POPMAIIMOHHO-00pa30BaTENbHYIO Cpely 00pa30BaTeIbHON OpraHU3aIiN:

Ilepeuens ocHo6HO20 060pPYOOBAHUSL.

Crenmanu3upoBanHass MeOenb (CTONBI W CTYJbS); KOMITBIOTEpHAsS TEXHHKAa C BO3MOXKHOCTBHIO
noakimoueHuss Kk cetu «/HTepHeT» W oOecmedyeHHeM JJOCTyNa B JIIEKTPOHHYIO HWH(OPMAaIMOHHO-
oOpazoBarenbhyto cpeny Ky3['TY, B Tom uuncre:

MIPOEKTOP, SKpaH HACTEHHBI MOTOPHU30BAHHBIM.

[Mepeuens nporpammuoro obecnedenus: LibreOffice. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security.
bpay3epCnyTHUK.

8. CrneuunanbHoe nomerienue Nel 134 npencrabnser co60il KOMIBIOTEPHBIN KI1acC OCHAIIEHHBIN
COBPEMEHHOW BBIUYMCIUTEIHHOM TEXHUKON U3 pacdyeTa 0JHO pabouee MeCTO Ha Kaxoro
o0yyaroIerocs py MpoBeJeHUH y4eOHBIX 3aHATUN B TaHHBIX KJlaccax:

Ilepeuenv ocHoeHO20 060PYO0BAHUAL

Crnenuanu3upoBaHHas MeOenb (CTOJIBI U CTYIIbA), Ta00paTOpHOE 000PYAOBaHUE, NEPCOHATbHbIE
KOMITBIOTEPBI

ITepeuens nporpammuoro odecneuenus: CIIPYT, Autodesk AutoCAD 2017, Autodesk

Inventor, CITPYT-TTI, SprutCAD, Autodesk AutoCAD 2018, KOMITAC-3D, Microsoft Windows,
SprutCAM,

CIIPYT-OKII

9. CrneuunansHoe nomerienue Nel251 npencrasiser coboil 1abopaTOpHIO MPOrPaMMHBIX U
MIPOrpaMMHO-AIIAPATHBIX CPEACTB 3alUThI HH(OPMaIMU, OCHAIIEHHYIO aHTUBUPYCHBIMU
MIPOrpaMMHBIMH KOMILJIEKCAMH; TPOrPaMMHO-AIIaPaTHBIMU CPEACTBAMH 3aIIUTHl HHPOPMAIIUN OT
HECAHKIIMOHUPOBAHHOIO JOCTYIA, OJIOKUPOBKHU JOCTYNA U HAPYIIEHUS LIEIOCTHOCTH;
IIPOrPaMMHBIMU U IIPOTPaMMHO-aNIMapaTHEIMU CPEACTBAMU OOHAPYKEHUS BTOPKEHUH;
CPEJCTBAaMHU YHUUTOXKEHHsI OCTAaTOYHON MH(GOpPMAIIMU B 3alIOMUHAIOIINX YCTPOICTBAX;
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ImporpaMMHBIMHU CPEACTBaAMHU BBIABIICHUS YA3BUMOCT el B aBT OMAaTU3HUPOBAHHBIX CUCTEMAaM U
CpeACTBaxX BBHIUMCIUTEIBHOM TEXHUKU; IPOTPAMMHBIMU CPEACTBAMH KPUIITOrpadUUeCKOM 3a1IUThI
nH(pOpMaUK; MPOTPAMMHBIMHU CPEICTBAMH 3aIIUThI CPEJIbI BUPTYaTH3aIIUHN.
Ilepeuenv ocnogno2o 060py0o8anusi:
KommiekT mebenu (cTosbl u cTynbs). [Ipoektop. [lepconanbHbIe KOMIIBIOTEPHI.
[Tepeuens nporpammuoro odecrneueHus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpaysep
CryTHUK.

3.2. HndpopmaunmoHHoe obecneyeHre peajn3amum MporpaMmMbl
3.2.1. OcHoBHasi 1UTEpaTypa

1. baraes, A. B. OmnepanuoHHble CUCTEMbl H Cpefbl: Y4eOHUK Ui 0Opa3oBaTeIbHBIX
YUPESKACHUU CPEeIHEr0 MpOoeCCHOHATBLHOTO 00Opa30BaHUS MO YKPYIHEHHOW TpYyIIE CIEeHUaIbHOCTEH
"Undopmaruka u BeruncautTenbHas Texauka' / A. B. baraes. II. 10. Mamtotun, C. B. Cunnisia ; A. B.
baraes. U. 0. Mamotun, C. B. CHHUIIBIH. - 5-¢ u31anue nepepadorannoe - Mocksa : Akagemus. 2021. -
285 c¢. ¢. - (MpodeccuonansHoe obpazoBanue :MHpopMaTuka W BeIUMCIUTENbHAS TexHuKa). - URL:
https://academiamoscow.ru/reader/?id=539321(nata  oOpamenus:  06.05.2022). - Tekcr
3IIEKTPOHHBIM.

3.2.2. JlonoJIHUTeIbHAS JUTEpaTypa

1. Pynaxos. A. B. Onepanuonnsie cuctemsl U cpeapl: Yueonuk mns CIIO / A. B. Pynakos. -
Mocksa: HUI[ HWHOPA-M. 2021. - 304 c. - ISBN 978-5-906923-85-1. - URL:
http://znanium.com/catalog/document?id=376576(nara oopamienus: 06.05.2022). -TekcT: 3MeKTPOHHbIH.

3.2.3. Mertoauyeckas JuTeparypa

1. TlpodeccuoHanbHbIl LMKI: METOAWYECKME MaTepHaibl i OOy4yaroIIMXCs HaIpaBiICHUS
noarotoBku10.02.05 "ObGecrieuenne nHGOPMAMOHHON OE30MACHOCTH aBTOMATHU3MPOBAHHBIX cHCTEM' /
Kys0acckuiirocynapcTBeHHbId TexHu4yeckuii yHuBepcuter um. 1. @. TopbauweBa ; Kadenpa
nHpopmannoHHou 6e3omacHocTr,coctaputenu: E. B. [Ipokonenko, A. B. Mensenes, A. I'. Kupenbepr. —
Kemeporo: Ky3['TV, 2020. — 290 c¢. — URL:http://library.kuzstu.ru/meto.php?n=9964 (nara oGparieHus:
28.02.2023). — TekcT: 37eKTPOHHBII.

2. Meroauyeckre yka3aHMs MO O(GOPMIICHMIO OTYETOB IO TPAKTHKE, KypCOBBIX paloT
(IpOEKTOB) M BBITYCKHBIX KBATM(PHUKAIUMOHHBIX padoT: g Bcex cnenuanbHocTed CIIO / Kysbacckuit
rOCyJapCTBeHHbIM TexHuueckuilt yHuBepcutrer um. T. @. T'opbaueBa ; Kadenpa undopmatuku u
nHdopmanmonusix cuctem, cocrautenu: H. C. TlomyskroBa, T. C. CemenoBa. — Kemeposo: Ky3['TVY,
2022. — 1 daiin (762 Ko6). — URL:http://library.kuzstu.ru/meto.php?n=10478(nata oOparieHus:
28.02.2023). — TeKkCT: 2MeKTPOHHBIH.

3.2.4. UnTepHeT-pecypcehl

1. OUOC Ky3I'TV:

a) OnektponHass Oubmmoreka Ky3['TY. — Tekcr: snekrponnsii // HaydHo-TexHUUecKas
6ubnmoreka Ky30acckoro rocyaapcTBeHHOro TexHudeckoro ynusepcurera um. T. @. ['opbadesa : cailt.
— Kemeposo, 2001 — . — URL: https://elib.kuzstu.ru/ . — Tekct: 31eKTpOHHBIH.

b) [Moptan.Ky3I'TY : ABromatusupoBanHas Mudopmanmonnas Cuctema (AUC) : [caiit] /
Ky36acckuit rocynapcTBeHHbIN TexHU4YecKkuil yHuBepcutet uM. T. ®@. ['opbayeBa. — Kemeposo : Ky3I['TV,
[6. r.]. — URL: https://portal.kuzstu.ru/. — Pexxum moctyma: st aBTOpH3. Hojib30oBarened. — Tekcr:
3JIEKTPOHHBIN.

C) OnexktpoHHoe oOyuenue : [caidt] / Ky3bacckuif TrocyaapCTBEHHBIM TeXHUYECKUN
yauBepcuteT uM. T. @. ['opbaueBa. — Kemeposo : Ky3I'TV, [6. r.]. — URL: https://el.kuzstu.ru/ . — Pexxum
noctymna: Juist aBTopus. nonb3osarenedl KysI'TY. — TekcT: 351eKTpOHHBII.
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http://znanium.com/catalog/document?id=376576
http://library.kuzstu.ru/meto.php?n=9964
http://library.kuzstu.ru/meto.php?n=10478

2. OCTIK Poccunu : OenepanbHas cayxk0a MO0 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIO :

opurnmaneueiii cait / ®AY «HHUUUN TIT3U ®CTIK Poccum». — Mocksa, 2004 — . — URL:
www.fstec.ru. — Tekct: 3J1eKTpOHHBIH.

3. SecurityLab.ru : nuapopManroHHbIi TopTan mo 6e3omacHocTH : cait. — MockBa. — URL:
https://www.securitylab.ru/ . — Tekct: 37eKTpOHHBIIA.

4, JlenaprameHT oOpa3oBanus Bosoroackoi obnactu : oduimanbHbld caidT. — Bonorma. —
URL: http://depobr.gov35.ru/ . — Tekcr: 37eKTPOHHBIH.

5. BIOMETRICS.RU : Poccuiickuii OnoMeTpudeckuii moprai : cadt. — Mocksa, 2000 — . —
URL: www.biometrics.ru . — TekcT: 3neKTpOHHBII.

6. InformationSecurity/Uadopmanmonnas 6e3omacHocth : caiiT. — MockBa. — URL:
http://www.itsec.ru. — TekcT: 371eKTpOHHBIIA.

7. eLIBRARY.RU : nayunas ayekTpoHHas oubauoTeka : caidt. — Mockra, 2000 — . — URL:
https://elibrary.ru. — Pexxum goctymna: [uist 3aperucTpup. moiib3oBareineil. — TeKeT: 371eKTpOHHBIH.

8. l"apant.py : nHGOpMaMOHHO-TIPABOBOM TopTai : cait. — MockBa, 1990 — . — URL:
https://www.garant.ru/ . — TekcT: 3JIeKTPOHHBIA.

9. Koncynprantllintoc : koMmbioTepHasi CHpaBOYHO-TIpaBOBasi cucreMa : calWT. — Mocksa,
1992 — . — URL: www.consultant.ru . — TekcT: 3eKTpOHHBIH.

10. Enunoe okHO nocTyma k 00pa3oBaTenbHBIM pecypcam : MHQOpMAaIOHHAs CUCTeMA : CalT /
®I'AY I'HUU UTT «Uudopmuka» . — Mocksa, 2005 — . — URL: http://window.edu.ru/ . — Tekcr:
3IIEKTPOHHBIM.

11. Poccuiickoe oOpasoBanue. DenepanbHblii 00pa3oBarenbHbI mopTan : calt / GTAOY
JITTIO LIPT'OIT u UT. — Mocksa, 2002 — . — URL: www.edu.ru . — TeKcT: 3JIeKTpOHHBIIA.

4. OPIAHUM3AIIUSI CAMOCTOSITEJABHON PABOTHI OBYYAIOIIUXCS

CamocrosrenbHas padoTa 00y4yaroMUXCsl OCYILECTBIIAETCS B 00beMe, YCTaHOBIEHHOM B pasjene 2
HACTOSIIEH MPOrpaMMbl JTUCIHHUIUIMHBI (MoayJsisi). s caMOCTOATENbHOW pabOThl  O0OYyYArOIIHUXCS
IIPEJYCMOTPEHBI CIelHalbHble TOMEIIEHHUS, OCHAIIEHHbIE KOMIIBIOTEPHOM TEXHUKOM C BO3MOKHOCTBIO
MOJIKIIIOYEHUST K MH(POPMALIMOHHO-TEIEKOMMYHUKAITMOHHOW ceTn "HMHTepHeT" ¢ obecneueHneM 10cTyna
B 3JIEKTPOHHYIO MHPOPMaLMOHHO-00pa3oBarenbhyto cpeny Ky3['TY.

5. ®OH/I OLIEHOYHbLIX CPEACTB JJidd NMPOBEJAEHUSA TEKYHWEI'O KOHTPOJIS,
IMPOMEXKYTOYHOM ATTECTAIIMU OBYYAIOIUIMUXCS MO MPO®PECCUOHAJTIBHOMY
MOAYJIIO

5.1. IMacnmopt poHIa OLEHOUYHBIX CPEICTB

[Tnanupyemsble pe3yabTaThl 00yUEHHsI 10 MOYJIIO.
Monynb HanpaBiieH Ha (OPMHUPOBAHUE CIEAYIOIIUX KOMIIETEHIIUI BBITYCKHUKA:
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M/IK 02.01 IIporpaMMHBbIe U IPOrPAMMHO-ANNIAPATHBIE CPEICTBA 3alMTHI HHPOPMALMHU

3HaHUA, YMEHNS], TPAKTHYECKHUH ONBIT,

dopMa TeKy1ero
KOHTPOJISI 3HAHWH,
YMeHMUI,

No HaumenoBanue pasnenos | Coaep:xanue (TemMbl) Kon e S — NMPAKTUYECKOI0
© | iucuunmHeL pa3aena KOMIIeTEeHIIUHN 1 popmup OnbITa, HEOOXOAUMBIX
COOTBETCTBYIOLIEH KOMIIeTEHIMH
i popMuUpoBaHus
COOTBETCTBYIOLIEH
KOMIIETeHIIU U
Tema 1.1. Tpemer u 3HaTh: aKTyaJIbHbBIN NPOPECCUOHATBHBIN U
Saﬂa‘lI/I.Hif)OFpaMMHO- COLIMANILHEIN KOHTEKCT, B KOTOPOM
ATIIAPATHOM 3AIIHTEI MPUXOJUTCS pabOTaTh U KUTh; OCHOBHBIC
HHGOPMAIIHH HMCTOYHUKU WH(OPMALIUU U PECYPCHI IS
Tema 1.2. CrannapTsi OK 01 penieHus 3a1a4y 1 mpooyieM B
6630MACHOCTH ' npodeccnoHaTEHOM H/UITU COLUATBHOM
Tewma 1.3. 3amumiennas KOHTEKCTE, onpoc obyuaromxcs
PaSJICJ'I 1. OcHoBHBIE aBTOMa:[I/i3I/Ip0BaHHa}I YMmerhb: pacno3HaBaTh 3a1a4y WWin IO KOHTPOJIbHBIM
MIPUHLIUIBI IPOTrPaMMHOU cHeTeMA npobieMy B mpohecCUOHATBEHOM U/UITH BOIIpocaM, 3alluTa
1 IpOrpamMMHO- Tema 1.4 COIIMATLHOM KOHTEKCTE; OTYETOB MO
anmnapaTHOM 3alIUThI o 1abopaToOpHBIM
JHecTabunusupyroiiee .
I/IHq)OpMaHI/H/I BO3ICHCTRIE HA OGBEKTHI 3HaTh: HOMCHKIJIATYypy I/IH(l)OpMaHI/IOHHLIX 3aJIaHUSM,
A HWCTOYHHUKOB IPUMEHSEMBIX B TECTUPOBaHUE
3alIUThI .
- . LS. I npodeccroHabHOMN 1eATENbHOCTH;
Ma 1.5. [TpuHumne!
N PUHI . MIPUEMBI CTPYKTYPUPOBaHUS WH(OPMAIINH;
nporpammuo-anmaparaoi | OK 02.

3alUThl HH(POPMAIIUU OT
HECaHKLHOHUPOBAHHOTO
JocTyna

dhopmat opopmiIeHUS PE3yIbTATOB MOMCKA
uH(pOpMaIHH;

YMeTh: onpenensiTh 3a1a4u MoucKa
nH(pOpMaIIMH; ONIPEENIATh HEOOXOIUMbIE
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WCTOYHUKH WH(OPMALINY; TUTAHUPOBATH
MpOIIeCC TIOUCKA; CTPYKTYPUPOBATh
MOJIy4aeMyro HHPOPMAITUIO; BEIICTSATh
HauOoJiee 3HAUNMOE B TIEpeUHE
MH(OPMAIINY; OIICHUBATH MTPAKTHIECKYIO
3HaYMMOCTb PE3YJIbTATOB MTOHUCKA;
oOpMIIATH Pe3yJIbTaThI TOUCKA;

OK 03.

3HATh: BO3MOXHBIC TPACKTOPUHU
pohecCHOHALHOTO Pa3BUTHS U
caM000pa30BaHus;

YMeTh: BbICTPauBaTh TPACKTOPHUU
podeCCHOHATBHOTO U IHYHOCTHOTO
pa3BUTHS;

OK 04.

3HATh: IICUXO0JIOTHUIO KOJIJIEKTHBA;
IICUXOJIOTHIO JTUYHOCTH;

YMeTh: OpraHu30BEIBATH padOTy
KOJIJIEKTUBA ¥ KOMaH/IbI;
B3aMMOJIEMCTBOBATH C KOJIJIETaMHu,
PYKOBOJICTBOM, KJIMEHTAMH;

OK 09.

3HaTh: COBpEMEHHbBIE CPEJICTBA U
yCTpoiCTBa HH(POPMATU3ALINH; TIOPSJIOK UX
MIPUMEHEHUS U IPOrpaMMHOE oOecrieueHne
B IPO(eCCHOHATILHOMN 1eATEIbHOCTH.
YMeThb: NPUMEHSATH CPE/ICTBA
MH(GOPMALIMOHHBIX TEXHOJIOTUH A1
peteHwst MpohecCHOHABFHBIX 3a/1aY;
HCIOJIb30BATh COBPEMEHHOE IPOTPAMMHOE
o0ecrnieueHue

OK 10.

3HaTh: NpaBusa MOCTPOEHUS MPOCTHIX U
CJIOKHBIX NPEUIOKEHUIN Ha
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npodeccroHabHBIC TEMbI; OCHOBHBIC
o01eynoTpeOuTeNbHBIC II1arobl (ObITOBas
1 ipoheccuoHaNbHAs JICKCHKA),
JICKCUYECKUH MUHUMYM, OTHOCSIIIIKCS K
OIHMCAHUIO MIPEIMETOB, CPE/ICTB U
MPOIECCOB MPO(eCcCHOHATBHOM
IEeITETbHOCTH, OCOOEHHOCTH
MIPOU3HOIICHHUS; IPABUJIA YTEHUS TEKCTOB
npodeccnoHaLHOM HAIIPABJICHHOCTH;
YMeTh: IOHUMATh OOIIHMIA CMBICI YE€TKO
MIPOU3HECCHHBIX BBHICKA3BIBAHUHN HA
W3BECTHBIE TeMbI (TIPO(eCcCHOHANBHBIC U
OBITOBBIC), IOHUMATh TEKCTHI HA 0A30BBIE
poeCCHOHAIILHBIC TEMBbI; Y4aCTBOBATh B
JUAJIOTax Ha 3HAKOMBIE OOIIHE U
npoeCCHOHAIIbHBIC TEMBI;, CTPOHUTh
MIPOCTHIC BHICKA3BIBAHUS O ceOe U O CBOCH
poheCCHOHATILHOM JIEATEILHOCTH; KPATKO
000CHOBBIBATh ¥ OOBSICHUTH CBOH
NecTBUS (TEKYIIHNE U TUTAaHUPYEMBIE);
MCaTh MPOCTHIE CBA3HBIC COOOIICHUS Ha
3HAKOMBIE HIIM UHTEPECYIOIINe
npo¢eCCuOHANTBHBIE TEMBI;

K 2.1.

3HaTh: 0COOCHHOCTH M CIIOCOOKI
MIPUMEHEHHUS] IPOTPAMMHBIX U
MIPOrPaMMHO-AITAPATHBIX CPEJICTB 3AIIUTHI
nH(popManuy, B TOM YHCIE, B
OTIepPAITMOHHBIX CUCTEMAaX, KOMITBIOTEPHBIX
ceTsx, 0a3ax JaHHBIX;

YMeTh: yCTaHABIMBAaTh, HACTPAUBATD,
MPUMEHSITh IPOTPAMMHEBIE U TPOTPAMMHO-
anmapaTHbIC CPEJICTBA 3aNTUTHI
uH(pOpMaINH;

26




HNMeTh NpaKTHYeCKHl ONBIT: YCTAHOBKH,
HACTPOMKH IIPOrPAMMHBIX CPEICTB 3aLUThI
nH(pOpMAaIUY B aBTOMATU3UPOBAHHON
CUCTEME;

3HATh: 0COOEHHOCTH U CIIOCOOBI
MIPUMEHEHHS TPOrPAMMHBIX U
HpOFpaMMHO-aHHapaTHBIX CpGI[CTB 3allIUThI
nH(OpMAaIKUY, B TOM YHCIIE, B
OHepaL{I/IOHHBIX CUCTEMAX, KOMHLIOTepHBIX
ceTsax, 0azax JaHHBIX;

YMerh: IPUMEHATH IPOIPAMMHBIE U

[IK 2.4. MPOrpaMMHO-aNIapaTHbIC CPEJICTBA
JUISL 3alUThl MHpOpMaluu B 06azax
JAaHHBIX;
HNMeTh NpakTUHYECKUI ONBIT: PEUICHUS
3ama4 3amuthl o HCJI k mabopMarum
OTPAHUYEHHOTO JIOCTYIA C IIOMOIIIBIO
MIPOTPaMMHBIX U MPOTPAMMHO-aNapaTHbIX
CPEICTB 3alIUThl HHPOPMAIUH;
Tewma 2.1. OcHOBBI 3HaTh: 0COOEHHOCTH U CIIOCOOBI
3aIUThl aBTOHOMHBIX MIPUMEHEHHUSI POTPaMMHBIX U
ABTOMATU3HPOBAHHBIX MIPOTpaMMHO-AMNMapaTHBIX CPEJICTB 3aAIIUTHI
cUCTEM nH(OpMAaIIUY B OTIEPAIIMOHHBIX CUCTEMAX; | OMpOC 00yUYaOIUXCsI
Pasnen 2. 3ammra Tema 2.2.3amuta YMmerb: yCTaHaB/MBAT U HACTPAHBATE 10 KOHTPOJIbHBIM
MporpamMM OT U3YYEHHUS CpelcTBa AHTUBUPYCHOM 3aIlIUTHI B BOIIPOCAM, 3alluTa
aBTOHOMHBIX
Tema 2.3. BpenonocHoe [IK 2.2. COOTBETCTBUH C MPEABSABIAEMbIMU OTYETOB 10
ABTOMATU3HUPOBAHHBIX i
cHeTeM MpOrpaMMHOE TpeOOBaHUSIMU; n1abopaTopHBIM
oOecrieuenne HNmeTh npakTu4ecKui 3aJaHUsIM,
Tewma 2.4. 3amura ONBIT: O0ECTIeUeHUs 3alIUThHl aBTOHOMHBIX | TECTUPOBAHUE

MIPOrpamMM U JAHHBIX OT
HECaHKIMOHUPOBAHHOTO
KOIIMPOBAHUS

aBTOMATHU3UPOBAHHBIX CHCTEM
MPOrpaMMHBIMU U IIPOTPAMMHO-
anmnapaTHbIMU CPEICTBAMU;
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Tema 2.5. 3amura
nH(popMaIuy Ha
MAaIIMHHBIX HOCUTEIISX
Tema 2.6. AnnapaTtHblie
cpeacTBa uIeHTH(PUKAIUN
U ayTeHTUUKAIUU
II0JIb30BaTENECH

Tewma 2.7. CucreMbl
oOHapyKCHHsI aTakK U
BTOP>KEHU I

IIK 2.3.

3HATh: METOBI TECTUPOBAHUS (PYHKIIHIA
OTJEIBHBIX MPOTPAMMHBIX U IIPOTrPaMMHO-
anmapaTHBIX CPECTB 3AIIUTHI
nH(popManuu,

YMeTh: TUarHOCTUPOBATh, YCTPAHSTH
0TKa3bl, 00ecreynBaTh paboTOCIIOCOOHOCTD
Y TECTHPOBATh (PYHKIIMH ITPOTPAMMHO-
anImapaTHbIX CPEJICTB 3aIIUThI
nH(pOpMaIHH;

HNmeTh npakTU4ecKuii
ONBIT:TECTUPOBAHUS (PYHKIIHUH,
JMAarHOCTHKH, YCTPAHEHUS] OTKA30B U
BOCCTAaHOBJICHHS Pa0OTOCTIOCOOHOCTH
MPOrPaMMHBIX ¥ IPOrPAMMHO-AIIAPATHBIX
CPEACTB 3alIUThl HH(OPMALIHH;

K 2.4

3HaTh: 0COOEHHOCTH U CITOCOOBI
MPUMEHEHHSI TPOTPAaMMHBIX U
MIPOrpaMMHO-AIIAPATHBIX CPEICTB 3alUTHI
nH(pOpMaIUY B KOMITBIOTEPHBIX CETSX,
0as3ax JaHHBIX;

YMeTb: IpOBEPATH BBHIIIOJHEHUE
TpeOoBaHMil 10 3amuTe HHGOPMALIUU OT
HECaHKLMOHUPOBAHHOTO JOCTYIIA IPH
aTTecTaluu 00BbEKTOB MH(POPMATU3AIUH 110
TpeboBaHUAM 0€30MacHOCTH HH(DOpMaIUy;
HNMers npakTuyecKui

OIBIT: IPUMEHEHUS JIEKTPOHHOU
MOJITNCH;

Pazpnen 3. 3amura
uHpopmanuu B
JIOKAJIBHBIX CeTAX

Tema 3.1. OCHOBEI
HOCTpOGHI/Iﬂ 3AIUIICHHBIX
ceTen

Tema 3.2. Cpeactsa

[IK 2.5.

3HATBh: 0COOCHHOCTH U CIIOCOOBI
MPUMEHEHHSI TPOTPAMMHBIX CPEICTB U
rapaHTUPOBAHHOTO YHUYTOXKCHUS
nHpopManuu;

OTPOC 00YJAIOIIUXCSI
10 KOHTPOJIBHBIM
BOIIPOCAM, 3alUTa
OTYECTOB I10
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opranuzauuu VPN

YMerh: IPUMEHATH CPEIACTBA
rapaHTUPOBAHHOTO YHUUTOKCHHUS
uH(pOpMaIHH;

HNMeTh NpakTUYECKHUI ONBIT: YUYE€Ta,
00paboTKu, HHPOPMAIUH, TSI KOTOPOI
YCTaHOBJIEH PEXUM KOH(UIECHIINATBHOCTH;

1a0opaTOpPHBIM
3aaHUSIM,
TECTHPOBAHUE,
BBITTOJTHEHUE U 3aIUTA
KypCOBO# paboTHI
(mpoekTa)

3HaTh: TUIIOBBIE MOJIENN YIIPABICHUS
JOCTYIIOM, CPEICTB, METOIOB U
MIPOTOKOJIOB HJICHTU(DUKALIUH U
ayTeHTU(UKALUY;

YMerh: IpUMEHATh MAaTEMaTUYECKUI

TIK 2.4. armapar Jiyisi BHIMOJHEHUS
KpHUITOrpaguyeckux npeobpasoBanmii; ONpPOC 00YYAKOIIHUXCSI
HNmeTh npakTHYecKuii 10 KOHTPOJIbHBIM
ONbIT: IIPUMCHCHUS CUMMECTPUYHBIX U BOIpocaM, 3aluTa

Pazaen 4. 3ammra Tema 4.1.06ecnieuenune ACHMMECTPHUYHBIX KpI/IHTOFpa(I)I/I‘{eCKI/IX OTYCTOB II0

0e30macHOCTH AITOPUTMOB; 1abopaTopHBIM

HHPOPMAIIUHA B CETAX

Smero noctyna MEIKCETEBOr0 3a/1aHUSIM,

o0 B3aNMOIENCTBUI 3HAaTh: 0OCOOEHHOCTH U CIIOCOOEI TECTUPOBAHUE,
MIPUMEHEHHUS aNnapaTHbIX CPEICTB BBIIIOJIHEHHE U 3alUTa
rapaHTUPOBAHHOTO YHUYTOKECHHUSI KYpCOBOIi pabOTHI
HHpOpMALHH; (ipoexTa)

K 2.5. YMeTnb: BBIOUpATh CpesiCcTBA
rapaHTHUPOBAHHOTO YHUUTOKEHUS
nH(popMaLuu;

HNMeTh NpaKTH4YeCKUil ONbIT: XPAHCHUS U
nepenay “HQGopmanuu, s KOTopo
YCTAHOBJIEH PEKUM KOH(UICHIIUAIBHOCTH;

Passen 5. 3ammra Tema 5.1. 3ampra 3HaTh: 0COOEHHOCTH U CIIOCOOBI OTpoc 00y4JarOIINXCSI
MIPUMEHEHHUSI POTPAMMHBIX U 10 KOHTPOJIbHBIM

uHpopmanuu B Hazax uHpopmanuu B 0azax IIK 2.2.

JTAHHBIX

JaHHBIX

IIporpaMMHO-alIapaTHbIX CPEACTB 3alUThL
I/IH(I)OpMaI_[I/II/I B KOMIIBFOTCPHBIX CCTHX,

BOIIpOCaM, 3aliuTa
OT4YCTOB I10
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0a3ax JaHHBIX;

YMeTh: ycTaHAaBIUBATh, HACTPAUBATH,
MPUMEHSTh IPOrPAMMHBIC U IPOTPAMMHO-
anrmaparHbie CpeACTBa 3aIUThI
uH(pOpMaIHH;

HNmeTh npakTUuYecKui

ONBIT: KCIOJIb30BaHMSI TPOIPAMMHBIX U
MIPOrpaMMHO-aIapaTHBIX CPEICTB IS
3alUThl HHOPMAIIMK B CETH;

3HaTh: OCHOBHBIE TIOHATHS KpUIITOrpadun
Y THIIOBBIX KPUNITOrpapUUECKUX METOIOB
W CPEJICTB 3alUThl HHPOPMAIIHH,

YMeTb: UCIIOJIE30BaTh TUIIOBBIC
MporpaMMHBIE KpUNTOrpaduIecKue

1a0opaTOpPHBIM
3aaHUSIM,
TECTHPOBAHUE,
BBITIOJTHEHHUE U 3aIUTa
KypCOBO# paboTHI
(mpoekTa)

[IK 2.4.

CPEICTBA, B TOM YHUCJIE 3JIEKTPOHHYIO

IIOJIINCH;

HNMeTs npakTH4ecKui

OIBIT: KCIIOJIb30BAHUSI CPEJICTB

M (pOBaHUs TaHHBIX;

3HaTh: TUIOBbIE CPEICTBA U METOIBI

BEJICHUS ayJMTa, CPEJICTB U CIIOCOOOB
Tema 6.1. MoHUTOPUHT A yAuTa, Cped

3alUThl UH(HOPMALIUU B JIOKAJIbHBIX
CHCTEM SatlIT! BBIUUCIIUTENIBHBIX CETSX, CPE/ICTB 3aIIUTHl | OMPOC 00YYaIOLINXCS
Tema 6.2. 3y4yenune mep > P P i

OT HECAaHKLIMOHUPOBAHHOT'O JOCTYTIA; 10 KOHTPOJIbHBIM
3aluThl HH(OpPMAaLIUU B

YMeTb: ycTaHaBIMBaTh, HACTPAUBATh, BOIIpOCaM, 3allluTa

Pa3nen 6. MoHuTOPUHT | MHPOPMAITMOHHBIX
[IK 2.6. MIPUMEHATH IPOTPAMMHBIE U IPOIPAMMHO- | OTYETOB I10
CHCTEM 3aLIUThI CUCTEMax

anmapaTHbIE CPEJICTBA 3aLIUTHI 1a00paTOPHBIM
Tema 6.3. U3yuenue .
COBDEMOHHELX nH(}OpMaLINK; OCYIIECTBIIATh MOHUTOPUHT | 3aJaHUSIM,

P U PErUCTPALMIO CBEICHUH, HEOOXOIUMBIX | TECTUPOBaHHE

IporpaMMHO-alIapaTHbIX
KOMIIJICKCOB.

JUIS 3aIlMThl 00bEKTOB HHPOpMaTU3allUH, B
TOM YHCJIE C UCIOIb30BAHUEM
MIPOrpaMMHBIX U IPOrpaMMHO-aIapaTHBIX
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CpeAcTB OOHApPYKEHUS, IPEIYIPEKACHUS U
JUKBUJIALIUU TOCIE/ICTBUNA KOMIIBIOTEPHBIX
aTak;

HNMeTh npakTH4YecKuii onbIT: pabOTHI C
MOJICUCTEMaMH PETUCTPAIIH COOBITHIA;
BBISIBJICHHSI COOBITHI M HHIUACHTOB
0€30MaCHOCTH B aBTOMaTH3UPOBAHHOM
CUCTEME;

MJK 02.02 Kpunrorpaguueckue cpe

JACTBA 3alUThI HH(pOpMaNHU

dopma TeKy1ero
KOHTPOJIsl 3HAHUI,

. MeHM I
3HaHUsA, YMEHUS, TPAKTUYECKHUI ONBIT, y i
HaumenoBanue Conep:xkanue (TeMbl) Kon NMPaKTHYECKOr0
Ne HeoOXoauMblIe 1J151 (POPMHUPOBAHUS
pa3aesioB TMCUMIUIMHBI | pa3jaena KOMIIeTeHIIUH . OnbITa, HEOOXOAUMBIX
COOTBETCTBYIOIEH KOMIETEeHINH
st GopMHUPOBAHMS
COOTBETCTBYIOLIIEH
KOMIIETEeHI[UH
3HaTh: UCTOYHUKH, BKIIIOUAS SJIEKTPOHHBIC
pecypchl, MEANapeCypehl,
HNHuTtepueTpecypcehl, epuoaniecKue
Beenenue. Ilpexmer u W3IaHMS IO CIIEHUATIBHOCTH ISl PEIICHUS
[Ipeamer u 3agaun OTPOC 00YJAIOIIUXCS
3aJa4yM Kpunrorpapuu. npo¢eCCHOHANIBHBIX 3a]1a4;
kpurnrrorpaduu. Mcropus 10 KOHTPOJIBHBIM
1 | Ucropus OK 02. YMeTh: UCTIOIB30BaTh PAa3IUYHbIE
Kpunrtorpadum. BOIIPOCAM,
Kpunrtorpadgum. WCTOYHUKH, BKJIFOYAsI DJIEKTPOHHBIE
OCHOBHBIE TEPMUHBI. TECTUPOBAHHUE,
OcCHOBHBIE TEPMHUHBI. pecypchl, MEANapeCypehl,
HHTepHeTpecypcChl, epruonIecKue
W3IaHMS IO CIIELMATIBHOCTH JJI pelIeHUs
npo¢eCCHOHATBHBIX 3a]1aY;
2 Pazpean 1. Tema K 2.4 3HaTh: OCHOBHBIE MOHATHS KPUNTOTpaduu | Ompoc 00yUyaronmxcs
MaremaTudeckue 1.1. Maremaruueckue Y TUTIOBBIX KPUMTOTPAPUIECKUX METOJIOB | IO KOHTPOJIBHBIM
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OCHOBBI 321U THI
uHpopmanun

OCHOBBI KpUITorpahuu

Y CPEICTB 3aIUTH HHPOPMAIIHH;

YMeTh: IPUMEHSATh MaTEMAaTUUECKUI
anmnapar JJ1sl BBIITOJIHEHUS
KpUnTorpagu4ecKux mpeoopa3oBaHui;
WCII0b30BATh TUIIOBBIE TPOrPAMMHBIE
Kpunrorpaguiyeckue CpecTBa, B TOM
YUCJIE SJEKTPOHHYIO TOJIIUCH;

HNMeTh nmpakTHYEeCKUi OMBIT: TPUMEHEHUS
3JEKTPOHHOU MOAMUCH, CAMMETPUYHBIX U
ACUMMETPUYHBIX KPUIITOTpahUICSCKUX
QJIITOPUTMOB H CPEJICTB MIH(PPOBAHUS
JTaHHBIX;y4€éTa, 00pabOoTKU, XpaHEHHS U
nepenayn nHGopMamuu, st KOTOPOM
YCTaHOBJIEH PEXUM KOH(UICHIIMAIBHOCTH;

BOIIPOCAM, 3alUTa
OTYETOB I10
IIPAKTUYECKUM
3aJJaHUSM,
TECTUPOBAHUE

Pasznen 2. Knaccuueckas
Kpunrorpadgus

Tema 2.1. Metoasl
KpUNOTOTpapuuecKoro
3a1uThl HH(OpMaLIUU
Tema 2.2. Kpunroananms
Tema 2.3. Ilorounble

M Qpsl ¥ reHepaToOpbl
IICEBIOCITYYalHbIX YUCEI

OK 01.

3HaTh: CIIOCOOBI peleHus 3a/1a4
poheCCUOHATILHOM JIeATEIILHOCTH,
IMPHUMCHUTCIIBHO K pa3JIMYHbIM
KOHTEKCTaM;

YMeTh: BRIOUPATh CIIOCOOBI PELIeHHS 3aa4
npo¢eCCuOHAITBHON IeATETHLHOCTH,
MPUMEHHUTEIHHO K Pa3INuHbIM
KOHTEKCTaM;

OK 09.

3HaTh: MH()OPMAITMOHHO-
KOMMYHHMKAIIUOHHbIE TEXHOJIOTUU
poeCcCHOHATILHOMN 1eATEIbHOCTH;
YMeTh: UCOIb30BaTh MHPOPMAIIMOHHBIE
TEXHOJIOTHH B PO ECCHOHATHLHON
NeSITeNIbHOCTH;

[IK 2.4.

3HaTh: OCHOBHBIE IOHATHS KpUOTOrpapuu
Y TUTOBBIX KPUNITOTpaQUUECKUX METOJIOB
U CPEJ/ICTB 3aIIUTHl HHPOPMALIUY;

OMpOC O0YJAFOIITNXCSI
M0 KOHTPOJBHBIM
BOTIPOCAM, 3aIUTa
OTYETOB 10
MPAKTUYICCKUM
3aJJaHUsM,
TECTUPOBAHUE
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YMeETh: IPUMEHATh MATEMATUUECKUI
anmnapar JJ1s1 BbIIOJIHEHHUS
KpUOTOTpapUUECKUX

peoOpa30BaHU; UCIOJIB30BATh TUIIOBHIE
pOrpaMMHbIe KpUITOrpapruecKue
CPENCTBA, B TOM YHUCIIE SJIEKTPOHHYIO
MIOAIIUCE;

HMeTh npakTU4eCKUi ONbIT: IPUMEHEHUS
3JIEKTPOHHOM MOAIMCH, CAMMETPUYHBIX U
ACUMMETPUYHBIX KPUIITOTpapuIeCcKIX
QITOPUTMOB U CPEACTB MM (PPOBAHUS
JTaHHBIX;y4€éTa, 00pabOoTKU, XpaHEHHS U
nepeaadu nHGOpMaIUH, A1t KOTOPOi
YCTaHOBJICH PEXUM KOH(UIEHIINAIBHOCTH;

Pa3nen 3. CoBpemenHast
Kpunrorpadgus

Tewma 3.1. KonupoBanue
nHpopMaIuu.
Komnsrorepuzanms

M PpPOBaHUS.

Tema 3.2. CuMMeTpHUuHBIE
CUCTEMBI MH(POBaHUS
Tema

3.3. AcuMMeTpuYHbIE
cHCTeMbI MU(POBAHUS
Tema

3.4. Ayrentuduxanus
JaHHBIX. DJIEKTPOHHAS
MOJIIHCh

Tewma 3.5. Anroputmsl
oOMeHa KITtouen 1
MIPOTOKOJIBI
ayTeHTU(UKALUU

Tema 3.6. Kpunrozammra
uHpOpMaIIUU B CETAX

OK 01.

3HaTh: CIIOCOOBI peleHus 3a/1a4
poheCCUOHATILHOM JIeATEIILHOCTH,
IMPHUMCHUTCIIBHO K pa3JIMYHbIM
KOHTEKCTaM;

YMeTh: BRIOUPATh CIIOCOOBI PELIeHHS 3aa4
npo¢eCCuOHAITBHON IeATETHLHOCTH,
MPUMEHHUTEIHHO K Pa3INuHbIM
KOHTEKCTaM;

[IK 2.4.

3HaTh: OCHOBHBIE IOHATHS KpUOTOrpapuu
Y TUMOBBIX KPUIITOTpaQUUECKUX METOJIOB
U CPE/ICTB 3aIUThl HHPOPMALIUY;

YMeTh: NPUMEHITh MAaTEMaTUYECKUI
anmnapar AJ1s BBIIOJIHEHMS
KpUnTorpapuueckux

npeoOpa3oBaHuii; UCIIOJIB30BATh TUIIOBbIE
MPOrpaMMHBbI€ KpUIITOTpapruuecKue
CPEICTBA, B TOM YHUCIIE DJIEKTPOHHYIO
MTOJIIHUCE;

OTPOC 00YJAIOIIUXCS
IO KOHTPOJIbHBIM
BOIIPOCAM, 3alUTa
OTYECTOB I10
MPAaKTUYECKUM
3aJaHUSIM,
TECTHPOBAHUE
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nepeauu JaHHbIX
Tewma 3.7. 3amura
uHpopManuu B
ANEKTPOHHBIX MJIATEKHBIX
CUCTEMAX

Tema 3.8. KomnbrorepHas
creranorpadus

HMeTh pakTU4eCKUi ONbIT: IPUMEHEHUS
JJIEKTPOHHOU NOJINCH, CHMMETPUYHBIX U
ACUMMETPUYHBIX KPUITOTpapuuecKnx
JITOPUTMOB U CPEACTB MIM(pOBaHUS
JAHHBIX;y4éTa, 00pabOTKH, XpaHEHUS U
nepegayu MHGopMauu, A1t KOTOpout
YCTAaHOBJICH PEKUM KOH(UACHINAIEHOCTH;

VII 02.01 YuyeOHas npakTUKa

Bup npogeccuonaabHon
AesATeIbHOCTH

Koa xomnerennuu

3HaHuNA, yMEHHS, IPAKTHYCCKH I
ONbIT, HEOOXOAUMBIE ISl
¢dopmupoBanus
COOTBETCTBYIOLIEH
KOMIIeTEeHIIUHN

dopma TeKyuero KOHTpoJsi 3HAaHUH, yMEeHUi,
NPAKTHYECKOI'0 ONbITA, HEOOXOAUMBIX IS
(hopMHPOBaHHS COOTBETCTBYIOLIEH
KOMIIeTeHIIUH

3amuTa HHpOpMauu B
aBTOMAaTH3UPOBAHHBIX
crcTeMax IpOrpaMMHBIMU U
IpOrpaMMHOAMNIMapaTHIMU
CpelCTBaMHU

I[IK 2.4

3HaHUA: 0COOCHHOCTU M CIIOCOOBI
MMPUMEHEHHUSI IPOTPAMMHBIX 1
MIPOrPaMMHO-AIITAPATHBIX CPEICTB
3a1uThl HH(GOPMAIIUHU, B TOM
qHCIIe, B ONEPAIIMOHHBIX
CUCTEMaX, KOMITbIOTEPHBIX CETSIX,
0a3ax JaHHBIX; TUIIOBBLIE MOJIEIIH
yIpaBIEHUS TOCTYIIOM, CPENICTB,
METOJIOB ¥ IPOTOKOJIOB
UICHTHPUKAIUT 1
ayTeHTU(UKAIINH;, OCHOBHBIE
MOHATHSI KpUNITOTpaduu u
THTIOBBIX KPHUIITOTPAPUICCKIX
METOJIOB M CPEJICTB 3aIUTHI
nHpopmManuu;

YMeHus: TPUMEHSITH
MIPOrPaMMHBIC U TTPOTPAMMHO-
anmapaTHbIC CPEJICTBA TS 3alTUTHI

IIpoBepka oTuéra 1o pasjaesiaM MPaKTHKU.
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nHpopmanuu B 6azax
JAHHBIX;[TPOBEPATH BBITOITHEHHUE
TpeOOBaHMIA 1O 3aIUTe
nHpopManuu OT
HECaHKIIMOHUPOBAHHOTO JIOCTYyTIA
MIPH aTTECTAIMU 0OOBEKTOB
nH(pOpMATHU3ALUH 110
TpeOoBaHUSAM 0€30M1acCHOCTH
MH(OPMALIUN; TIPUMEHSITh
MaTeMaTHUYECKUH armapar Jjis
BBITIOJTHEHUS KPUMTOTPAQUICCKUX
peoOpa3oBaHUii; HCIIOJIL30BATh
TUTIOBBIC TIPOTPAMMHBIC
KpUNTOrpagruecKue CpelicTBa, B
TOM YHCJIC MICKTPOHHYIO MOJIHCH;
IIpakTHyecKkHii ONBIT: pelICHUE
3aaau 3amutel or HCJI
nHGpOpMAIIMK OTPAHUYEHHOTO
JOCTYTA C TOMOIIBIO
MPOrPaMMHBIX U MPOTPaMMHO-
amnmapaTHBIX CPEJCTB 3aIIUTHI
nH(pOpMaLUY;IPUMEHEHHE
3JIEKTPOHHOW MOJIIHCH,
CUMMETPHYHBIX U
ACUMMETPUIHBIX
KpUNTOorpaguueckux alropuTMoOB,
Y CPEICTB MU(DPOBAHUS TAHHBIX

IIIT 02.01 ITpousBoaACTBEHHASI MPAKTHKA
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Bup npogeccuonaabHoi
AeATEeJIbHOCTH

Koa xomMnereHuun

3HaHusl, yMeHMsl, IPAKTHYECKHUI ONBIT,
Heo0X0oauMbIe 111 (POPMHUPOBAHUSA
COOTBETCTBYIOIIEH KOMIETEeHINH

dopma TeKyuero KOHTpoJist
3HAHUI, YMEHU i, TPAKTHYECKOT0
ONbITA, HEOOXOAUMBIX J1JIs1
¢popmupoBanus
COOTBETCTBYHOIIEH KOMIETEHINH

3amuTa nHGOpMaAIUH B
ABTOMATU3HPOBAHHBIX
CUCTEMaxX MNPOrpaMMHBIMH U
MporpaMMHoOanapaTHbIMU
cpencTBamMu

IIK 2.1

3HaHMsA: 0COOEHHOCTHU U CIIOCOOBI IPUMEHEHHS
MIPOTrPaMMHBIX U MPOTPaMMHO-aNNapaTHbIX
CPEICTB 3alIUThl HHPOPMAIH, B TOM YHUCIIE, B
OTEPAIMOHHBIX CUCTEMAaX, KOMITbIOTEPHBIX
ceTsx, 6a3ax JaHHBIX;

YMeHusi: ycraHaBIMBaTh, HACTPAUBATh,
MPUMEHSITh IPOTPAMMHBIE U TPOTPAMMHO-
anmapaTHbIe CPEACTBA 3aIUThI HHPOPMALIIH;
IIpakTHYecKkHii ONBIT: YCTAaHOBKA, HACTPOIKa
MPOTPAMMHBIX CPEJICTB 3alUTHI HH(OPMAIUHU B
ABTOMATHU3UPOBAHHOW CUCTEME;

[TpoBepka oTuéTa 1o pasnuenam
MIPAKTUKHU.

K 2.2

3HaHMsA: 0OCOOEHHOCTHU U CTIOCOOBI MPUMEHEHHS
MPOrPAMMHBIX ¥ TPOrPaMMHO-aNNapaTHBIX
CPEICTB 3alIUTHl HHPOPMAIINH, B TOM YUCIIE, B
ONEPalMOHHBIX CUCTEMAX, KOMITBIOTEPHBIX
ceTsx, 6a3ax JaHHBIX;

YMeHusi: yCTaHABIMBATh U HACTPAaUBATh
CpPEACTBA AHTUBUPYCHOM 3aIUTHI B
COOTBETCTBUU C MPEIBABISIEMBIMU
TpeOOBaHUSAMU; YCTAaHABINBATh, HACTPAUBATh,
MPUMEHSATH MPOrPAMMHBIE U TPOTPAMMHO-
anmapaTHBIC CPENICTBA 3alIUTHl HHPOPMAIUY;
IpakTHYeckuii ONbIT: OOECTICYCHHUE 3AITUTHI
ABTOHOMHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM
MPOrPAMMHBIMH M POTrPaMMHO-aNMapaTHIMU
CPEACTBAMMU; UCIOJIBb30BAHUE IPOTPAMMHBIX U
MPOrPAMMHO-AMIAPATHBIX CPEACTB JIJIS 3aIUThI

IIpoBepka oTuéra 1o paszaenam
MIPaKTUKHU.
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nH(pOpMaIIUHU B CETH;

IIK 2.3

3HaHUA: METObI TECTUPOBAHUS (YHKIIHHA
OTJIENIbHBIX MPOTPAMMHBIX U IIPOTPAMMHO-
anmnapaTHBIX CPEJCTB 3aIIUTH HHPOPMALIHH;
YMeHusi: IMarHOCTUPOBATh, YyCTPAHATh OTKA3BI,
obecrieunBaTh pabOTOCIIOCOOHOCTD U
TECTUPOBATH (PYHKIIMH MPOTPAMMHO-
anmnapaTHBIX CPEJCTB 3aIlIUTH HHPOPMALIHH;
IIpakTHYecKuil ONBIT: TECTUPOBAHUE
(GyHKIUH, TMarHOCTHKA, YCTPaHEHUE OTKA30B U
BOCCTaHOBJICHUE Pa0OTOCTIOCOOHOCTH
MIPOrPaMMHBIX U IPOrPaMMHO-aIMapaTHBIX
CpPEeACTB 3alIUThl HH(OPMAIIHH;

IIpoBepka oTuéra 110 paszaenam
HPAKTUKH.

IIK 2.4

3HaHuUsA: 0COOCHHOCTH U CITOCOOBI MPUMEHEHHS
IPOrPaMMHBIX U IPOrPaMMHO-ANIAPATHBIX
CpEeACTB 3alIMTHl HH(POPMAILIUHU, B TOM YHCIIE, B
OIIEPALMOHHBIX CUCTEMAX, KOMIIBIOTEPHBIX
ceTsX, 6a3ax JaHHBIX; TUIIOBBIE MOJIEIN
YIIPaBJIEHMS TOCTYIIOM, CPECTB, METOIOB U
MIPOTOKOJIOB UACHTU(UKALIUY U
ayTeHTU(UKALMU; OCHOBHBIE TOHATHUS
KpUnTorpaguu ¥ THIOBBIX KPUIITOTpaprUUIECKUX
METOIOB U CPEJICTB 3aIUThl HHPOPMALIUY;
YMeHus: IPUMEHSTH IPOTPAMMHBIE U
IIPOrpaMMHO-AIIapaTHbIE CPEACTBA

JUTSL 3alIUThI HHQOpMaIuy B 0azax JaHHBIX;
MIPOBEPATH BBINOJIHEHHE TPEOOBAHUII 110 3a1uTe
nH(}OpPMAaLIUK OT HECAaHKLIIMOHUPOBAHHOTO
JI0CTYMA MPH aTTeCTA[MH 00BEKTOB
nH(pOpMaTHU3AIUH TI0 TPEOOBAHUSIM
6e30macHOCTH HH(POPMALIUN; TIPUMEHSTh
MaTeMaTHYeCKUI anmnapar JJis BHIIOTHEHUS

IIpoBepka oTuéra 1o paszaenam
MIPaKTUKHU.
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KpUNTOTrpaguuecKux npeoOpa3oBaHmii;
HCIIOJIb30BaTh TUIIOBBIE POTPaMMHbBIE
KpUNTOTpagrUECKUE CPEJICTBA, B TOM YUCIIE
ANEKTPOHHYIO MOAIHKCH;

IIpakTnyeckuii ONBIT: pElICHNUE 33]1a4 3alLIUThI
ot HC/] x nndopmaruu orpaHu4eHHOTO
JIOCTYIIa ¢ IOMOIIbIO IPOTPAaMMHBIX U
MIPOrpaMMHO-AIIAPATHBIX CPEICTB 3aIUTHI
nHpOpMAaINY; TPUMEHEHUE 3JIEKTPOHHOM
MOJNUCH, CAMMETPUYHBIX U ACUMMETPUYHBIX
KpUNITOrpaQUuecKUX aJlIrOPUTMOB U CPEJICTB
mrpoBaHus JaHHbIX;

IIK 2.5

3HaHuUsA: OCOOCHHOCTH U CITIOCOOBI MPUMEHEHHS
IPOrPaMMHBIX ¥ IPOrPaMMHO-ANIAPATHBIX
CPEACTB rapaHTUPOBAHHOT'O YHUUTOKEHUS
nHpOopMaInu;

YMeHusi: IpUMEHSTh CPEICTBA
rapaHTHPOBAHHOTO YHUYTOXKEHUS HH(OpMaIm;
IIpakTuyeckuii onbIT: yuéT, 00paboTKa,
XpaHeHHe ¥ nepeaada nHpopMarum, 1is
KOTOPOHM YCTaHOBJIEH PEXXUM
KOH(UIEHIIMATIbHOCTH;

IIpoBepka oTuéra 1o pasjaenam
MIPaKTUKH.

IIK 2.6

3HaHUA: TUIIOBBIE CPEJICTBA U METO/IbI BEICHUS
ayJIiTa, CPEJICTB M CIIOCOOOB 3aITUTHI
MH(OPMAIIUY B JTOKATBHBIX BEIYUCIUTEIHHBIX
CETSX, CPEJICTB 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOIO JJOCTYIIA;

YMeHusi: ycTaHaBIMBaTh, HACTPAUBATh,
MIPUMEHATH MPOTPAMMHBIE U IPOTPAMMHO-
amnmapaTHbIe CPEACTBA 3aIUTHI HHGOPMAIIHH;
OCYUIECTBJISITh MOHUTOPUHT U PETUCTPALIUIO
CBEJIEHUH, HEOOXOIUMBIX IS 3aIUThl 00HEKTOB

IIpoBepka otuéra no pasaenam
MPaKTUKH.

38




nH(pOpMATHU3ALINH, B TOM YHCIIE C
WCIIOJIb30BAHUEM IIPOrPAaMMHBIX U IPOTPaMMHO-
anrmapaTHbIX CPEICTB OOHAPYKEHHUS,
MIPEeYNPEXACHUS U TUKBUIAIINH [TOCIEICTBUIN
KOMIIBIOTEPHBIX aTaK;

IIpakTnyeckuii onbIT: paboTa c MOACKUCTEMaMU
perucTpanuu COOBITHIA; BRISIBICHUE COOBITUI U
WHIUICHTOB O€30MaCHOCTH B
ABTOMAaTU3UPOBAHHON CUCTEME;
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5.2. TunoBble KOHTPOJIbHbIE 321aHUA 1N HHbIEe MATEPHAJIBI
5.2.1. OueHo4YHbIe CPeACTBA NMPHU TEKYIIEM KOHTPOJIE
5.21.1. MJK.02.01. ITporpaMMHble H NPOrpaMMHO-ANMNAPAaTHbIE CPeICTBA 3AIMThI
uHdopmanuun

Texkymuii KOHTPOJb IO TeMaM IHCLUUIUIMHBI 3aKIOYAaeTCs B OMNpoce OO0ydaromuxcs o
KOHTPOJIFHBIM BOIIPOCaM, 3allUTe OTYETOB I10 Ja0OpaTOpHBIM H(WIM) TNPAKTUYECKUM 3aJlaHUsM,
TECTUPOBAHUHU.

Onpoc no KOHMPOILHLIM 60RPOCAM:

[Ipu npoBeCHNH TEKYIIEr0 KOHTPOJIsl 00ydYaromumMest OyAeT NUCbMEHHO, JTH00 YCTHO 33aHo J1Ba
BOIIPOCA, Ha KOTOPBIE OHH JOJDKHBI JaTh OTBETHI.

Hanpuwmep:

1. Kak peanusyercss MOHUTOPHHT CUCTEM 3aLIUTHI CETH?

2. Kak peanu3zyercsi MOHUTOPUHT CUCTEM 3aIUTHI CEpPBEPOB?

Kpurepun oneHuBaHus:

- 90-100 GamToB — mpH MPABWIBHOM U TIOJTHOM OTBETE Ha JIBa BOIPOCA;

- 80-896am10B — IpU MPABHILHOM H ITOJIHOM OTBETE HAa OJIMH M3 BOIPOCOB U MPAaBUIIBHOM, HO HE
IIOJIHOM OTBETE Ha APYTrOM U3 BOIIPOCOB;

- 60—79 GayuI0B — MpH MPABUJILHOM H HETIOJTHOM OTBETE TOJBKO Ha OJJMH U3 BOIIPOCOB;

- 0-59 GanoB — MpH OTCYTCTBUU MPABUIIBHBIX OTBETOB Ha BOIPOCHI.

Komnuectso 0aiutos|0-59 60-79 80-89 90-100
[1Ikasa orleHUBaHUS HEY/I YIO0BII XOPOIIO OTIMIHO

Ilpumepnolit nepeuens KOHMPOILHBIX 60NPOCOB:

Pasnen 1. OcHOBHbIe NPMHIHUNBI NPOrPAMMHOI W NPOrPAMMHO-ANNAPATHON 3aIMTHI
uHpopmannu

Tema 1.1. IIpeaMeT u 3a1au NPOrpaMMHO-ANNAPATHOM 3aIIUTHI MH(OPMATUT

1. B d4em cocTosiT OCHOBHBIE 33/1a4d MTPOTrpaMMHO-aNNapaTHOM 3auThl HHOpMAIUu?

2. Yrto sBuseTcs MNpeAMETOM pPACCMOTPEHUS M BHHUMAHHUS IPU CO3/IaHUM IPOrpPaMMHO-
anmapaTHbIX METOJIOB M CPEACTB 3alIUThI HH(pOpMaun?

3.  UeM xapakTepHbl 331a4H IPOrPAMMHO-ANIAPATHON 3alUThI HH(pOpMaAUN?

4. 3HaHuMH B KakuUX NPEIMETHBIX 00JacTsIX TpedyeT MNporpaMMHO-annaparHas 3alliuThl
uHpopmanuu?

5. Uro sBusercs NpeIMETOM HCCIEAOBAHUS M M3yYEHHUS MpPU NPOEKTUPOBAHUU CPENCTB
IpPOrpaMMHO-aINapaTHBIX CPEJCTB 3alUThl HH(popMaru?

6. OcCHOBHBIC IOHATHS MPOTPAMMHO-AINIIAPATHON 3aIIUTHI HHPOPMALIUN

7. Tlo kakMM KpHUTEpPHsIM MOXHO KiacCU(UIUPOBaTb METOA U CpEACTBAa MPOTrPaMMHO-
anmapaTHOM 3aluThl HHGOPMAITUU?

8. Kro ocymiecTBisieT KOHTPOJIb BBINOJHEHHS 3a/a4, CBS3aHHBIX C MPOrPaMMHO-ANIapaTHOM
3auTON NH(pOPMaLMK HAa KOHKPETHOM NPEANPUATUN?

9. Kro sBnsfercs NOCTaHOBIIMKOM 3a/a4, CBSI3aHHBIX C MPOrpaMMHO-ANMapaTHOM 3aluToM
nH(pOpPMaLIUK HA KOHKPETHOM NPEATNPUATUH?

10. Kto HeceT OTBETCTBEHHOCTh 3a BBINOJIHEHHUE 337ay, CBSI3aHHBIX C IPOrpaMMHO-AINIapaTHON
3auTON NH(pOPMaLMK HAa KOHKPETHOM NPEANPUATUHN?

Tema 1.2. Cranaaptbl 0e30MaCHOCTH

1. Yro takoe CobiT u kak OH OTHOCHUTCS K pa3paboTKe cucTeM HHPOPMAIIMOHHOM 0e301macHOCTH
U nporpamm 0e30macHoCTU?

2. Jlnst KOTo MpOSIBISIFOTCS IPEUMYIIIECTBA OT BBEICHUS CTaHAapTOB B oOacti B?

3. Kakue Baxueiimme (QyHKIMM BBINOMHSAIOT CTaHAApThl B 00JacTH MHGPOPMALMOHHOM
Oe3onacHoCcTH?

4. Yro gBnsieTcs OCHOBHBIMHU 00JIACTSAMHU CTaHIAApTH3ALMKU HHPOPMALIMOHHON Oe30macHoCTH?
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5. Kakoii cranaapt sBisieTcs OHUM U3 HanOoJiee U3BECTHBIX CTAaHAAPTOB, HCTOUHMUKOM JTYYIIHX
MPAKTUK IPU MOCTPOCHUN CUCTEM yIpaBieHUs HHPOPMAIIMOHHOI 0e301macHOCThI0?

6. Kakue rocygapcTBeHHBIE CTPYKTYpPBI pa3padaTeIBatoT cranaaptsl no Mb?

7. Kakume rocygapcTBeHHblE CTPYKTYpbl HMEIOT TIPaBO KOHTPOJIMPOBATH COOJIO/ICHUE
crangaprtoB o b?

8. Kakue mexayHapoaHble CTaHIapThl HCTIONB3YIOTCs B cepe Ub B poccuiickux mpeanpusThsix
U yUpEKACHUSIX?

9. IlpuBemute mpuUMephl YUPEKIACHUN / PEINPUATHH, B KOTOPBIX coOmtoenrne ctanaaptos b
ABIISIETCA 00513aTENbHBIM

10. Kakum o0Opa3zom iydiive YHUKajdbHbIe MPAKTUKU WM PEUICHHs] MOTYT BIOCIEACTBUU CTaTh
crannaptoB B oonactu UB?

Tema 1.3. 3amueHHass ABTOMATU3UPOBAHHAS CHCTEMA

1. Kak Ha3pIBaeTCs 3alIMIICHHOCTh HWH(POPMALMOHHOM CHCTEMBI OT CIY4alHOTO WU
MpeIHaMEePEHHOT0 BMEIIATeIbCTBA, HAHOCSIIETO yiepO BiIaJeNbliaM WX MOJIb30BaTesIM HHPopMauu?

2. Kakoii mpoTOKOJOB OTHOCHUTCS K IPOTOKOJAM 3alIMIICHHON IepeJadd JaHHBIX B CETH
HNutepner?

3. Ha ocHoBe 4ero nporpaMMHBIE€ CpeACTBAa 00ECTIEYUBAIOT cOCTOsIHHE 3anumeHHoctu UC?

4. Kak Ha3bIBaeTCsl XapaKTepUCTHKA, OMPENeNsIonas CTENeHb 3allUIEHHOCTH HHpOpMaluu OT
HETaTUBHOTO BO3JICHCTBUS HA HEE C TOYKH 3pCHHSI HApymeHUs e (U3NYSCKOW € JIOTHYECKOU
LETIOCTHOCTH WJIM HECAHKLIMOHUPOBAHHOTO UCIOJIb30BaHUsA?

5. CKOJBKO KJIacCcOB 3allMIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM OT HECAaHKLMOHHUPOBAHHOIO
JOCTYIIA CYIIECTBYET 10 JOKYMEHTAM KOHTPOJIUPYIOLIUX OPraHOB?

6. Kakue TpeOoBaHUS TPEIBABISAIOTCS K TEXHOJIOTHMH Yy4eTa W XpaHeHUs WHQPOpMaluu B
samumeHusIx AUC?

7. Kakue TpeOoBaHUS MPEIBIBIAIOTCA K PeXUMaM 00pabOTKA MHPOPMALMU Ha KOMITBIOTEPE B
samumeHusIx AUC?

8. Kakume TpeOoBaHUS TPEABSIBISIFOTCS K CO3JAHHIO YYETHBIX 3alUCEH IOIBH30BATENCH B
samuieHHsIx AUC?

9. Kakue TpeOoBaHMS NMPEABSABISAIOTCS K MEXaHU3MaM pasTpPaHUYCHUs OCTYIA B 3alIHIIEHHBIX
AUC?

10. Kakue TpeOOBaHMS TPEOBSBISIOTCS K TEXHOJOTHSIM TIepelayd ¥ TpeACTaBICHUS
uHpopmanuu B 3amuiieHHsx AUC?

Tema 1.4. Jlectrabuiu3upyionnee Bo3aeiicTBHEe HA 00bEKTHI 3A1UTHI

1. Kro wmnmm 4Yro MOXeT SBIATbCS HCTOYHHUKOM J€CTaOMJIM3HPYIOIIEr0 BO3ACUCTBUS Ha
uHpopmanuio?

2. Ilo xakuMm KpuTepusM KIacCUPUIUPYIOTCS BHIbl U CHOCOOBI J1€CTaOMIIN3UPYIOIIETO
BO3JICUCTBUS HA 3alIUIIIaeMyI0 HHGOpMAIIIio?

3. Kakue Buasl gecTaOMIM3MPYIOLIETO BO3JCHCTBUS, MNPUBOJAIIME K  YHHYTOXKEHHUIO,
HCKaKEHUIO U OJOKMPOBAHUIO MH(POPMAIIMU BO3MOXKHBI CO CTOPOHBI JTH0AEH?

4. Kakue ycioBUS MOXXHO OTHECTH K CO3JAIOIIUM BO3MOXHOCTb Ui JI€CTaOMIIM3HUPYIOIIETO
BO3JICUCTBUS HA MHGOPMAIIHIO?

5. Kakue nmpuuuHBI MOTYT OKa3aTh JecTaOMIM3UpYIOIlee BO3JEHCTBHE Ha HH()OPMALUIO CO
CTOPOHBI TEXHHYECKHUX CpEACTB OTOOpa)K€HUs, XpaHEHUs, OOpaOOTKH, BOCHPOU3BENEHUS, Mepeaavu
uH(pOpMAaILIUU U CPEJICTB CBA3H?

6. Kakmmu cBoiicTBaMH JOIDKEH 007anaTh OOBEKT 3alluThl, YTOOBl MWHUMH3HPOBATH
BEPOSTHOCTH JI€CTA0MIN3UPYIOIIET0 BO3ICHCTBIE HA HETO?

7. Kakume mocrnencTBusi MOTYT  OTpa3uTbCs Ha  OOBEKTe 3allMThl B pe3ysbTare
JecTaOUITM3UPYIOIIETr0 BO3IEHCTBHSI HA HETO CO CTOPOHBI YeJIoBeKa?

8. Kakme mocnencTBUS MOTYT OTpa3HThCs Ha OOBEKTE 3allUThl B  pe3yibTare
JecTaOUITM3UPYIOILETr0 BO3/IEHCTBHS TEXHOTEHHOTO XapaKTepa Ha Hero?

9. Kakumu cBoiictBamu jgoimkHa oOmamath AMC, 94TOOBI OBITh MAaKCHMAIBHO YCTOWYHBOW K
JeCTaOUIN3UPYIOIUM BO3/IEHCTBHUSIM Ha HEro?
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10. Kak um c ydeToM 4Yero NpPOM3BOIUTCA OIIEHKAa BEPOSTHOCTH JECTAOMIN3UPYIOILETO
BO3JICUCTBHUS HAa OOBEKT 3aIUTHI TPH npoekTupoBannu ANUC?

Tema 1.5. IIpuHUUNBI  NPOrpaMMHO-ANNAPATHOH  3amUTHI  MHGOpPMANMM  OT
HECAHKIIHOHMPOBAHHOIO J0CTYIIA

1. Kakue cCymecTByl0OT OCHOBHBIE TIpyNIbl IPOrpaMMHO-AINIAPATHBIX CPEJICTBA 3aLIUThI
nHdopmanuu?

2. IIpuBenute npumepsl cpencts 3amuTsl oT HCJl B MHGOpMAaLMOHHBIX ceTsX?

3. B uem 3axmrouaeTcst mpuHIUMI pabOThI MporpaMMHoO-anmnapaTHoit cuctrembsl KPUIITOH ?

4. Kakwue 3amaun pemaer cucrtema kpunrtorpapudeckoit 3amutsl napopmanuu (CK3U1) «Bepba-

5. Kakue ocHOBHBIC ()YHKIIMH BBIMOJHAIOTCS MPOTPAMMHO-AINAPAaTHBIMU CPEACTBAMH 3aIIUTHI

6. Kak perucrpanus coOpituii (ayaut) nomoraet npotuBoctosate HCJ(?

7. Kak pasrpannuenue qocryna momoraetr npotuBoctosatb HC?

8. Kak naentudukanus u ayreHTU(UKALIUS MOIb30BaTeneil momoraer npotuBoctosste HC/L?

9. Kakum nmpunIunam goimxHa yaoBiaetBopatbh AVUC, yto0sl 3¢ dexktrBHO mpoTuBocTosiTh HC/L?

10. Ilo kakUM METOIMKAM M KPHUTEPHUSM OIICHWBAeTCA BO3MOXKHOCTH AMC mpOTHBOCTOSTH
HCA??

Pa3nes 2. 3amuuTa aBTOHOMHBIX AaBTOMATU3HPOBAHHBIX CHCTEM

Tema 2.1. OCHOBBI 321U THI ABTOHOMHBIX ABTOMATH3UPOBAHHBIX CHCTEM

1. Yro HeoOxommmo obecneunTh Tpu ucnonb3oBaHuu Flash-Bios B aBTOMaTH3MpOBaHHBIX
pabounx mectax Ha 06aze aBTOHOMHBIX [[9BM?

2. Kakoe cpencTBo 3amMTHl TO3BOJSET BBIABISATH HECAHKIIMOHHUPOBAHHBIA JOCTYN (WK
MOTBITKA HECAaHKIIMOHUPOBAHHOTO JOCTYIA) K pecypcaM aBTOHOMHOM aBTOMaTU3UPOBAHHON CHUCTEMBI?

3. Kakumu kagectBamu 10JKHA 00J1aaTh aBTOHOMHAsI aBTOMATH3HPOBAaHHAs cucTemMa?

4. TlepeurcnuTe OCHOBHBIC ACTIEKTHI 3aIIUTHl ABTOHOMHBIX CUCTEM

5. IlpuBenure mnpuMepsbl MPOrpaMMHO-ANNAPATHBIX CPEACTB 3alllUThl, KOTOpPbIE MOTYT
HCII0JIb30BAThCS JIJI1 aBBTOHOMHBIX aBTOMATU3HPOBAHHBIX CUCTEM

6. Ilepeuncnure OCHOBHBIC KATETOPHH MEPOIPHUITUN, CHOCOOCTBYIONINE 00SCIIEYCHUIO 3AIIUTHI
AC

7. Yro sBnsieTcss HauboJiee BAXKHBIM 00beKTOM 3amuThl B UC?

8. B dueMm mpeumyImiecTBa M HEIOCTAaTKH aBTOHOMHBIX aBTOMAaTHU3WPOBAHHBIX CHUCTEM C TOYKH
3pEHHUSI UX 3aIUTHI?

9. Ilo kakuM MeETOOUKaM U KpPUTEPHSIM OLIEHWBAETCS CTEMEeHb 3allUThl ABTOHOMHBIX
aBTOMATHU3UPOBAHHBIX CHCTEM?

10. CnocobcTByeT M YCWJIEHUIO 3allUThl ABTOHOMHBIX aBTOMAaTU3MPOBAHHBIX CHUCTEM
UCIONIb30BaHue Hectanaaptaoro [10?

Tema 2.2.3ammra nporpamMm ot U3y4eHust

1. Kaxue MeToasl HCHOIB3YIOT AJIS 3aLIUTHI IPOTPaMM OT U3yueHuUs?

2. Tlo oTHOIIEHHUIO K KAaKUM TpoIleccaM JOJKHA OBITh YCTONYMBA 3allUIIIeHHAs TporpamMma’?

3. Kakwue cymecTBytoT Hanbo1ee U3BECTHBIE CITOCOOBI 3alIUTHI IPOTPAMMBI OT TOJTYYECHHUS KOJa
MIPOrpaMMbl Ha SI3bIKE€ HU3KOTO YPOBHs?

4. Kaxkue cyiecTByOT Hau0oJie€ WM3BECTHBIE CIOCOOBI 3alIUTHI MPOTPaMMbI OT pabOTHI O
KOHTPOJIEM OTJIaUHKa?

5. Kakune koMIOHEHTHI JOJKHA BKJIIOYATh 3all[UIllaeMasi OT UCCIIeIOBaHUs porpamma?

6. B udem cocToAT oTpHLIaTEIbHBIE MOMEHTHI 3aIUTHI IPOTPAMM OT U3yUYeHUS?

7. Kak onieHuBaeTcs aieKBaTHOCTb YPOBHS 3aIMTHI OT U3yUEHUs AJI1 KOHKPETHON POrpaMMbl?

8. Kareropuu xkakux mporpaMM HeOOXOIMMO 3alUIIATh OT U3yUEHHs?

9. HwmeroTcs M KaKMe-TO CTaHIAPTHI Ha 3aIIUTY MPOTPAMM OT HU3ydeHHS?

10. Kak npoucxoauT BEIOOp METOAOB U CPEJICTB 3aIUTHI IPOTPAMM OT U3ydeHUs?

Tema 2.3. BpeaonocHoe nporpaMMHoe obecnedyeHue

1. Kakwue THIBI MpoOrpamMm SIBISIFOTCSI BpEJOHOCHBIMU ?
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2. Yrto sBNsETCA KPUTEPHEM BPEIOHOCHOCTHU MPOrpaMm?

3. Uro Takoe ceTeBbie UepBU?

4. Kak Ha3pIBaeTCs TUI BPEIOHOCHOW MPOrpaMMbl, KOTOpas MOJMEHSET co00il 3arpys3ky
HEKOTOPBIX MPOrpaMM IpH CTapTe CUCTEMbI?

5. Kakoii Tun Bupyca nopaxaer J0KyMEHTbI?

6. Kakue TUIBI BUPYCOB ONACHBI TOJIBKO MpH padoTe B ceTn?

7. Uro Takoe u Kak padoTaeT mporpamMmma-mudpoBaIbITIK?

8. Uro Takoe u Kak padoTaeT puIIMHTOBas Mporpamma’?

9. Uro Takoe u Kak paboTaeT mporpaMmma-BeIMOTaTENh?

10. Yto Takoe u kak paboTaeTr mporpamma-Imiuon?

Tema 2.4. 3ammTa NporpaMMm M JaHHBIX OT HECAHKIIMOHUPOBAHHOI0 KONIMPOBAHUS

1. Kakue ocHoBHbIe Mepbl 3amuThl oT HCK cymecTByroT?

2. B kakom BHJe peain3yeTcs 3aliuTa MporpaMM, YCTAHOBJICHHBIX Ha KECTKOM JHCKe?

3. B uem cocTOAT OCHOBHBIE MOTUBBI CO3JAaHUS M MCIIOJIB30BaHMUS CUCTEM 3alllUThl OT
KOIIUPOBaHUs?

4. IlepeunciauTe HEKOTOpbIE OCHOBHBbIE TPEOOBAHUS, NMPEAbSBIAEMbIE K CUCTEME 3aLUTHI OT
KOIIUPOBaHUsA?

5. B kakoMm Buze peanusyercs 3aliuTa OT KONMMPOBAaHUS (PaioB, HAXOIAIIMXCS HAa ChEMHBIX
HOocUTENSAX?

6. IlpuBenure npuMepbl MIPOrpaMMHBIX CPEACTB 3aLIUTHI OT KOTUPOBAHUS

7. TIpUBEIUTE MPUMEPHI aAlMAPaTHBIX CPEICTB 3ALUTHI OT KOIMPOBAHUS

8. Kakue kpuTepuu UCIONB3YIOTCS JUIsl OLIEHKH 3((HEKTUBHOCTH 3aLUTHI OT KOIMPOBAHUSA?

9. Ha ocHoBe 4ero npou3BOIUTCS BEIOOP CPEICTB 3AIIUTHI OT KOITMPOBAHUS?

10. Kakue nporpaMMsbl WK AaHHbIE TPEOYIOT 3aIUTHI OT KOMUPOBAHUS?

Tema 2.5. 3ammTa nHGpOpMALMH HA MAIIMHHBIX HOCHTEJISIX

1. U3 kakux MeponpuaTuil COCTOUT IMpOLEAypa 3alIUThl MAIIMHHBIX HOCUTENIeH MH(opManuu
(3HN)?

2. Kak Ha3biBaeTcs nHGOpMaLUs WIM HOCUTENb HH(POPMALUK, WIM HHPOPMALMOHHBIN Mpolece,
KOTOpPBbIE HEOOXOMMO 3aIUIIATh B COOTBETCTBHUU C IMOCTABICHHOM LENbIO 3alIUTHl HH(OpMAIn?

3. Ecmu B AC paGotaer oJuH MOJIb30BaTeNb, KOTOPBIM JOMYyIIEH KO Bcel MHpOpMaLUU U 3Ta
uH(popMalysg pa3MelleHa Ha HOCUTENIX OJHOTO YpPOBHS KOH(QUACHIMAIBLHOCTH, TO K KaKOM TpyIe
otHOocuTcs Takast AC ?

4. Kakag wuHpopMamusi MOXKET MHCIONb30BAaThCS MpPU ydyeTe MAIIMHHBIX HOCHUTENeH
uHpopmanuu?

5. Kakoe u3 nporpaMMHBIX CPEICTB MO3BOJISIET BHIOIHITH IOUCK OCTaTOUYHON MHPOpPMALIUU HA
MAaIIMHHBIX HOCUTEIIAX, & TAKXKE Yy4E€T HOCUTEIEeH?

6. Yrto 0OBIYHO OroBapHBaeTCsi B OOJBIIMHCTBE THIIOBBIX MHCTPYKLWH MO 3aIUTEe MAITMHHBIX
HocuTenel nadopmaruun?

7. Ha xakue TUIBI OAPA3ACIAIOTCS MAITMHHBIE HOCUTETN HHGOpMAITIH?

8. Kakue Hocutenu wuHpopManuu Oojee MOABEPKEHBI TEXHOTEHHBIM JIECTPYKTHBHBIM
BO3JICHCTBUSAM IO OTHOIICHUIO K XpaHUMON UH(pOpMaIu?

9. Kakue Hocurenu wuHpopManuu Oosee MOJBEPKEHbI JECTPYKTHUBHBIM BO3AECHCTBUSM,
BBI3BAHHBIM UE€JIOBEKOM 10 OTHOILIEHUIO K XpaHUMOW nHpopmanun?

10. IlpuBeaute mpuMep HOPMATHUBHOIO JOKYMEHTa IO 3aIluTe MHPOpMAlMHU Ha MAaIlMHHBIX
HOCHUTEJISIX B TUIIOBOM O(HUCE TOCYUPEkKICHUS

Tema 2.6. AnnapaTHbie cpeACTBAa HICHTH(PUKALMYN H ayTeHTH(UKAIIUH 10JIb30BaTe el

1. Kax Ha3biBaeTcsi yCTpOMCTBO (THUN YCTpPOWCTBA) Ui HAEHTU(UKAIMU TOJIb30BaTelNeH,
npeJcTaBisionee codoif MOOUIbHOE MEPCOHAIBHOE YCTPOMCTBO, HAIOMUHAIOIIEEe MAJICHbKUI meimKep,
HE TPUCOEIUHAEMbII K KOMITBIOTEPY U UMEIOLIUI COOCTBEHHBIN UCTOYHUK MUTAHUS?

2. Kakue ObIBatOT BUJIbI CMapT-KapT 110 TEXHUYECKOMY UCTIOJIHEHUIO?

3. Kakwue ycrpoiicTBa MOTYT pa3inu4aThCcsi MEXIy co000i (pU3MUECKH, HO BBIMONHATH OJHY H TY
ke (QYHKIMIO U UMETh MOJOOHBIN MPUHIIMIT ASUCTBU?
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4. Kakoe u3 yCTpOHCTB HaIle Bcero uMmeet Gopmy Guai-namsTu?

5. Kakue cucrembl OMOMETPUUECKON UACHTU(PHUKALIMN ABJISIFOTCA HAaUMEHee 3aTpaTHbIMU?

6. Kakum o00pa3oM MOXHO YCWIHTh CTENEHb 3allUTHl BO BpeMs ayTeHTH(HUKAIUU
I10JIB30BATEJIEH IIPU UCIOIb30BaHUU TOKEHOB WM CMapT-KapT?

7. Kakoe U3 U3BECTHBIX BaM yCTPOICTB ayTeHTH(HUKAINU SBISIETCS HanOosee Hale)KHbIM?

8. B uem ornuuune Pyrokena ot E-Tokena ?

9. Kakas oco0eHHOCTh pabOTBI CO CMapT-KapTaMH SIBISIETCS OJHOBPEMEHHO HEJOCTAaTKOM H
JOTIOJIHATEIBHBIM 3JIEMEHTOM 3aIlUThI?

10. B yem HemoCTaTKu OMOMETPUYECKHX CHCTEM HICHTU(UKAINK, PabOTArOMIMX HAa OCHOBE
CKaHMpoBaHUs (HOPMBI U pazMmepa Jula, ronoca?

Tema 2.7. Cucrembl 00HApYKeHHS aTaK M BTOP KeHUIl

1. Ilo xakum mapaMeTpaM MOXET TIpyNINUPOBaThC UHPOpMalMs, IOJyuyeHHas o0
nH(OPMAIIMOHHON aTaKe aHATU3UPYIOIIUM CEPBEPOM?

2. Jlns 4ero MCIoJb3yHTCs IPOTOKOJIbHBIE CUCTEMbI OOHAPY)KEHUS] BTOPKEHUNA?

3. Yo BKIIIOUAET B ce0sl apXUTEKTypa CHCTEMbI O0OHAPYKEHUS BTOPIKEHUH?

4. Tlomkmoyasch K uYeMy ceTeBas CHUCTeMa OOHApYXEHHs BTOPXKEHHUH MOJydaeT IOCTyN K
ceTeBoMy TpaduKy?

5. Kakux Bu0B CyIIECTBYIOT CUCTEMBI OOHAPYKEHUS BTOPKEHUNA?

6. Kakum 00pa3oM MOKHO MOAETHPOBATH IPOBEICHUS aTaKku?

7. Kakue cymiecTByIOT METObl OOHAPYKEHUSI BTOP)KEHUI?

8. [IlpuBenute nmpuMep aKTUBHBIX U TACCUBHBIX CHCTEM OOHAPY)KEHUS BTOPKEHHIHA

9. Kakue cymiecTByIOT CTaHIapThl B 00JIaCTH CUCTEM OOHAPYKEHUSI BTOPIKEHUI?

10. Kak ouenuBaercs 3pPEKTUBHOCTh CUCTEM OOHAPYKEHHSI aTaK M BTOPKCHUN?

Pa3znea 3. 3amura undgopmanum B JJIOKAJIbHBIX CETAX

Tema 3.1. OcHOBBI NOCTPOEHUSI 3AIIIUIIIEHHBIX CeTei

1. Yro npexncrapisier coOO0H KOHTPOJIb 3aLUILEHHOCTH HHPOPMALIMOHHOH ceTH?

2. B kakoil momuTuke 0€30MAaCHOCTH I JIOCTyIa K JIIOOOMY 3alliIiaeMoOMy OOBEKTY CETH
IIPUMEHSIETCA 3alPETUTEIBHOE ITPAaBUIIO: BCE, UTO HE PA3PELICHO SIBHO — 3alIPEIICHO?

3. KaxoBo ocHOBHOE Ha3HaUEHHE MEKCETEBOTO AKPaHa B 3AIIUIIICHHOW HHPOPMALIMOHHON ceTH?

4. TlpuBenute mpUMep CUCTEMbI aHAJIN3A 3ALIUILIEHHOCTH CETU?

5. Ha kakom sTame paboTarOT MEXaHU3MBbI 3aIIUTHI, PEAIM30BAaHHBIE B MEXKCETEBBIX JKpaHax,
cepBepax ayTeHTU(HUKAIMH, CUCTeMaxX pa3rpaHUdeHus 1ocTymna’?

6. Kakue BuapI 32U THI TOJDKHBI IMETh CEpBEpa KOPIOPATUBHOM ceTH?

7. Kakue BubI 3aIIUTHI JOJKHBI IMETh paboune CTAaHLIUU KOPIIOPATUBHON ceTn?

8. Kakum TpeOoBaHUAM JTOJDKHA YAOBJIETBOPATH KaOeIbHAasi CHCTEMa 3aIIUIICHHBIX CeTei?

9. Kakue npoTOKOJIBI JOJDKHBI HCIOJB30BAaThCS MPH OOpalleHMH K KOpPIOpaTMBHOMY BeO-
CepBepy B 3alUIICHHBIX CETAX?

10. IlpuBeauTte mpuMepsl CTAaHIAPTOB HA MPOEKTUPOBAHUE KOPIOPATUBHON 3aIIMIIIEHHON CeTH

Tema 3.2. Cpeacra opranusauuu VPN

1. Tlpu normyeckom rpynnupoBanuu B BUpTyasibHbIX JIKC Kakue MCHONB3YIOTCS MPOLEAYpPHI
yIpaBieHUs TaKeTamMu?
Ha xaxom yposae monenu OSI ctposrtcs Hanbosee pacripoctpaHeHHble VPN-cuctembr?
Kakas Tononorus peanusyercst B BAPTyaJIbHOM 4acTHOW ceTu?
C kaxoii 1enbo yacTo ucrnosb3yroresd VPN Tuna «Mapupyruzarop—mapupyTuzaTopy»?
Ha ocHoBe 4dero crpositcs anmapaTtHbie ceth VPN?
B uem ocHOBHOM IIpUHLKI A€HCTBYS U co3ganust VPN?
Kaxkune npoTokomsl ucmnomnb3ytores B padbore VPN?
B yem npeumymiectsa u HeocTaTku 061auHbIx VPN-cepBrcos?
[IpuBeaute mpuMep OOJAYHBIX CEPBHCOB, C MOMOMIbIO KOTOPBIX MOKHO OY€Hb OBICTPO
co3/1aTh I'IOI[O6I/I€ VPN, nanpumep, U1 3a1a4 yJQIEHHOTO 10CTYIA.

10. Ha 6a3e xakux OC moxxHO opranuzoBatb VPN-cepBep npeanpustus?

Pa3nen 4. 3ammra undgopmanum B ceTsix 001ero Jocryna

©CoNoORWN
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Tema 4.1.00ecnieueHne 6€301aCHOCTH MeKCETEBOI0 B3aMMOAeiCTBUS
1.YTo Takoe MexxcereBoe dkpanupoBanue? Kakue GyHKIIMHM OHO BBITOTHSACT?
Uro sBISETCS cCaMbIM IJIABHBIM B HACTPOMKAX MEKCETEBOr0 dKpaHa (Opanamayaspa)?
[lepeuncnure OCHOBHBIE MOJOXKEHUS MOJTUTUKH CETEBOI 0€30M1aCHOCTH.
Kakue ObIBarOT TUIIBI MEKCETEBBIX IKPAHOB?
Kakue TpeboBanus mpeabsaBiIsIOTCS K MEXCETEBbIM 3KpaHaM?
[lepeuncnure TUIIBI MEKCETEBBIX SKPAHOB U UX OCHOBHBIE XaPAKTEPUCTUKH.
Chopmynupyiite noHsTHe «Opanamaysp».
Uro ¢uxcupyert xKypHas 6€301macHOCTH OpaHaMayspa?
Kakoii mpoTokon obecrieueHus: ceTeBoil 0€30MacHOCTH SIBIISIETCS 4acThio mpoTokoina [PSec u
BBIMOJIHACT (YHKIMKM OOecreueHus] IeIOCTHOCTH JAaHHBIX, 3allUThl OT MOBTOPEHUS JaHHBIX,
YAOCTOBEPEHUSI NCTOYHHUKA JAHHBIX ?

10. Kakoif KOMIIOHEHT 3allUThl KaK MHHUMYM JOJDKCH IPUCYTCTBOBaTh B JIOKAIBHBIX U
KOPIOPAaTUBHBIX CETAX /s oOecrnieueHus: HHGOpMaIMOHHOM Oe30macHoCcTr?

Pa3nes 5. 3amura nngopmanuu B 6a3ax JaHHbBIX

Tema 5.1. 3amura undgopmanun B 6a3ax JaHHBIX

1. CosznmanHas KakuM METOJOM KOIHUs 0a3bl JaHHBIX TMO3BOJISIET BOCCTAHOBUTH HH(OpMaIUIO
nosiHocThio Ha 100% mipu c6oe B 1100601 MOMEHT BpeMeHu?

2. Uro sBISETCS CaMbIM HAJICKHBIM CIIOCOOOM 3allIUTHI JAHHBIX OT MoTepu B bJ1?

3. MOXHO 71 MOJIeIb TIOJIHOI'O BOCCTAHOBJICHHUSI UCIIOJIB30BaTh Il padouei b1, comepxkarieit
KPUTUYECKH BaXXKHBIC JaHHBIC?

4. MoxeT U mpocTas MOJIeNIb BOCCTAHOBIIEHHUS! UCIOIb30BaThCs Npu pa3padotke bJl wnu mpu
pabote ¢ 6azamu, KOTOpBIE HE TPEOYIOT YaCTOTO PEAAKTUPOBAHUS?

5. B 4eM OCHOBHbIE HallpaBJICHHUS 3aIUTHI B 0a3ax JTaHHBIX?

6. Kak peamusyercsi ¢usmdeckass U JIOTHYECKas LEIOCTHOCTh 0a3bl JaHHBIX Ha mpumepe MS
Access?

7. Kakue ObIBatoT TUIIBI pa3pellieHUI Ha JOCTyM K 0a3e JaHHBIX Ha npumepe MS Access?

8. Kak peanusyercs 3amura 6a3pl JaHHBIX HAa YPOBHE Iapoiisi, Ha YpPOBHE IOJIb30BATENsl Ha
npumepe MS Access?

9. Kakum o6pa3zom noipKHA OBITH OOEcIieueHa ceTeBas 3ammura ceppepa bJ1?

10. Kakue cymecTByIOT CTaHIapThI Ha KauecTBO 3amuThl b/1?

Pa3znen 6. MOHMTOPHMHI CHCTEM 3aIIMTHI

Tema 6.1. MOHMTOPHHT CHCTEM 3aIIIUTHI

1. B xakux HampaBlIeHHUSIX MOXXHO pPa3BUBATh CHUCTEMY MOHHMTOPHMHTA JCWCTBUN MO 3alluTe
KOH(uaeHIManbHON nHpopmanun?

2. SBnsercss NAM TMOCTPOCHHE CHCTEMBI MPEAOTBpAIICHUS YTEUeK MalbHEHIIUM pa3BUTHEM
CUCTEMbl MOHUTOPHUHTIA JEHCTBUI 1O 3a1uTe KOHpUACHIMaIbHOU nHopmanun?

3. Kakoe anmapatHoe oOecnieueHne WHGOPMALMOHHON CHUCTEMBl TMOMJISKUT 3aIIUTE M
MOHHUTOPHHTY?

4. Kakoii MexaHU3M TOJOTYETHOCTH TMOJIb30BATENEH TMO3BOJSET BBIMOIHATE MOHUTOPUHT
HapyILIeHUH LeI0CTHOCTU HHpOopMauu?

5.  Uto MOXeT BKIIIOUYaTh B c€0s1 MOHUTOPUHT CHCTEM 3alIUThl HHGOpMAIUU?

6. Kak peanu3yercss MOHUTOPUHT CUCTEM 3aIIUTHI TOMEIICHU?

7. Kak peanu3yercsi MOHUTOPUHT CUCTEM 3aIIUTHI CETU?

8. Kak peanu3yercsi MOHUTOPUHT CUCTEM 3allIUTHI CEPBEPOB?

9. Kak peanuzyercss MOHUTOPUHT CUCTEM 3aAIIUTHI paOOYHMX CTAHIIHIA?

10. Kak u KeM OCYIIECTBIISIETCS AyIUT CPEJICTB MOHUTOPHHTA CUCTEM 3aIUTHI?

Tema 6.2. U3y4enune Mep 3amuThl HHpopManuu B ”HGPOPMAIMOHHBIX CHCTEMAaX

1. OrHocutcs Inu miIaHUpoBaHUE OecriepeOONHON paboThl oOpraHu3aluid K KIIOYEBBIM
WHIUKATOpaM B METOJAMKAX OIEHKM TMPUHAUMAEMBIX Mep IO OOeCHeueHnu0 HHPOPMAIHOHHON
6e3omacHocTH?

CoNoA~WNE
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2. Ha 4yem OCHOBBIBaeTCS MOIXOJ K aHATU3y U OLIEHKE MPUHHUMAEMBIX MEp MO O0ECIeUEHUIO
nH(popManMoHHOM 6e30macHOCTH?
Kakas meToauka siBIsieTcs caMOil BaKHOW IIPY BRIOOPE KOHKPETHBIX 3aIMUTHBIX Mep?
3a cyeT Kakux TUIIOB Mep obecrieunBaeTcs HHGOpMalMOHHas 0e30MacHOCTh?
UYro ciieyeT yuYuThIBATh IIPU aHAIN3€ CTOMMOCTH 3aLIUTHBIX Mep?
B yem coctout BHemHss 6e3onacHocTs UC?
B 4em cocrout BHyTpeHH:s 6e3onacHocTs C?
ChopMynupyiiTe OCHOBHBIC IPUHITUITBI ITOCTPOCHHS crcTeM 3amuThl MC
KT0 1 Ha 0OCHOBaHMU Y€ro OLIEHUBAET a/IEKBATHOCThH BHIOpaHHBIX Mep 3amuTsl UC?

10 Uto OTHOCHUTCS K MpoLeaypHbIM MepaM 3anutbl 1C?

Tema 6.3. U3yuyeHne coBpeMeHHBIX POrPaAMMHO-aNNAPATHBIX KOMILIEKCOB.

1. Kak na3piBaeTcst aOCTpakTHOE OMHMCAHHME KOMILJIEKCAa MPOrpaMMHO-TEXHUYECKHX CPENICTB U
OpPTraHU3aIMOHHBIX MEP 3aLIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYyNa K HH(opMariu?

2. [Ilepeuucnute THUIOBBIE METOJbl M3YyYEHHUS COBPEMEHHBIX MPOrpaMMHO-aIapaTHBIX
KOMIIJIEKCOB B YCJIOBUAX YU€OHOTO 3aBEICHUS

3. llepeuncnuTe THUIOBBIE METOABI HM3YYEHHUS COBPEMEHHBIX IPOTrPAMMHO-ANIMAPATHBIX
KOMIUIEKCOB B peaJIbHbIX Pad0uUX YCIOBUAX

4. Tlpu KaKOM METOJe U3yUeHHUs JOCTUTACTCS HAUMTYUYIIHi 2PPEeKT Mpu U3y4eHUU IPOrpaMMHO-
anmnapaTHOro Komiuiekca?

5. Ha xoro Bo3iaraeTcst OTBETCTBEHHOCTh 32 UCIPABHOCTh U MPABHIBHYIO Pa0OTy MPOrpaMMHO-
anmnapaTHOro KOMILIEKCa IOCie U3yueHUs?

6. C Touku 3peHus MporpaMMHO-amnmapaTHoro kommiiekca SecretNetStudio M3 CKONBKHX
YpOBHEH COCTOUT KOMIUIeKcHas 3amura UC?

7. TlepeuncnuTe OCHOBHbIE HA3HAUYECHUS U BO3MOKHOCTH Mpuiiokenus MaxPatrol

8. [Ilepeuncnure OCHOBHBIE Ha3HA4YEHUS M BO3MOXHOCTH mpmioxenus InfoWatch Traffic
Monitor

9. Uro Takoe DLP cuctemsr?

10. I[IpuBeauTte mpuMepsl MPOrPAMMHO-ANIAPATHBIX AHAJTM3aTOPOB CETEBBIX MPOTOKOJIOB

Omuemot no 1ad6opamopuvim u (Uu) NPAKmMuUYecKum 3a0anuam(oaiee emecme - 3a0aHUA):

[To xaxxoit paboTe oOyyarorecs CaMOCTOSATEIbHO O(POPMIISIFOT OTUYETHI B 3JIEKTPOHHOM popmare

Coneprkanue oTyeTa:

1. Tema paGoThlI.

2. 3amauu 3aJaHUs.

3. Kparkoe onrcanue xo/a BHITOIHEHUS.

4. OrtBeTbl Ha 3aJaHUSl UM MOJYYEHHbIE PE3YJIbTAaThl 10 OKOHYAHUU BBIIIOJIHEHUS paboOThI (B
3aBUCUMOCTH OT 33/1a4, OCTABJICHHBIX B II. 2).

5. BriBomgsl

Kpurepuu onieHuBanus:

- 60 — 100 6amI0B — MU PaCKPHITHH BCEX PA3JICIIOB B TIOJHOM 00beMe

- 0 — 59 GamnoB — mpU PACKPLITHH HE BCEX pPa3AenoB, JHOO mpu O(GOpPMIECHUU paslieioB B
HEMOJHOM 00beMe.

Komnuectso 6ayuros|0-59 60-100
[Ixana onenuBanus |He 3auteHo 3aureHo

©CoN kAW

Ilpouedypa 3augumol omuemos no 3a0aHUAM:

O1eHOYHBIMU CPECTBAMH JUIsl TEKYILETO KOHTPOJIS IO 3alUTE OTYETOB SABISAIOTCS KOHTPOJIBHBIE
Bonpockl. O0yyaromumMes OyeT YCTHO 3a/1aHO JIBa BOIPOCa, Ha KOTOPbIE OHU JTOJIKHBI AaTh OTBETHI.

Hanpumep:

1. B uem cocrout BHeuHss 6e3omacHocts UC?

2. B udem cocrout BHyTpeHH:s 6e3onacHocTh C?

Kpurepuu oneHnBaHus:

- 90-100 GanoB — Mpu MPaBUIBLHOM H ITOJTHOM OTBETE Ha JIBa BOIIPOCA;
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- 80—89 GanoB — nMpu NPaBUILHOM M ITOJIHOM OTBETE Ha OJMH W3 BOIPOCOB U MPABUIBHOM, HO HE
MIOJTHOM OTBETE Ha JIPYroil U3 BOIPOCOB;

- 60—79 6amioB — nMpu MPaBUIHLHOM U HETIOJTHOM OTBETE TOJILKO HAa OJIMH M3 BOIIPOCOB;

- 0-59 6an0B — IpU OTCYTCTBUH NPABUWIBHBIX OTBETOB HA BOIPOCHL.

Kommuectso 6ayuros|0-59 60-79 80-89 90-100
[[Ixana oleHUBaHUS HEY/T yIOBJI XOPOIIO OTIUIHO

Ilpumepnuolii nepeuens 3a0anuii:

1. 3a0anue k npaxmuueckomy 3anamuio 1.2.1. O630p HOPpMAMUBHBLIX NPAGOGLIX AKHIOG,
HOPDMAMUGHBIX MEmMOOUYECKUX 0OKYMEHmMO8 no 3auiume undopmayuu, 8 cocmag KoOmopwvlx 6xo0am
mpedosanus U __peKkomeHoauuu ho 3awiume uHpopmauuu npocpamMMHLIMU U NPOPAMMHO-
annapamusimu_cpedcmeamu. Paboma ¢ codepicanuem HOpMamugHbvlX NPAGOBHIX AKMO8.

3aoanue 1. OnipenenuTb HOPMATUBHBIE METOJWYECKUE JOKYMEHTBI, B COCTaB KOTOPBIX BXOJIAT
TpeOOBaHUSI M PEKOMEHJAIMU I10 3allUTe MHPOPMAIMKU MPOrPaAMMHBIMU U MPOTPaMMHO-aIIapaTHBIMU
CpEICTBaMH.

3aoanue 2. Uzyunts O3 «O06 wundopmanuu, MHPOPMAIMOHHBIX TEXHOJOTHSX M O 3alluTe
uHpopManun». Beimucats TpeOOBaHUS M PEKOMEHIAINMU IO 3aIluTe MHOOPMAIMH MPOTPAMMHBIMH H
MIPOrpPaMMHO-AIIAPATHBIMU CPEACTBAMH.

3aoanue 3. 3yuuts npukaz @CTIK Poccun ot 18 ¢epans 2013 r.; 21 «O06 yrBepxaeHUU
coCTaBa M COJECp)KaHUS OPTraHU3AIMOHHBIX M TEXHHUYECKUX Mep Mo obecredeHuro 0e30macHOCTH
MEPCOHATBHBIX JAHHBIX NMPH X 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMAX IMEPCOHAIBHBIX JaHHBIXY.
Breimucate TpeOoBaHUA UM PEKOMEHIALMU MO 3amuTe MHPOpPMAIUH MPOrPaMMHBIMH U MPOrPaMMHO-
anmapaTHbBIMUA CPEACTBAMHU.

3aoanue 4. 3yunth TUIIOBbIE TPEOOBAHUS 110 OPraHU3AIMH U 00ecTIeYeHUIO (DYHKITMOHUPOBAHUS
m(poBaIbHBIX (KPUNTOTpaUUECKNX) CPEACTB, MPEAHA3HAYCHHBIX IS 3allMThl WH(OpMauu, He
coJZiep>Kalleil CBeIeHUH, COCTABJSIONIMX TOCYIapCTBEHHYIO TailHy B Cllydyae UX HCIOJIb30BaHUS I
obecriedeHrs: 6e30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPH X 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaX
MEPCOHANBHBIX JIAHHBIX, YTBep:kaeHHbIe pykoBoAcTBOM LlenTpa ®Ch Poccun 21.02.2008 Ne149/6/6-622.
Bemmcats TpeOoBaHMS W PEKOMEHIAIMH IO 3allUuTe WHPOPMAIHUU TPOTPAMMHBIMH M IIPOTPAMMHO-
anmnapaTHBIMU CPEJICTBAMHU.

PesynbraTel 3aKCHPOBATH B OTYETE.

2. 3adanue Kk npakmuueckomy 3anamuro _1.2.2. Q030p cmanoapmos. Paboma c cooeprcanuem
Cmandapmos

3aodanue 1. Brimucatb rocyapcTBEHHBIE CTaHIAPTHI B 00J1aCTH HH(POPMAIIMOHHON 0€30MacHOCTH.

3aoanue 2. Beimucath MeXayHapOAHbIE CTAHIAPTH HHPOPMAIIMOHHOM 0€30MacHOCTH.

3aoanue 3. zyunts I'OCT P HNCO/MOBK 17799-2005 «HpopManmoHHass TEXHOJIOTHUS.
[IpakTudeckue mnpaBuia ympaBieHUs HH(POpPMAIMOHHONM Oe30macHOCThIO». Brimucath TpeOoBaHUS U
PEKOMEH/IAINH TI0 3aIUTe HHPOPMAIIH POTPAMMHBIMHU U TIPOTPAMMHO-ANTIapaTHEIMK CPEICTBAMH.

Pesynbratel 3adukcupoBaTh B OTUETE.

3. 3adanue K _npaxkmuueckomy 3auamuiro 1.3.1. Yuem, oOpabomka, xpanenue u_nepeoaua
ungopmauuu 6 AUC, QOzpanuuenue oocmyna _Ha__6x00 6 cucmemy., Hoenmugpuxkauus u
aymenmudukayus nonvzoeamenei, Pazepanuuenue docmyna.

3aoanue 1. I3yauthb TEXHOJIOTMM ydeTa M XpaHeHHs uHdopmanuu. Omnucarb, Kak MPOUCXOIUT
cbop u peructpanus qaHHbIX. HazoBuTe 0CHOBHBIE TpeOOBaHUS K COOPY JAHHBIX U K XPAHUMBIM JTaHHBIM.
[lepeuniciute OCHOBHBIE CpeACTBAa cOOpa TEKCTOBOW, TpadruecKoil, 3ByKOBOW W BHUACOUH(POPMAIIHH.
Kakwue eme cpeacta cOopa nHGOpMaIu BaM H3BECTHBI?

3aoanue 2. VI3yuuTh TeXHOJOTHMUECKUH mporecc o0paborku uHpopmauuu. [lepeuncnauts u
OXapaKTepU30BaTh TEXHOJIOTHYECKHE MPOIIECCHI IMpolecca 00padoTku nHpopMaiuu. B uem 3akimrogaercs
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pasnuyre MeXay LEHTPAIM30BAaHHBIM M JCLEHTPAIN30BaHHBIM crioco0amMu o0paboTku HH(popMaruu?
Kaxkue pexxumbr 00paboTku nHPOpMAIIUKM BaM U3BECTHBI?

3aoanue 3. I3yduTh TEXHOJIOTMM Tepelayd W TpeAcTaBieHuss HHPopmanuu. Onucarb, Kak
MIPOMCXOIUT Mepeiaya TaHHbIX.

3aoanue 4. Ilponymarh 1 cO3/1aTh TEXHOJIOTHUIO Y4eTa U OTPAOOTKH 3asSBOK Ha BBHITIOJHEHHE paboOT
[0 PEMOHTY KOMITBIOTEPHON TEXHHKHU B CaJOHE [0 PEMOHTY KOMIIbIOTEpHOro obopynoBaHusi «CepBuc-
TEXHO». Pe3ynbTaT BRINONTHEHUS 3a1aHUsI OPOPMHUTH B BHJIC TAOIUIIBL.

3aoanue 5. Vicnonb3ysl TEXHOJIOTUU TOWCKA MH(OPMAIIMU, HAWNIUTE PAa3HUILY MEXAY TepMUHAMU
“XpaHeHue” U “COXpaHEHUE JAHHBIX .

3adanue 6. Vicionw3ys cpencrBa MHTepHeTa, mepeyUCInTe YCTPOWCTBA 3AIMThl TEXHUYECKUX
YCTPOUCTB MH(OPMATH3AIMH OT U3MEHEHHUS HANIPSDKEHUS M TOKA UX AJIEKTPOITUTAHUS.

3aoanue 7. O3HAKOMUTHCS C TEXHOJOTHSIMH CO3JIaHUSI U YIIPABJICHUS YYETHBIMH 3aIUCSIMHU
nons3oBareseir B OC Windows.

3aoanue 8. Co3aiiTe HOBYIO YUETHYIO 3alIMCh MOJI30BATENA C IOMOIIBIO KOMaHHON CTPOKH.

3aoanue 9. Co3naiite yyeTHblEe 3aluCH JJs JBYX pa3HbIX TMoJyib3oBaTene. [ omgHoro
M0JIb30BATENsl MPOBEPHTE JIEHCTBEHHOCTh (iakka — TpeOOBaHUS CMEHBI Mapojsl MOJIb30BATEs MpPU
CJIEYIOILEN PETUCTPALlU B CUCTEME, AJIsl APYTOro — 3alpeT Ha U3MEHEHHE NIapoJIsl 10JIb30BaTEIEM.

3aoanue 10. Coznaiite noKanbHyro rpynny. [loMmecTure B JIOKaIpHYIO TPYNILy CO3JAHHBIX BaMU
10JIb30BATEIEN M aAMHUHUCTPATUBHOIO Moib3oBarens. [Iponenaiite 3To 1BymMs crocodamu: yepe3 OKHO
CBOMCTB IPYIIIbI U OKHO CBOMCTB MOJIb30BATES.

3aoanue 11. Onummre napaMeTpsl JOKATHHON MOJUTUKN 0€30MaCHOCTH OIEPAI[MOHHON CHCTEMBI
Windows:

— KTO UMEET JOCTYI K KOMIIBIOTEPY;

— KaKHe pecypchl MOT'YT UCIOJIb30BaTh MOJB30BATENIN HA KOMIIBIOTEPE;

— BKJIFOYEHHME W BBIKJIIFOYECHME 3aIIMCU JCHMCTBUN IOJIB30BATEIECH WM TIPYIIBI I10JIb30BATEIEH B
KypHaJie COOBITHIA.

3aoanue 12. OnuiuTe napamMeTpsl U 3HaYeHUs napameTpoB [loauTuku naposei.

3adanue 13. Onuumnre mnapaMeTppl W 3HayeHuss napamerpoB  llomuTuku  ydetHou
3anucu. 3adanue 14. smenute mnapametrp «llaponb mobkeH OTBeYaTh TPEOOBAHMSIM  CIOKHOCTH
[Tonutuku maponeii Ha «BxiodeH» W mocie 3TOro mompoOyiTe M3MEHHTh Mapoiib CBOEH y4eTHOU
3anucu. 3aUKCUpyHTEe BCE COOOIIEHUS CHCTEMBI, MPOAHATU3UPYHUTE U BBEIUTE NOMYCTUMBIA HapOJib.
OTOT NapoJb ABJISETCSA PE3YJIbTATOM BBITIOJHEHHS BAILIErO 3aJaHUsl.

3aoanue 15. Ilocne ycnenrHoro BBITTOJHEHUS MPEBIIYIIETO 3aJaHUs, U3MEHUTE MapoJib Ballen
YYETHOH 3amucu, a B KauyecTBe HOBOIO Mapoisl YKaKUTe MNpeXHUH mapoib. Bce coolbmenus
3adukcupyiiTe, IpoaHaIU3UPYHTE U 0OBICHUTE MOBEJCHUE CUCTEMBI O€30TIaCHOCTH.

3aoanue 16. IIpoBenure SKCIEPUMEHTHI C APYTUMHU NTapaMmeTpamu [[0IUTHKY yYETHBIX 3alucen.

3aoanue 17. BeinonHure 3aaHusl.

- Co3paiiTe mamnky, B KOTOPYIO IOMECTUTE TEKCTOBBIM (ailn um mpuioxenue B Buzae (aitna c
pacIIMpeHreM exe, HalpuMep, OJHY M3 CTaHAapTHHIX mporpamMm Windows, Takyr Kak notepad.exe
(bnoknoT).

- YcraHoBHUTE U1l 3TOM NANKW pa3pelieHus: MOJHOro JO0CTyNa JJis OAHOIO W3 MOJb30BaTesel
rpynnsl AJMUHUCTPATOPBl U ONPaHUYEHHBIE Pa3pellleHus Ul MOJIb30BaTENsl C OIPAaHUYEHHON y4ETHOU
3aIHChIO.

- BrimonmHuTe pasnauuHble ASWCTBUS C MAankod M Qaimamu a1 o0eMX YYeTHBIX 3amuced U
YCTAaHOBUTE, KaK JEHCTBYIOT OrpaHHMYEHHUs, CBA3aHHbIE C HA3HAUYEHHWEM YPOBHS JIOCTYIa HIDKE, YeM
TIOJIHBIN JOCTYII.

- VYcraHoBuTe OOLMI [MOCTYn K NAanke W MOJKIOYUTECh K HEW uepe3 CeTb € APYroro
BHUPTYaJIbHOI'O KOMIIBIOTEPA.

- YcTaHoBHTE pa3pelieHust o0IIero J0cTymna Tak, 4ToObl aIMUHUCTPATOP HE UMEJ OTpaHUYEHU, a
10JIb30BATEb UMEJ OTPAaHUYEHHBIN YPOBEHb JOCTYIIA.

- DKCHEepHMEHTAIbHO YOeIWTeCh B BBINOJHEHUWU MpaBuil oObenuHeHus paspemeHuit NTFS u
pasperieHnit o0I1ero 10cTyrma.
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- CocTaBbTE OTYET O MPOBCACHHBIX SKCIICPUMCHTAX.

3aoanue 18. Pa3paboTtaiiTe CTpaTeruio peryaupoBaHusi O€30MAaCHOCTH TIPH KOJUIEKTUBHOM
JOCTYIE K OOIIUM TMankaM JJIsl pa3IMyHbIX TPYII NOJIb30BaTEICH.

Pe3ynbrarel 3adukcupoBaTh B OTUETE.

4. 3adanue k npakmuueckomy 3auamuio_1.3.2. Pecucmpauusa codovimuii_(ayoum)., Konmpois
UeNOCHHOCIU OAHHBIX, YHUYmMOCeHUE 0CMamoUHol UHGopmauuu.

3adanue 1. OnummuTe napaMeTpsl U 3Ha4eHUs napameTpoB [lonuTuku aynura.

3aoanue 2. [IpocMmotpute COOBITHS B KypHale coObiTui. MHpOpMamms 0 KakuxX COOBITHSIX
COXpaHsieTCs B CUCTEMHOM xypHaie? Kakue JaHHble M0 KaXKIOMY COOBITHIO OTOOpaxaroTcs B KypHase?

3adanue 3. Bkirounre ayuT ycrexa U 0TKa3a BCEX [1apaMeTpoB.

3aoanue 4. Briiinute u3 cucTeMbl U NPEANPUMUTE TOMBITKY BXO/a B ONEPAMOHHYIO CUCTEMY C
HEBEpHBIM naposieM. OTKpOHTE KypHa COOBITUN, HAWIUTE COOTBETCTBYIOLIYIO 3aITUCh.

3adanue 5. Ynpanure paHHEE CO3/aHHYIO YYETHYIO 3aluch W 3a(UKCUPYHTE BCE COOBITHS
CUCTEMHOT'O KYPHaJla, CBSI3aHHBIE C ITUM JCHCTBUEM.

3aoanue 6. Co3nath HECKOJIBKO (DAMIIOB, 3alOJHUTh WX JaHHBIMH. Crenath Konuu (aniaoB U
MPOU3BECTH JUIsi HEKOTOPBIX M3 HUX «HE3aMETHBIE» JJIS MoJIb30BaTeneil n3mMeneHus B (aimax. K takum
M3MEHEHHUSAM MOKHO OTHECTH, K IPUMEDPY:

- I3MEHEHHE KOJa 11BeTa O0BEKTOB, B YACTHOCTHU TEKCTA;

- 3aMEHa CUMBOJIOB Ha MMOX0KHUE CUMBOJIBI C APYTUMHU KOJAAMHU CUMBOJIOB;

- BcTaBka 00bekToB co 100 %-HOW MpO3pavyHOCTHIO, OTCYTCTBYIOIIUMHE [[BETAMH 3aJTMBKAMH WIIH
COBIIAJIAIOLTMUMHU C LIBETOM (POHA;

- U3MEHEHHE TEKCTa 10 MUHUMAaJIbHOT0, YCTAaHOBKA 1IBETA TEKCTA MO/ IIBET (OHA;

- BCTaBKa TEKCTa C aTpuOyTaMu «CKPBITBIN TekcT», onuus «[lpudt» => «Bugousmenenuey;

- UI3MEHEHHE PUCYHKa (00JIacTel ¢ Majo OTIIMYMMOM MaJTUTPOH I[BETOB);

- U3MEHEHHEe MeTagaHHbIX (aiinoB (k mpumepy, Bkiaaka «[logpoOHO» ¢ MOIIMU «ABTOPHI»,
«Opranusanus» u mnp.);

- Ipouee.

3aoanue 7.Vicionb3ys TPOTPpaMMHYIO pPEATU3aldI0 MEXaHW3Ma XdNI-(YHKIHHA, MPOBEPUTH
L[EJIOCTHOCTh ¥ HEW3MEHHOCTh (aiinoB. [IpemocTaBUTh CHUMKHU DJKpaHa, OIMCAHUE [EHCTBUU H
pe3ynbraToB. [[poKOMMEHTHPOBATh JETABHO PE3YNbTAaThl PA0OTHI: KOT/Ia COBMAJAIOT, KOI1a PacXOAsTCs
U TI0YEMY.

3aoanue 8. 3yanth BO3MOKHOCTh aTaKu Ha X3I-(QYHKIUIO, IPOJAEMOHCTPUPOBATDH IIPUMED.

3aoanue 9. IIponeMOHCTPUPOBATH BOZMOKHOCTh TAalfHOM Mepeaayu JaHHbIX (KapTUHOK, TEKCTa) B
JOKYMEHTaX TaK, YTOObI IPOBEPKA KOHTPOJIbHON CyMMBbI He OOHapYX HJla U3MEHEHUH.

3aoanue 10. Onumure NPpUYUHBI BOSHUKHOBEHUS OCTaTOYHON MH(DOPMAIUH.

3aoanue 11.1lpuBenute mnpuMepbl YCTPOWCTB YHHUUYTOXKEHUS HWH(GOPMAlMM C MarHUTHBIX
HOCHTEJIEH.

3aoanue 12. VI3yunte 0COOEHHOCTH COBPEMEHHBIX METOIOB JIMKBHIALMU UHPOPMAIIUN HA

MarHUTHBIX HOCUTEISAX. 3alOJHUTE TaOIMILYy.

Merton nukBuaanuu nHpopmanuu [Ipunimn aerctBust OCHOBHBIE 0COOEHHOCTH

3aoanue 13. VI3yunte OCHOBHbIE OCOOEHHOCTH COBPEMEHHBIX YCTPONCTB JIMKBUAIIMN MarHUTHBIX
3amuceil. 3arnoHUTe TaOIHILy.
Tun ycrpoiicrallpunimn aerictBus OCHOBHbIE 0COOEHHOCTH

3aoanue 14. llepeuncnure OCHOBHBIE TPEOOBAaHUS K COBPEMEHHBIM YCTPOMCTBAM YHUUTOXKCHHS
MH(OPMALIUY C MAaTHUTHBIX HOCUTEIEH.

3aoanue 15. OxapakTepusyiiTe IporpaMMHbIe METOABI YHUUTOXEHUS HHPOPMALIUH.

Pe3ynbpTathl 3aIKCHpPOBATH B OTYETE.
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5. 3adanue k npaxmuueckomy 3anamuio 1.3.3. Ynpasnenue nonumuxoit oezonacnocmu.
Hlaononv_dezonacnocmu, Kpunmozpaduueckaa zauuma. Q030p npozpamm wmudposanus 0aHHbIX,
Ynpagnenue nonumuxoit 6ezonacnocmu. Illadnonvt dezonacnocmu

3aoanue 1. Viccnenyemas cuctemMa COCTOUT U3 MHOXKECTBA CYyOHEKTOB U OOBEKTOB.

Hcxoonvie oannvie

CYBBEKTHI

1. [Tonws3oBarens 1 (AaMUHHCTPATOD).

2. Ilonp3oBarens 2.

3. ITonp3oBarens 3.

4. TekcroBsrii pegaktop Word.

5. PegakTop dopmyi.

6. Monynb poBEpKH MPABOMUCAHMUS.

OBBEKTHI

1. lokymeHT nosib3oBatess 1.

2. JIokyMeHT 1oJib30BaTeIs 2.

3. JlokyMeHT noJsib30BaTess 3.

4. ®aiin tekcroBoro pegakropa Word WINWORD.EXE.

5. @aiin penakropa popmyn EQUATION.DLL.

6. @aiin monyns npoBepku npasonucanus SPELL.DLL.

7. @aiin-cnoBaps DICTIONARY.DOC.

[TonuTrka 6€30MAaCHOCTH CUCTEMBI YCTAHABIMBACT CIESAYIOIIUH MOPSIOK pabOTHI, IPH KOTOPOM:

— TOJB30BaTeNb | UMeeT BO3MOKHOCTh PaOOTHI CO CBOMM JOKYMEHTOM C MOMOIIBIO MPOTPaMMBbI
WORD, wMo)eT TOJbKO IpOCMaTpuUBaTh JIOKYMEHTHI TIOJb30BaTeNId 2 W 3, MOXET MpPOBEPATH
MPaBOMKCAaHUE B CBOEM JOKYMEHTE M BCTaBJIATh B Hero (opmynbl. Tak ke moib3oBarenb 1 MOXeET
N00aBJISATH HOBBIE CJIOBA B CJIOBAPh;

— TMOJIb30BAaTeNh 2 HMEET BO3MOXKHOCTh paboTaThb TOJIBKO CO CBOMM JOKYMEHTOM, MOXET
IIPOBEPSATH MPABONMCAHUE, HO HE MOKET J10OaBISATh HOBBIE CIIOBA B CIIOBApb U HE MOXET BCTaBJIATH B
JOKYMEHT (hOpMYIIbI;

— TOJb30BaTeIb 3 HMEET BO3MOXHOCTh pPAadOTaThb CO CBOMM JIOKYMEHTOB M JIOKYMEHTOM
MOJIb30BAaTENs 2, MOXKET MPOBEPATH MIPABOMUCAHNE B O0OUX JOKYMEHTaX, MOKET 100aBIATh B JOKYMEHTBI
(hopMyIel, HO HE MOKET J00aBIIATH HOBBIE CIIOBA B CIIOBAPb.

[Tporpamma Word mMoxeT ObITh 3amylieHa TOJbKO MOJIb30BaTEIsIMH CHCTEMBl U MOXET BBI3BIBATh
penaxkTop GopMya U MOAY/Ib MPOBEPKHU MPABOIUCAHMUS.

Tonbpko MOy b IPOBEPKU MPABONUCAHUSI MOKET U3MEHATH (aiin-cioBapr DICTIONARY.DOC.

Heobxooumo:

— COCTaBUTh MHO)KECTBO BO3MOXKHBIX IIpaB JOCTymna B cucreMe. I 3aJlaHHOTO MHOXKECTBA
CyOBbEKTOB M OOBEKTOB IOCTPOUTH MAaTpPUIly AOCTYNOB M 3alOJHUTh €€ B COOTBETCTBHM 3aJaHHOMU
MOJUTUKON 0€30IaCHOCTU M ¢ IPUHIMIIOM MUHUMH3AIMK TPUBUJIETHH;

— JIOTIOJHUTH MAaTpUIly JOCTYIIOB BpPEMEHHBIMHM JOMEHaMH (Hampumep, A00aBUTh CTPOKY
"IIporpamma  Word, 3amymieHHas OT HMMEHM IepBoro mnoibs3zoBatens” wunau "Penmakrop ¢dopmy,
3alyIIEeHHbI TPEeTbUM Mojb30BaTesieM u3 nporpamMbl Word"). B marpuiie n1ocTynoB JOKHBI OBITH
IPEJCTAaBICHbl BpPEMEHHbIE JIOMEHBI Ui BCEX BO3MOXHBIX KOMOMHAIMA B3aMMOJEHCTBYIOIIMX
CyOBEKTOB.

3aoanue 2. 3a1aHpl JOKYMEHTBI C Pa3IMYHBIM YPOBHEM CEKPETHOCTH, 3aJaHbl IOJIb30BaTEIH C
pa3IMYHBIM  YpPOBHEM JocTyna (CIHHCOK JOKYMEHTOB U  IOJIb30BaTelel M HUX  YPOBHHU
JOCTYIa/CEeKPETHOCTH COCTaBUTh caMocTosITeNbHO. He MeHee 5 monb3oBartenel U 5 10KyMEHTOB).

1. JIns Ka’ka0ro MoJIb30BaTelNls COCTABUTh CIIUCOK JOKYMEHTOB, JOCTYIHBIX €My JJi padoThl IpH
YCIIOBUH, YTO I0JI30BATENb HE TOHMIKAET CBOETO YPOBHS J0IyCKa.

2. JInst oqHOTO M3 MOJIB30BaTENEd COCTaBUTh CIHCOK JTOKYMEHTOB, JOCTYMHBIX €My AJisi paboThl
IIPYU YCIIOBUH, UTO I10JI30BATEb MOXKET IOHU3UTH CBOM YPOBEHB JOCTYIIA HA OJJUH YPOBEHb.
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3. OpuH U3 monp30BaTesieil UMEeT BO3MOXKHOCTh padoTaTh C HECKOJBKMMHU JOKyMeHTamH. Ha
OCHOBE 3TUX JOKYMEHTOB OH CO3JaeT HOBBIN NOoKyMeHT. Kakoil rpu¢ cexpeTHOCTH HYXHO HPUCBOUTH
3TOMY JIOKYMEHTY?

4. IlokazaTp Ha MpUMepe OJHOrO U3 MOJIb30BaTENIeH, UTO MaHAAaTHAsA MOJUTHKA 0€301MaCHOCTH He
MOKET OBITh HAPYIICHO MporpaMMoi Tuma "TposHCKUI KOHB".

3aoanue 3. Pazpaborath airoput™ mudpoBaHus TaHHBIX.

3aoanue 4. Ilpusecty npuMepsl IPOrpaMM MmMUGPOBAHUS JTaHHBIX.

3aoanue 5. IIpoBecTH CpaBHUTENIBHBINA aHATIU3 MPOTpaMM MG POBAHUS JaHHBIX.

3aoanue 6. Onucath BO3SMOXHOCTH OJTHOW U3 POTrpaMM IK(POBAHUS TaHHBIX.

3aoanue 7. 3arpysure pegakrop Illabiona 6e3omacHocTu. B kakoM MecTe Ha TUCKe XpaHATCs (110
YMOJTYaHHIO) [1a0JIOHBI 6e301acHOCTH?

3aoanue 8. OtpenaktTupyiite madoH 6€30IMaCHOCTH U COXPAHHUTE €r0 1Ol HOBBIM UMEHEM.

3aoanue 9. OnuiunTe pas3zaessl, BKIIOUYaeMble B cTanaapTHelii [labmon 6e30macHOCTH.

3aoanue 10. Onumure, Kakue mapaMeTpbl MOJUTUKA O€30MaCHOCTH MOXKHO HACTPOUTH C
IIOMOUIBIO

11ab10HOB 6e30macHocT?

PesynbraTel 3aKCHpPOBATH B OTYETE.

6. 3adanue Kk npakmuueckomy 3auamuio _1.4.1. Pacnpedenenue Kanauioe 6 coomeemcmeu
UCHOYHUKAMU 6030CUCMEUs HA UHDopMayLLio

IIpakTuyeckoe 3ansitue 1.4.1.PacnpeneneHue kaHajJoB B COOTBETCTBUHM C HMCTOYHHUKAMHU
BO3JICHCTBHUS Ha MH()OPMALIHIO

3aodanue 1. 3anomHUTH TAOIHUILY:

Hocurens IPOLIECC, UCITIOJIb3YEMBIH ISl Tepeiaun

Kanan cBs3u Cpena
COOOIIEHUS COO0O0IIIEHUS

[Toura, Kypbepsl
TenedoH, KOMITBIOTEPHBIE
ceTu
Panmo, TeneBuacHIe
3penue
Cnyx
OO6oHnsHME, BKYC
Ocsi3anue
3aoanue 2. [lpuBenute KOHKPETHBIE TPUMEpPHI KaHAIOB HECAHKIIMOHUPOBAHHOTO TIOTYYCHUS
uHpOpMaLNU KaxJ10ro Kiacca. Kiiacchl kaHalIOB HECAaHKIIMOHUPOBAHHOTO MOJIy4YeHHsI HH(OpMAIHH:
1) ot ucrounuka uHpopmauu npu HecankmonupoBanHoM goctyne (HC/I) k nemy;
2) ot cpeactB 06paboTku nHGopmaruun npu HC/I k HuMm;
3) ot ucrounuka nHpopmanuu 6e3 HCJI k Hemy;
4) ot cpencts o0paboTku nHpopmanuu 6e3 HC/I x Hum.

3aoanue 3. IloscHuTe MoJieNb KaHala yTeYkH WH(GOpMaIUU

3aoanue 4. IlpoBecTH aHanM3 3aIIMIICHHOCTH 33JaHHOTO OOBEKTa 3alIUThl MH(OpMAIUH IO
CIIETYIOLINM pa3eaM:

- BUJIBI BO3MOXKHBIX yIpo3;

- XapaKkTep MPOUCXOKICHUS YTPO3;

- KJIaCChl KaHAJIOB HECAHKIIMOHUPOBAHHOTO MOJyYeHUsI HHPOPMALIUY;

- ICTOYHHKH TTOSIBIICHHSI YTPO3;

- IPUYHMHBI HAPYIIEHUS IETOCTHOCTH UH(POPMAIIHH;

- TOTEHIIMAIIFHO BO3MOXHBIE 3JI0YMBIIIICHHBIE IEHCTBHS.

Pe3ynbraThl 3aMKCUPOBATH B OTYETE.
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7. 3a0anue k npakmuueckomy 3auamuro 1.5.1. Opzanuzauus oocmyna K aiiiam
3aoanue 1. 3anonaure TaOIALGL.
Pazpemenus nanok NTFS

Pa3zpemenusi manmoxk NTFS Ilo3BoJIsieT
Read (Urenue)
Write (3amuch)
List Folder Contents (Cricok coaep>KHMOro Mmarku)

Read & Execute (UTeHue 1 BBITIOJIHEHHE)
Modify (M3meHuTs)
Full Control (ITomuslit moctyr)
Pazpemenus daitnoB NTFS
Pa3pemenus gaiisioB NTFS Ilo3BoJisieT
Read (Urenue)
Write (3amuch)
Read & Execute (UteHue u BBINOTHEHUE)
Modify (M3meHuTs)
Full Control (ITomHslit mocTyi)
OnemeHTsl BKIaaku Security (besomnacHocTs)
DJIeMeHT Onucanue
Name (Mms)
Permissions (Pazpemenwst)
Add ([1lo6aButb)
Delete (Y nanutp)
Advanced (JlonmoJHUTENBHO)
3aoanue 2. [Inanuposanue paspemenuit NTFS.
1. Crnnanupyiite paspeuieHus HocTyna K nankam U Qaitnmam. 3aTeMm peanusyiiTe paspemieHus
NTFS nns ¢aiinoB u nanok Bamiero KOMIbIOTEpa, a 3aTeM NpoBepbTe HazHaueHHbIe paspenieHust NTFS u
y0eauTech, YT0 OHU PabOTAIOT TOJKHBIM 00pa3oM.
[Tepen BBIMOTHEHHEM YIPAXKHEHUI CO3JANTE CIAEAYIOIINE YUYETHBIE 3aIUCU U TPYIIIIbI:
User8l (et nmapodsi) — ujieH rpynisl Managers;
User82 (uet maposisi) — wieH rpynnsl Accounting;
User83 (net mapodsi) — wieH rpynnsl Managers u rpynmnsl Accounting;
User84 (net mapoJsi) — He siBsieTcs wieHoM rpynn Accounting u — Managers.
CoznaiiTe cneayoniye nanku:
C:\Public;
C:\Public\Library;
C:\Public\Manuals;
C:\Public\Library\Misc.
MOo03kHO HCTIONB30BaTh U CBOIO CTPYKTYPY OOBEKTOB, UMEIOIIMXCS Ha BallleM KOMIIBIOTEPE.
2. Crutanupyitte HazHaueHue paspemntenunit NTFS nns daiinos n namoxk:
Nms nanku I'pynna Paspemenus
Public Users Administrators Read & Execute Full Control
Public \ Library Users Administrators Manager |Read & Execute Full Control Modify
Public \ Library\Misc/Users Administrators User82 Read & Execute Full Control Modify
Public \ Manuals Users Administrators AccountingRead & Execute Full Control Modify
3aoanue 3. ITposepka paspemenniit NTFS.

1. 3apeFI/ICTpI/IpyI7ITeCB B CUCTCMC NOA PAa3HBIMU YUCTHBIMHU 3alMUCAMU U IIPOBECPHTEC pPA3PCHICHUS
NTFS.

52



2. IlpoBeprTe pazpeuieHus A0cTyna K nanke Misc s nons3zoBarens User81.

3. [IpoBepswTe pazpemnieHust 10CcTymna K nanke Misc ajist mosbp3oBarens User82.

4. 3apeructpupyiitech B cucremMe kak User82 wu otkpoiite mnanky Public\Library\Misc.
[TonmpoOyiite co3marh ¢aitn B manke Misc. Y nanochk au 31o? [Touemy?

5 TlpoBepbTe paszpemieHus aocTyma K mnanke Manuals mis mons3oBatens Administrator.
[TonmpoOyiiTe co3mark ¢aiin B manke Manuals. Y ganocs iu 310? [Touemy?

6. IlpoBeppTe pazpemieHus nocryna k manke Manuals s nmons3oBarenst User81. TlompoGyiite
co3nath ¢aiin B manke Manuals. Y ganoce iu 310? [Touemy?

7. IlpoBepbTe paszpemieHun AocTymna kK nmanke Manuals mist monb3oBarenst User82. IlompoOyiite
co3naTh ¢aiin B manke Manuals. Y ganoce iu 310? [Touemy?

PesynbTarel 3aduKkcHpoOBaThH B OTUETE.

8. 3aoanue k npaxmuueckomy 3anamuio 1.5.2. O3nakomaenue ¢ coepemerHbiMU
HPOCPDAMMHBIMU U BPOZPAMMHO-ARRAPpaAmHbIMU cpedcmeanu 3auumost om HC/T

3aoanue 1. Oxapaxkrepusyite MPOrpaMMHO-aINapaTHbIC CpeacTBa 3alUThI
aBTOMaTH3UpoBaHHbIX cucteM oT HC/I.

3aoanue 2. B xadecTBe TPHUMEPOB OTICIBHBIX IMMPOTPaMM, IOBBHIMIAOIINX 3alIUIIEHHOCTh OT
HCJI, moxxno mpuBectu yTuiauThl u3 makera Norton Utilities, Takue kak mporpamMma muppoBaHUS
uHpopMauu

npu 3anucu Ha guck Diskreet mnu Secret disk, mporpamMma ctupanusi HHpOpPMAIMK C AHUCKA
Wipelnfo, mporpamma KoHTpoisisi oOpamenusi kK auckam DiskMonitor u ap. Onummre ogHO U3
MIPOrPaMMHBIX CPEJCTB, MOBHIMAOMIUX 3amuiieHHocTs oT HC/I.

3aoanue 3. B xadecTBe MPUMEPOB OTEYCCTBCHHBIX AaIIapaTHO-TIPOTPAMMHBIX CPEICTB 3alIUTHI
MOXHO IpuBecTu cucTembl «Akkopa-4», «DALLAS LOCK 3.1», «Penyr», «113-1».Onummre ogHo U3
MIPOrPaMMHO-AITAPATHBIX CPEICTB 3amuThl nHpopMaruu ot HC/I.

3aoanue 4. llpuBenute npuMepsl COBpeMeHHBIX cucteM 3amuThl [IK oT HecaHKIIMOHUPOBaHHOTO
JocTyna K nHopMarmm.

Pesynbrarel 3adukcupoBaTh B OTUETE.

10.  3aoanue K _npakmuueckomy __ 3auamuro 2.4.1. Jawmuma ___undopmayuu ___om
HECAHKUUOHUPOBAHHO20 KORUPOGAHUS _C _UCHOJIb306AHUEM _CREYUATUZUPOBAHHBIX _NPO2PAMMHBIX
cpeocme. 3awummole mexanuzmol 8 npuiodicenusx (na npumepe MSWord, MSExcel, MSPowerPoint)

3aoanue 1. Oxapakrepusyire MporpaMMHO-anmnapaTHbie cpencTBa 3aIIUTHI
aBTOMAaTHU3UpOBaHHBIX cucteM oT HC/I.

3aoanue 2. B xauecTBe NPHUMEPOB OTHENBHBIX IMPOrpaMM, IMOBBINAOMUX 3alIUIIEHHOCTh OT
HCJl, moxHo mnpuBectn ytuiauThl u3 nakera Norton Utilities, Takue kak nporpamMma MU(GpPOBaHUS
uHpopMauu

npu 3anmucu Ha auck Diskreet wim Secret disk, mporpamMma ctupanus wHOpManuu C JIUCKa
Wipelnfo, mporpamma KoHTposisi oOpameHuss k auckam DiskMonitor u ap. Onummre ogHO U3
MIPOrPaMMHBIX CPEJICTB, MOBBIIAOMKX 3amuieHHocTs oT HC/I.

3aoanue 3. B xauecTBe IPUMEPOB OTEYECTBEHHBIX aINapaTHO-IIPOIPAMMHBIX CPEICTB 3alIUThI
MO>KHO MpUBECTH cucteMbl «AKkopa-4», «DALLAS LOCK 3.1», «Penyt», «/I113-1».Onummre onHo U3
IIpOrpaMMHO-aInapaTHBIX cpeaCcTB 3auuThl nHGopmaru ot HC/I.

3aoanue 4. llpuBenute npuMepbl COBPEMEHHBIX cucTeM 3amuThl [IK 0T HECaHKIIMOHUPOBAHHOTO
J0cTyna K MHpopMaru.

Pe3ynbratel 3a¢uKkcupoBaTh B OTUETE.

9. 3aoanue k npaxmuueckomy 3anamuio 2.3.1. IIpumenenusn cpedcme ucciedosanus peecmpa
Windows oia naxodcoenus cinedoe akmugnocmu epeoonocuozo 110
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3aoanue 1. Onumute pazaensl peectpa Windows. 3anosHuTe TaOIHIIBL.

3aoanue 2. B kakux paszzmenax peectpa XpaHHUTCS HHPOpManus O BHIOPAHHOM IONHUTHKE
0€30IaCHOCTH.

3aoanue 3. Onumure Bo3MokHocTH nporpammsl REGEDIT.EXE.

3aoanue 4. llpopenute uccienoBanue peectpa Windows i HaXOXACHHUS CIICIOB aKTUBHOCTH
BpenoHocHoro [10.

PesynbraThl 3aduKCcHpOBaTh B OTUYETE.

11. 3adanue k npaxmuueckomy 3auamuio 2.5.1. Ilpumenenue cpeocmea 60CCHAH08ICHUSA
ocmamounou undpopmayuu na npumepe Foremost unu ananoza

3aoanue 1.IlpuBenute mnpUMEpPHl NPOrpPaMM BOCCTAHOBJEHUS JaHHBIX. Onumure uX
BO3MOKHOCTH. COCTaBbTE CPAaBHUTEIBHYIO XapAKTEPUCTUKY.

3adanue 2. Onumute BO3MOXKHOCTH IIPOTPpaMMbl BOCCTAHOBJICHMSI JaHHBIX Foremost. Kak
Foremost BocctanaBnuBaet (aiinpl? Onummre mapaMeTpsl 3ammycka nporpaMmel Foremost.

3aoanue 3. Co3naiiTe MpPOW3BOJBHBIA KATAJIOr M 3alUIIMTE Tyla JaHHbIC Karajora JIpyroro
Kartajiora. Y mjanmre co3fgaHHbli kaTajaor. C momonsio Foremost BoccTaHOBHTE JaHHBIC.

Pesynbrarel 3adukcupoBaTh B OTUETE.

12. 3adanue K _npaxmuueckomy 3auamuio 2.5.2. IlpumeHnenue cneuuaiu3upoganHozo
NPOZPAMMHO CPeOCH8a 01 80CCHIAH06IEHUA YOAIeHHbIX (haiinog

3aoanue 1. OnumuTte Ha3HAYEHHE U BO3MOXKHOCTH nporpammbl Easy Recovery Pro.

3aoanue 2. Co3naiite Ha pabouem croine daiin. Yaamute ero B Kopsuny. BoccranoBure aiin u3
Kop3uHsl.

3aoanue 3. Coznmaiite TekcToBbld (aitm Ha mgucke D: ¢ mmenem Proba.txt, BBemuTe CBOIO
bamunnio, 3akpoiite u coxpanute aiin. Ynanute coznanusiii gaitn. Ouucture Kopsuny. Boccranosure
¢aiin ¢ momomnipio mporpammel Easy Recovery Pro.

3aoanue 4. Coznaiite Ha aucke D:\ manky ¢ umenem [Qupekropus. IlepenuiinTte B CO3MaHHYIO
nanky ¢ gucka C:\ daiin Proba.txt. Yaanmute manky Jdupextopus. Ouncture Kopsuny. BoccranoBute
nanky ¢ nomoisto Easy Recovery Pro.

Pesynbrath! 3adukcupoBaTh B OTUETE.

13. 3adanue k npakmuueckomy 3auamuio_2.5.3. Ilpumenenue npozpamm 011 06e€36036pamuoo
yoanenua 0aHHbIX

3aoanue 1. OnumuTe MPOrpaMMHBIE MEXaHU3MBI YIAICHUS JaHHBIX. J|OCTOMHCTBA U HETOCTATKH.
Ha yem ocHOBaHBI IPOrpaMMHBIE METO/IbI TAPAaHTUPOBAHHOTO yaleHUs HHPOpMaLuu?

3aoanue 2. OnummTe MEXaHWYECKUE MEXaHU3MBbI yAaleHus JaHHbIX. Kak paboraroT annapaTHbie
CpeACTBa rapaHTUPOBAHHOTO YAaJeHUs HHpopManuu?

3aoanue 3. CpaBHUTE NpOrpaMMHBIE U ammapaTHbIE CPEICTBA TapaHTHPOBAHHOTO YAaJCHUS
uHpOpMalnu.

3aoanue 4. llpoxouTponupyirte yaaneHue ¢aiaa ¢ MOMOIIBI0 CTAHIAPTHOTO METOJa yIajJeHUS.
PeannzoBaTh BoccTaHoBIeHHE (haiina, mocie yaaneHus ctaniapTHeiMu cpeactBamu OC.

3aoanue 5. V3yunte METOAbl YHUYTOXEHHUS JAHHBIX C JJIEKTPOHHBIX HOCUTENEH IyTeM
MHOT'OKpATHOI Mepe3anucH.

3aoanue 6.B cocraB mporpamm PGP u BestCrypt Bxoasr ytunutbl ajis 0e3BO3BPATHOTO
ynanenust nanubsix. B PGPtools — ato Wipe (ynanenue ¢aiinoB) u Freespace Wipe (ounctka aucka). B
BestCrypt —Wipe drive free space (ouncrka qucka). M3yuuTe BO3SMOXKXHOCTH STHX yYTHIIHT.

3aoanue 7. Cosnaiite Ha aucke D:\ manky ¢ mmenem [dupexropus. IlepenummTe B CO3aHHYIO
nanky ¢ aucka C:\ ¢aitn Proba.txt. Y nanure daiin ¢ moMorso yrumutel Wipe.

Pe3ynbraThl 3aMKCUPOBATH B OTYETE.

54



14. 3adanue k npaxmuueckomy 3auamuio 2.5.4. Ilpumenenue npozpamm 0ra wudposanus
OAHHBIX HA CHLEMHBIX HOCUMENAX

3aoanue 1. Co3naiire Ha nucke C:\Temn nanky u ckonupyiite B Hee Jt000# dain. 3ammdpyiite
¢aiin BMecTe ¢ mankoi TakuM o0pa3oM, yToObl BCe MOMEIIaeMble B MankKy Qailyibl Toxe mudpoBaiuch
(ecu mm¢ppoBaHUe HE yHaloch — JalbHEUIINE NEHCTBUS C MANKOH AenaiiTe, Kak ¢ 3amu(pOBaHHON).
Cozpaiite Ha pabouem cToje MamKy C Bamiedl ¢amuwiueld u 100aBbTe B HEE pE3EpPBHYIO KOIUIO
3amu(pOBaHHON BaMH MAaIKy (CoXpaHsis mudpoBaHue).

3aoanue 2. Ilporpamma VeraCrypt mo3BoJIsieT co37aBaTh BUPTYaJIbHBIN 3amIuGpOBaHHBIN JTHCK,
NPEJCTABIAIOMNNA co00i (paiiin, KOTOpBI MOXHO CMOHTHPOBAaTh B JIOKAJIbHBIA IucK. IIporpamma
NeoCrypt mo3Bomsier mu@poBaTh coaepxkumoe (Qaitna 0e3 uM3MeHeHus ero pacuupeHus. Onummte
BO3MO>XHOCTH 3THX IPOTPaMM.

3adanue 3. Onummte TexHosoruio mudpoBanus auckoB BitLocker. [IpumeHuTe TEXHOIOTHIO
BitLocker To Go x Flash — gucky ¢ momaroBeiM omuicaHueM BcexX IedcTBuil. [laiiTe cpaBHUTEIHHYIO
XapaKTePUCTUKY MH(PPOBAHUS KECTKOTO U CHEMHOIO JHCKOB.

PesynbraThl 3aMKCHPOBATH B OTYETE.

15. 3aoanue Kk _npaxmuueckomy 3auamuio 2.7.1. Mooderuposanue npoeeoeHus _amaxu.
H3yuenue uncmpymeHmanbHblX cPeoCchié 0OHAPYICEHUS M OPICCHULIL

3aodanue 1. Boinensior cienyroiye MeTobl 00HApYKEHHST BTOP>KEHUIM:

— CUTHATYpHBIN aHAIN3:

— MCIIOJIL30BaHNE CTaTUCTUKH baiieca;

— IPOAYKIIUOHHBIE (IKCTIEPTHBIE) CUCTEMBI;

— aHaJIM3 TepPeX0/ia CUCTEMBI U3 COCTOSIHUS B COCTOsIHUE U ceTu [leTpu;

— CTaTUCTUYECKUN aHaJIU3:

— OTHOCUTEIIbHAS YacTOTa IIOCIIC0BATEIILHOCTEH;

— MOJIEJIb CPEHEr0 3HAUYCHUS U CPEIHEKBAIPATUYHOIO OTKJIOHECHUS;

— OTIepallMOHHAs MOJIEJb;

— MOJIEJIb BPEMEHHBIX CEPUH.

OnuiuTe 0IUH U3 METOJIOB OOHAPYKEHHS BTOP>KEHUM.

3aoanue 2. [losicuurte knaccu(PpUKAIUIO CUCTEM OOHAPYKEHUS BTOP>KEHUH.

3adanue 3. OxapakTepu3ylTe OCHOBHBIE JJIEMEHTHI JIOKAIBHOW AapXUTEKTYpPhl CHUCTEM
OoOHapyKEeHHsI BTOPKEHUH.

3aoanue 4. Ilpusenure npuMepsl cucTeM OOHApY)KEHUSI BTOp)KeHUH. OXapakTepu3yinTe OfHy U3
CUCTEM OOHApyKEHUSI BTOPKEHUM.

3aoanue 5. zyuute cucreMy oOHapyKeHUs1 BTOp>KEHUH Snort

PesynbraThel 3aKCHPOBATH B OTYETE.

16. 3adanue k npakmuueckomy 3anamuro 3.2.1 Pazeepmoiganue VPN
3aoanue 1. OnumuTte sTamnel co3nanus VPN cepsepa B Windows.

3aoanue 2. Onumure stansl co3nanus VPN kinuenta B Windows.

3aoanue 3. OnumuTe TEXHOJIOTUH TECTUPOBAHUS BUPTYaAJIbHBIX CETEH.

3aodanue 4. llpencraBpTe NPOEKT BUPTYAIBHOM CETH JUIS 3aIaHHON OpraHU3alllH.
Pe3ynbraThl 3aMKCUPOBATH B OTYETE.

17. 3aoanue xk npaxmuueckomy zauamuro 4.1.1. Hzyuenue u_cpasuenue _apxumexkmyp Dual
Homed Host, Bastion Host, Perimetr. H3yuenue paznuunvix cnocoboe 3axpvimus "'onacnuix'' nopmoe

3aoanue 1. I3y4nts OCHOBHBIC TUIIBI apXHTEKTYp MyiabTHXOCTOBBIX Firewall: Dual Homed Host,
Bastion Host, Perimetr, Demilitarized Zone.
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3aoanue 2. CpaBHUTh OCHOBHBIC THITBI apXUTEKTyp MyibTHxocTOBbIX Firewall: Dual Homed
Host, Bastion Host, Perimetr, Demilitarized Zone. Pe3ynbraTsl IpeACTaBUTh C TOMOIIBIO TaOJIHIIBL.

3aoanue 3. MHOTOUYUCIICHHBIE UCCIEAOBAHUS U OMPOCHI CIICIIMAIIUCTOB MOKA3bIBAIOT, 4TO 10 80 %
BPEJIOHOCHBIX aTaKk W B3JIOMOB MPOMCXOAWIM TPU TOMOIIM YETHIpEX OCHOBHBIX MOPTOB,
MCTIOJIB3YIOUIMXCS sl OBICTPOTO 0OMeHa (aiiaMu MeXIy pa3HbIMH BepcusiMu Windows:

— TCP nopt 139;

— TCP nopt 135;

— TCP nopt 445;

— UDP nopt 137.

[Tummte Ha3HaYeHHE MPUBEACHHBIX TOPTOB.

3aodanue 4. C n1oMonb10 KOMaHIHON CTPOKH 3aKpBITh MOPTHI 135-139 u 445.

3adanue 5. OnumyTe Ha3HaYEHUE U BO3MOXKHOCTH niporpamMmbl Windows Doors Cleaner.

PesynbraThl 3aMKCHPOBATH B OTYETE.

18. 3adanue k npaxmuueckomy 3anamuro 5.1.1. Hzyuenue mexanuszmog sauwumst CYB/I MS
Access. H3yuenue wumamnuix cpedocme 3augumuvlt CYb/I MSSQOL Server

3aoanue 1. Co3natb HOBYIO 0a3y JaHHBIX U CO37aTh B HEH CleAyIONMe 00bEKTHI:

- Tabnuiy 3akasbl;

- 3anipoc CBeieHus 0 3aKa3ax;

- (hopmy 3aka3bl KIMEHTOB.

3anoJHUTh TaOIHUIy HECKOJIBKIUMU 3aIHUCSIMHU.

3aoanue 2. 3amuture co3maHHyro 0a3y maHHbIX maposieM. Kakum oOpazom obecrieumBaeTcs
LETIOCTHOCTh JJAHHBIX?

3aoanue 3. 3aumTHTe CO3MaHHYIO 0Oa3y JaHHBIX C ToMmomiblo Macrtepa. MS  Access
MPEAOCTaBIISACT

CpEICTBa paclpeleleHHOro AocTyna K 06a3ze maHHbX. C ogHUM (DaiiioM MOTYT OZHOBPEMEHHO
paboTaTh OOJBIIOE KOJTHYECTBO TOJIB30BATENICH, 00JAMAOIINX PAa3HBIMH TPAaBAMU: OJHH MOTYT TOJBKO
MIpOCMaTpUBaTh TAOJUIIBI, APYTHe — TOJBKO BHOCHUTH HOBBIE JAaHHBIC, M JUIIb aIMUHUCTPATOPHI 0a3bl
00aat0T TOTHBIM JOCTYNOM. Pasnenurte MOCTYn JUisl ABYX IOJB30BATENIEd — OJUH CMOXKET TOJIBKO
MpOCMaTpUBATh JaHHBIE (UUTATh), APyroi OyaeT 001aaaTh MOJHBIM JOCTYIIOM.

OnuirTe Tanbl 3alUTH 0a3bl TaHHBIX C TOMOIIBI0 MacTepa.

3aoanue 4. Coznaiite pe3epBHYIO KOMHIO 0a3bl JaHHBIX.

3aoanue 5. Coznath 0a3zy NaHHBIX AJ1 pabOThl KOMIBIOTEPHBIX KypcoB (PUCYHOK 1). 3anmoJHUTH
TabJIMIly HECKOJIBKUMU 3aIHCMHU.

3adanue 6. YcranoBuTe mpaBa Ha JOCTYH K 00beKTaM 0a3bl TaHHBIX.

3aoanue 7. KakuMm o6pazom obecrieunBaeTcs HEeJIOCTHOCTh JaHHBIX ?

3aoanue 8. Nzyunte oneparopsi GRANT u REVOKE, ucnonb3yemsie i1 penoCcTaBiIeHUs U
OTMEHBI PUBUJIETUN COOTBETCTBEHHO.

3aoanue 9. CoznaiiTe pe3epBHYIO KOIHIO 0a3bl JAHHBIX.

Pesynbrath! 3adukcupoBaTh B OTUETE.

19. 3adanue Kk npaxmuueckomy 3anamuio 6.1.1. H3zyuenue u cpagnumenbHblil _ananus
PAcnpoCmpaHennblX cemegvlx MoHumopos na npumepe RealSecure, SNORT, NFR wnu Opyzux
aHan0208.

3aoanue 1. IloscHuTe CTPYKTYPY CUCTEMBI MOHUTOPHUHTa HH(POPMALIMOHHOM 6€301acHOCTH.

3aoanue 2. VI3yunte Ha3Haue€HUE U OCHOBHBIE BO3MOXKHOCTU ceTeBbIX MOHHTOPOB (RealSecure,
SNORT, NFR unu npyrue aHanaoru).

3adanue 3. IlpoBenuTe CpaBHUTEIBHBIM aHAIW3 PACHPOCTPAHEHHBIX CETEBBIX MOHUTOPOB.
PesynbpTarhl 0hopMHUTE C TOMOLIBIO TAOIUIBL.

Pe3ynbpTathl 3aIKCHPOBATH B OTYETE.
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20. 3adanue K npaxmuueckomy 3auamuio 6.1.2. Ilpogedenue ayduma JIBC cemesbim
CKanepom

3aoanue 1. [TpuBenure mpuMepsl CKAHEPOB OE30MMACHOCTH CETEBBIX CEPBUCOB U MIPOTOKOJIOB.

3adanue 2. Onuimmre BO3MOXXHOCTH CETEBOro ckaHepa OezomacHoctd Shadow Security Scanner
unu aHanora. OCHOBHbIE KOMAH/IbI.

3aoanue 3. llepeuncnure U oxapakTepusyiTe cTaHIapTHBIC [IPaBUIIA, ONIPEACIISIONINE TapaMETPhI
ceccun ckanupoBaHus. Ha 6a3e 0JHOro U3 HUX CO3/1aliTe COOCTBEHHOE MTPABUIIO.

3aoanue 4. IlpoBenure CKaHMPOBAHHME YKa3aHHBIX IPEMOJIaBaTelieM KOMITBIOTEPOB B Yy4eOHOM
naboparopun. [Ipy ckaHMPOBAHUU HAO YYUTHIBAThH, YTO YACTh UMEIONIMXCS YSI3BUMOCTEH MOXKET OBITh
3aKpbITa IyTEM HKCIOJb30BAaHUS BCTPOCHHOTO MEXCETeBOro skpana (Opanamayspa Windows),
nosisuBmierocss B OC cemeiictBa Windows, HaunHas Windows XP. YtoObl monyuuTsh 0o0jee MOTHYIO
uHpopmairo 00 UCcCIeAyeMBIX y3JaX, JIydlle MPOBECTU OJTHO CKAHWPOBAHME MPU BKIIOYECHHOM, JIPYroe
—TIpH OTKJIFOYCHHOM MEKCETEBOM 3KpaHe (M3MEHEHHE HACTPOWKHU AOCTYIHO uepe3 [lanens ymnpaBinenus —
>bpanamaysp Windows). AmnHanoruyHasi CUTyalus BO3HMKAaeT M TPU HCIOJB30BAHUU JIPYTHX
MEXCETEBBIX JSKpaHOB. ONUIIHTE pPE3ylbTaThl MPOBEPKH — TOJYyYCHHBIC JAaHHBIE O KOMITBIOTEpPE H
CeTEeBBIX CiIyXk0ax, Hambosee cepbe3Hble U3 OOHAPYXKEHHBIX YSI3BUMOCTEH M MYTH HX YCTpaHEHHS.
OxapakTepu3yiTe ypoBeHb 0€30I1aCHOCTH MPOBEPEHHBIX KOMITHIOTEPOB.

Pesynbrarel 3adukcupoBaTh B OTUETE.

21. 3adanue k_npakmuueckomy 3anamuio 6.2.1. Boibop mep 3auwumol_ungopmauuu ona_ux
peanusauuu 6 unH@opmauuonnou _cucmeme. Buvibop coomeemcmeyruux npocpamMMHbIX U
NPOCPAMMHO-ARNADANHBIX CPEOCHE U PEKOMEHOAUUT RO UX HACPOUKe.

3aoanue 1. [lpuBenute npuMepsl 3aKOHOATEIBHBIX Mep 3auThl nHpopmanmu B VC.

3aoanue 2. [lpuBeaure npumMepsl aIMUHUCTPATUBHBIX Mep 3aiiuThl HHGopmaruu B MC.

3aoanue 3. IlpuBenure npuMepsl IPOLEAYPHBIX Mep 3aluThl HHPopMmauu B VC.

3aoanue 4. IlpuBeaure npuMepsl IPOrpaMMHO-TEXHUYECKUX Mep 3auTsl MH(popmaruu B VIC.

3aoanue 5. Pa3zpaboTath KOHIENINIO HH)OPMAIIMOHHON O€30MAaCHOCTH KOMIIAaHUH (CM. BapUaHT),
COZIEpPKALIYIO CJIEYIOLINE OCHOBHBIE ITYHKTHI:

1. O0mue moJ10KeHMS.

1.2. Ilenu cucrembl HHPOPMALTUOHHON OE30IIACHOCTH.

1.3. 3amaum cuctemMbl UHPOPMAIIMOHHON O€30MaCHOCTH.

2. IIpobaemHuas cutyanust B cpepe HHPOpMAIHOHHOI 0€301TACHOCTH.

2.1. O6bexTh HHGOPMAITMOHHON O€30MaCHOCTH.

2.2. OnpeneneHue BEPOSITHOTO HAPYIIUTES.

2.3. Onucanue ocodeHHocTer (Mpoduis) Kaxk 10 U3 rpynn BEpOSTHBIX HApyIIUTENIEH.

2.4. OcHOBHBIE BUIbI YTp0o3 HH(OpMaIIMOHHOHK 6e3omacHocTu peanpustus.

2.5. ObuecrarucTuyeckass MH(pOpManMs MO HMCKYCCTBEHHBIM HapyIIEHUSM HHQOPMaIMOHHOM
0€30MacHOCTH.

2.6. O1ieHKa MOTEHIMAIBHOTO YIIepoa OT peannu3aliu yrpo3sbl.

3. Mexanu3Mmbl o0ecnieyenusi nHpopmanuonnoi desonacHoctu Ilpexnpusitus.

3.1. IlpuHUOMTBL, yclaoBHA W TpeOOBaHMS K OpTaHU3alMH W (QYHKIMOHHPOBAHUIO CHCTEMBI
MH(POPMAIIMOHHOHN 0€30MacHOCTH.

3.2. OcHOBHBIE HANpaBJICHUS MOJIUTHKU B chepe nHPOopMaImoHHOM 0€30MacHOCTH.

3.3. [IlnanupoBaHue MepONPUATHA TO OOeCleYeHn0 WH(POPMALMOHHON Oe30MacHOCTH
[Ipeanpustus.

3.4. Kpurepuu u nokasarenu nHGopmarmonHoi 6e3onacuoctu [peanpusitus.

4. Meponpusitusi o peajuzauuu Mep nHopmanuonHoii 6ezonacuoctu Illpexnpusarus.

4.1. Opranu3zanuoHHoe odecrneueHne HHPOPMAITMOHHOHN 0€30MacHOCTH:

® 3371a4M OPraHU3AIMOHHOT0 0OecTeyeHs] HHPOPMAIIMOHHOM 0€3011acHOCTH;

e 110/1pa3fieNieHNs, 3aHAThIe B 00ecrieueHnH NHPOPMALIMOHHOM 6€3011acHOCTH;

® B3aMMO/ICHCTBUE MO/Ipa3/IeJICHUH, 3aHAThIX B 0OeclieueHud MH(pOopMaMoHHON 6€30acHOCTH.

4.2. Texundeckoe obecnieueHre nHPOpMAMOHHOH Oe3omacHocTH [IpeanpusTus:
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® O0IIKE TTOJIOKEHHS;

® 3a111Ta HHGHOPMALIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;

® CpeJICTBA KOMIUICKCHO# 3alUThl OT MOTCHIUAIBHBIX YTPO3;
e o0ecIeuyeHne KauecTBa B CHCTEME 0€30I1aCHOCTH;
® IPUHIIMITEI OPraHU3aIluK PaboT 00CITYKUBAIOIIETO ITEPCOHAIA.

4.3. IIpaBoBoe obecrnieuenre nHGopmarmonHou 6e3omnacHocty [peanpustus:

e 1paBoBOE oOecreueHne PUANIECKUX OTHOIIEHUH ¢ pabotHuKamu [Ipennpusrus;
e [IpaBOBOE OOECTIEYCHUE IOPUINUECKIX OTHOIICHUH ¢ mapTHepamu [Ipeanpusrus;

e MpaBoBOE 0OecreyeHre NPUMEHEHHS 3JIEKTPOHHOM HHU(POBON MOIMUCH.

4.4. OuenuBanue >pPEeKTUBHOCTH CHCTEMbI HHPOPMaLMOHHOM Oe3onacHocTH [IpeanpusTus.

BapuaHT — HOMep 10 CIUCKY B Tad/uIe

Homep BapunanTta Opranuszanus

Ol NP WNPF

[y
o

OTtaeneHnue KOMMEPYECKOro OaHKa

[TonukanHMKA

Kommemx

Od¢uc cTpaxoBoit KOMIaHUU

PexkpyTHHIOBOE areHTCTBO

HHTepHeT-Mara3ux

LleHTp OKa3aHMs TOCYIAPCTBEHHBIX YCIYT

OTaeieHne MoJIMIUT

Aynutopckasi KOMITAHUS

JuzaitHepckas pupma
PesynbTarhl 3aduKCHpOBaAThH B OTYETE.

Tecmuposanue:

Kputepuu onieHUBaHUs IPH TECTUPOBAHUU:

- 90-100 GamtoB — IpH MPaBWIIBHOM U TIOTHOM oTBeTe Ha 10 Bompoca;

- 80...89 OaytoB - npu MPaBUILHOM OTBETE Ha
60...79 OaJoB — MIPaBUJILHOM OTBETE Ha

- 0...59 — npu npaBWILHOM OTBETE TOJIKO Ha 4 BOIPOCA;
KonnyectBo 6amioB 0-5960-7980-89 90-100
[lIkana orleHNBaHUS HEY/T OB XOPOIIO OTIMIHO

Ilpumep mecmoegwvix 3a0anuii:

8-9 BOIIPOCOB;
5-7 BOIIPOCOB;

Paznen 1. OcHOBHbIC NPHHUUNBI NMPOrPAMMHONM MW NPOrPAMMHO-ANNAPATHONW 3AIIMTLI
uHpopmannu
Tema 1.1. Ilpeamer u 3axa4u NPOrpaMMHO-ANNAPATHON 3a1IUTHI HHpOpMaL UK

1. OcHOBHBIEC 33/1a4M MIPOTPAMMHO-ANTNAPATHOW 3alTUTHl UH(OOPMAIIUU COCTOST B: (BBIOpaTh BCE
BEPHBIC)

e obecreyeHN KOMIbIOTEPHOM 0€30acHOCTH
e  IPEJOTBpAIICHHE YTEUKH HH(OpMAIIUH;
(] NpeaAOTBPAIICHNEC HCCAHKIIMOHUPOBAHHOI'O AOCTYIIA K I/IHCbOpMaI_[I/II/I.

2. IlpeameToM pacCMOTPEHHs M BHUMaHHUS IPU CO3JaHUM IIPOrPaMMHO-ANIAPATHBIX METOIOB U
CPEICTB 3alIUThl HHPOPMAIINH sSBIISETCS (BBIOpPATh BCE BEPHbIE):

e HWudopmanus

e HMudopmannonnas nHGpacTpyKkTypa

o  CereBas unppacTpykrypa

e XpaHwIHIla JaHHBIX

o IlonuTuka nHpOpMaALIMOHHON 0€301MaCHOCTH
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3. UYem xapakTepHbl 3aJaud MPOrpaMMHO-AINIAPAaTHONW 3alMThl HWHpopMauuu (BHIOpaTh BCe
BEpHBIC):

e  JIAHHBINA THI 33aJa4 SBJISIETCSA Y€TKO (hopMann3yemMbiM

e 00JbBIIOE KOJINYECTBO (DAKTOPOB, BIUAIOIIMX HA MOCTpoeHue 3 (HEKTUBHON 3alUTHI;

e  OTCYTCTBHE TOUHBIX HCXOJHBIX BXOJHBIX JaHHBIX;

e OTCYTCTBUE MAaTEeMAaTHYECKUX METOJOB IOJYYEHUS ONTHUMAIbHBIX pPE3YyJIbTAaTOB IO
COBOKYITHOCTH MCXOJHBIX JJAHHBIX

4. IIporpammHo-anmnapaTHas 3aliuThl HHGOpMaLK TpeOyeT 3HaHUM B CIEAYIOUIMX IPEIMETHBIX
obnacTsx: (BIOpaTh Bce BEPHBIC):

e  IIPOrpaMMHPOBAHUE

e  Kpunrorpadus

e  anmapaTHoe oOecreueHHe CPEJCTB BHIUNCIUTEIBHON TEXHUKN

e  KOMIBIOTEPHBIE CETH

e (usuKa

e  XHUMHSA

5. Ilpeameramu uCCIeOBaHMs M M3Y4YEHUS MpPU INPOEKTUPOBAHUU CPEICTB MPOTrPAMMHO-
anmapaTHBIX CPEICTB 3alIUThl HH()OPMALIUH SBJISIFOTCS (BBIOPATh BCE BEPHBIE):

e  IICUXOJIOTHUS

e  (hu3HMYECKHE MPOIECCHI

e  HEHpOHHBIEC CETU U UX AJITOPUTMBI

e  TEOpHs BEPOSITHOCTH U PUCKOB

e TEOpHs CTPYH

Tema 1.2. CTanaaptbl 6€301aCHOCTH

1. Yro Takoe CobiT u kak OH OTHOCHTCS K pa3paboTKe cucteM HH(POPMALIMOHHON 0€3011acHOCTH U
nporpamMm 0e301acHOCTH?

e  Crnucok cTaHiapToB, MPOLEAYP U MOJUTHK A7 pa3pabOTKU IpOrpaMMbl 6€3011acHOCTH

e  Tekymas Bepcus ISO 17799

e Crpykrypa, KoTopass Oblia pa3zpaOoTaHa sl CHMXKEHHMsS BHYTPEHHEIO MOILICHHUYECTBA B
KOMITaHUSAX

e OTKpBITHII CTaHAAPT, ONPEACIIAIOLINM eI KOHTPOJIS

2. JIns Koro mposIBISIOTCSA MPEUMYILECTBA OT BBEACHUs cTaHaapToB B obmnactu Ub (BbiOpaTh Bee
BEpHBIE):

e TpousBoauTENEH cpeacTB obecnieueHus b

e okcmepToB B obnactu b

e TmoTpebuTeneit cpencts oobecneuenus b

e  OM3HEC-PYKOBOJCTBA MPEAIPUATHIHA

3. Crannaptsl B 065acT HHGOPMAIIMOHHON 0€30MaCHOCTH BBITIOIHSIOT CJIEIYIONINE BaKHEHIIIIE
¢byHKuuu: (BBIOpaTh BCe BEPHBIE)

e BbIpa0OTKAa TOHATUHHOrO ammnapara W TEPMUHOJOTMM B o00jacTu HHGOPMALMOHHON
6e30macHOCTH

e (dopMHUpPOBaHKE IIKAIBI U3MEPEHUN YPOBHS HHPOPMAIIMOHHON 0€301aCHOCTH

e  COIVIACOBAHHAs OLIEHKA MPOJYKTOB, 00ECIEeUNBAIOIINX HHPOPMALIMOHHYIO 0€30M1aCHOCTh

e TIOBBIIEHHE  TEXHUYECKOW ¥  HMH(POPMAIMOHHOW  COBMECTUMOCTH  MPOAYKTOB,
obecneunBaronux b

e o0ecrieueHure 3amuTh HHGOPMAITIH, OOBEKTOB, JaHHBIX

e (yHKIMSI HOPMOTBOpYECTBA — IpPHJIAHHE HEKOTOPHIM CTaHJApTaM IOPUIMYECKOW CHIIBI U
yCTaHOBJIEHHE TPeOOBaHUS UX 00S13aTEILHOTO BBITOJIHEHUSI.

4. OcHOBHbIMH OO0JAaCTAMHU CTaHAAPTH3ALMU HHPOPMALMOHHOW OE30MaCHOCTH  SIBIISIOTCS
(BBIOpATh BCe BEpPHBIE):

e  ayauT H(GOPMALMOHHON 6€301MacHOCTH

e Mozenu uH(OpPMAITMOHHOM 0€30MacCHOCTH

e METOABI U MEXaHU3MbI oOecrieueHHst HH(POPMAIIMOHHOM 0€301MacHOCTH
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5

Kpunrorpadus

0€30I1aCHOCTh MEXKCETEBBIX B3aUMOIEHCTBUI
yIpaBieHne HHPOPMAIIMOHHOW 0€30TTaCHOCTBIO.
MIPOM3BOJICTBO CpelicTB oOecnieueHus b

. Kakoit u3 CTaHAApPTOB SABJIACTCA OJHUM U3 HanOoJIee H3BECTHBIX CTaHAapTOB, UCTOYHHUKOM

JYYIIUX IPAKTUK IPU OCTPOCHUU CUCTEM yIpaBiieHUs: HHPOPMAIMOHHON 0€30MacHOCThIO:

I'OCT P 57580.1-2017
I'OCT P 57580.2-2018
I'OCT P UICO/MBK 27001-2006 (ISO/IEC 27001:2013)

Tema 1.3. 3amuieHHass ABTOMATU3UPOBAHHAS CHCTEMA

1.

Kak Ha3piBaeTcsi 3allMIIEHHOCTh HH(MOPMAIIMOHHOM CHUCTEMBl OT CIIy4ailHOTO HIIU

npeaAHaMCPpCHHOI0 BMCIIATCIIbCTBA, HAHOCAIICTO ymep6 BJ1agciablaM HJIN IIOJIB30BaTCIAM I/IH(bOpMaHI/II/I?

2

(O8]

4

WNudopmannonnas 3ammura HHGOpMaIum
Nudopmanronnas 6€301macHOCTh
3ammura uHPOpMALUU

. Kakoil u3 nmpoTOKOI0B HE OTHOCUTCS K MPOTOKOJAM 3alIUIICHHOW NEepelayu JaHHBIX B CETH
HNurtepuer:

SSL
SET
HTTP
IPSec

. HpOl"paMMHHe cpeacrBa 00ecreynBarT COCTOSHUE 3allIMIICHHOCTH WC na ocHoBe:

C MMOMOMIBIO MHU(ppoBaHus (KpUrITorpadun)
METOIOM (PU3MUECKOTO 3arpaskICHUS

C IOMOUIBIO OXPAHHOW CUTHAJIA3ALUN

C MTOMOIIBIO MTATEHTHOM 3aIIUTHI

. Crenenn 3allUIICHHOCTHU I/IH(I)OpMaIII/II/I OT HETaTHUBHOI'O BOB[[GﬁCTBH?I Ha HeE€ C TOYKHU 3pCHUA

HapyIICHUA eé (1)H3quCKOﬁ M JIOTHYECKOM HEJIOCTHOCTHU UJIM HCCAHKIUMOHUPOBAHHOI'O MCIIOJIb30BAHHA —

9TO

5.

ySI3BUMOCTh MH(OpMAIHH

HaJIeKHOCTh MH(POPMALIUH

3alUIIEHHOCTh HH(pOpMaIK

6e30macHOCTh HH(OpMALIUU

[To gokymMeHTaM KOHTPOJHMPYIOIIUX OpPraHOB KOJMWYECTBO KJIACCOB  3alUIIIEHHOCTH

ABTOMATU3HWPOBAHHBIX CUCTEM OT HCCAHKITMOHUPOBAHHOI'O JOCTYyIIA:

8
7
9
6

Tema 1.4. Jlectabuusupyroniee Bo3ielicTBHE HA 00bEKTHI 3aIIIUThI
1. K ucrounnkam 1ecTaOMIN3UPYIOMIET0 BO3IEUCTBHUS HA MH(POPMAIIUIO OTHOCATCS: (BBIOpATh BCE

BEPHBIC)
[ ]

JIEOJTH;
TEXHUYECKHE CPEICTBA 0TOOpakeHus ((puKcarum), XpaHeHus, 00pabOTKU, BOCIIPOU3BEICHUS,

nepenayu uHGopmanuu,

2.

CPEIICTBA CBS3H;
MIPUPOIHBIE SIBICHMUS.

MOJIUTUYECKast U IKOHOMHUYEcKast 00CTaHOBKa

TEXHOJIOTUYECKHE MPOLIECCHI OTAEIbHBIX KaTErOpUN MPOMBIIIJIEHHBIX 00BEKTOB
Bugsl um crmocoObl 1ecTa0MIIM3HUPYIOLIET0 BO3JCHCTBUS Ha 3allMIIaeMyro HH(OpMaIuio

g depeHIupyoTCes 1o:

HCTOYHUKY BO3ICHCTBUSA
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e 00BEKTY BO3JCHCTBUS

e YPOBHIO BO3JIEUCTBHUS

3. Co CTOpOHBI JIOAEH BO3MOMKHBI CIEIYIOIIUE BUABI ACCTAOMIM3HPYIOIIETO BO3ACHUCTBUS,
IPUBOASIIUE K YHUUTOXKEHUIO, HCKAXKEHUIO U OJIOKUPOBaHUIO HH(pOpMaLUu: (BbIOpaTh BCe BEPHBIE)

o HenocpenctBenHoe BO31€HCTBUE HA HOCUTEIH 3alUIAEMON HH(POPMAITUH.

e  HecankunoHMpoOBaHHOE pacHpocTpaHEeHUe KOH(UIEHINAIBbHON HHpOpMaLUH.

e BpBog U3 CTpOS TEXHHUYECKHUX CPEICTB OTOOpaKeHHs, XpaHEHHs, 00paboTkw,
BOCIIPOU3BEICHMS], IepeAad HH(POPMALIMU U CPEJICTB CBS3H.

e lcnonp3oBaHue CpencTB KOMITBIOTEPHOW TEXHUKM IS 3a1ad, He MPeayCMOTPEHHBIX
JOJPKHOCTHBIMU MHCTPYKLUSIMH.

e Hapymenue pexnma pabodero BpeMeHU

4. K ycnoBusiM, CO3JalOUIMM BO3MOYKHOCTh JJIsl JI€CTa0MIM3HPYIOLIEro BO3JEHCTBUA Ha
nH(OpPMAIIHIO0, MOKHO OTHECTH: (BEIOpATh BCE BEPHBIC)

e  HEJOCTaTOYHOCTh MEp, NPUHUMAEMbIX Ul 3allUThl HWH(pOpPMALMKU, B TOM YHUCIE H3-3a

HEJI0CTaTKa PECypCoB;

e  HEJOCTaTOYHOE BHHMAaHHWE M KOHTPOJb CO CTOPOHBI AIMHUHUCTPALMH BOIPOCAM 3alUTHI
uHpopManuy,

e TPHUHATHE PELICHUH 1O NMPOU3BOJACTBEHHBIM BOIpOcaM 0Oe3 ydera TpeOOBaHHMU MO 3aIIUTe
nH(pOpMAIIHH;

e IUIOXHME OTHOILEHUS MEXIY COTPYAHUKAMH U COTPYIHUKOB C aIMUHUCTPALUEH.

e  HM3Kas 3apIulaTa COTPYAHHUKOB

e  HEKa4yeCTBEHHbII 110a00p nepcoHana

5. [lpuuuHamMu 1eCTaOMIIM3UPYIOMIETO BO3ACHCTBHS Ha MH(POPMALUIO CO CTOPOHBI TEXHUYECKHUX
CpeACTB OTOOpa)XKeHMs, XpaHEHHs, 00pabOTKU, BOCIPOU3BENEHUs, Meperayd MHPOpPMAaLUU U CPEICTB
CBSI3U MOT'YT OBITh: (BBIOpATh BCE BEPHBIC)

e  HEJIOCTAaTOK WJIH IJI0XO€ KaYeCTBO CPEJICTB;

e  HM3KOE KauecTBO pexxuMa (pyHKIIMOHUPOBAHUS CPEJICTB;

e  IIEpE3arpyKEHHOCTb CPEACTB;

e HM3Kasg KBaJM(UKaLUs TEpPCOHANA,  BHIIOJHSIOLIETO  HACTPOMKY M BHEIPEHHUE
BBIIIICYKA3aHHBIX CPEJICTB

Tema 1.5. IIpyHUMDBI  NPOrpaMMHO-ANNAPATHOM  3amUThl  HHpopManuu  OT
HECAHKIIMOHMPOBAHHOIO J0CTYNA

1. Kakue cCymecTByloT OCHOBHbIE TpYINIbl MPOrPaMMHO-AINIAPaTHBIX CPEACTBA 3alllUThI
uHpopManuu: (BbIOpaTh BCE BEpHBIE)

e Cpenctsa, paspaborannble ans 3amuThl nHGopmanuu ot HCJl B nH(pOpMallmoHHBIX CETSX,
HO JIOMYCKAaIOIME IIPUMEHEHUE U B IEPCOHAIIbHBIX KOMIIBIOTEPAX;

e CpencrBa HCJI Ha ¢uznueckom ypoBHE;

e CpencrBa, NPUHUMIIMAIBHO TMpelHA3HAauYeHHble ans 3ammThl uHpopmamuu ot HCJ] B
MIEPCOHANIBHBIX KOMITBIOTEPAX.

2. Vkaxurte cpenctna 3amuTsl oT HCJl B MHPOpPMAIIMOHHBIX ceTsAX (BBIOpaTh BCe BEPHBIE)

e cucrema 3amuTthl oT HCJl «Cniexktp-Zy;

e cucrema Secret Net;

e mporpamMmMmHO-anmapaTHbIi koMruieke 3ammTel DAALLAS LOCK;

e IporpamMMmHo-anmnapaTHas cucreMa «Kpunron-Betoy;

e cucrema Kpunrorpaduyeckoit 3amuTel nHGopmanuu «Bepba-0»;

o Ru-token / E-token

3. IIpunuun padoTs! nporpammHo-anmnapatHoil cucremsl KPUITTOH 3akmiouaercs B ciaenyroniem:

e pa3OueHHe KEeCTKOTO JIMCKa Ha Pa3JieNibl, KaKJA0MY U3 KOTOPHIX Ha3HAYalOTCs MpaBa JOCTyna

e  JIOCTYH K KOMIBIOTEPY OCYILECTBISETCS C MOMOIIBI0O OMOMETPUUECKOT0 AaTYHKa

e TEKCT Ha OJKpaHe KoMIbloTepa HM(pyeTcss Ui MOCTOPOHHUX, a BHUACH TOJIBKO
aBTOPU30BAaHHOMY COTPYJIHUKY

61



4. Cuctema xpunrorpapuueckoit 3ammrsl napopmanuu (CK3U) «Bepba-0» perraer cienyromue
3amaun: (BEIOpATh BCE BEPHBIC)

o mmdpoBanue/pacmudpoBanue nHpopMaIMK Ha YpOBHE (HailiIoB;

e  TEHEpAIHIO JICKTPOHHOU 1udpoBoit moanucu (SLIT);

e nposepky (DLII).

e co3ganue VPN-kanana

5. OcHOBHBIC (DYHKIIMH, BBITIOTHSEMBIC IPOTPAMMHO-aNIapaTHIMK cpeacTBamu 3ammThl o1 HCJI
SIBJISIIOTCSL:

e wuIeHTUUKAIUS U AyTCHTU(PUKAIUS TTOJTB30BATENICH U YCTPOUCTB;

e  perucrpaius 3amycka (3aBepIIeHHs) IPOrpaMM U MPOIECCOB;

e  ympaBlieHHuE HHPOPMAITMOHHBIMH IIOTOKAMH MEXIY YCTPOUCTBAMU;

e  yderT HocuTesel unpopmauu u apyrue G yHKIUH.

e yHuutoxxenue uHpopmaruu B ciryuae HCJI x Heit

Pa3pnen 2. 3ammTa aBTOHOMHBIX aBTOMATH3HPOBAHHBIX CHCTEM

Tema 2.1. OCHOBBI 321IUTHI ABTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM

1. Ilpu wucnomb3oBanuu Flash-Bios B aBTOMaTm3upoBaHHBIX paboyumx MecTax Ha 0ase
aBTOHOMHBIX [I9BM Heobxoaumo 06ecieunTh:

e ¢opmarupoBanue Flash-Bios mocie 06paboTku

e otkpsitue Flash-Bios Ha 3ammch

e  JIOCTYITHOCTH MH(OpMAaIHH, 3anucanHoi Ha Flash-Bios

e  IEJIOCTHOCTH MH(OpPMaIUH, 3arucanHoi Ha Flash-Bios

2. Kakoe cpeAcTBO 3alIUThI MMO3BOJSET BBISBIATh HECAHKIIMOHUPOBAHHBINA JOCTYI (MU TOIMBITKU
HECaHKIIMOHUPOBAHHOTO JIOCTYIA) K pecypcaM aBTOHOMHOW aBTOMATU3HPOBAHHOW CUCTEMBI?

« IDS
e  AHTUBHPYC
e CK[

3. ABTOHOMHAasi aBTOMaTU3MPOBaHHAsl CUCTEMA JOJIKHA 00ecreunBaTh (BHIOPATh BCE BEPHBIE):

e  HAJAECKHOCTHb

e  YETKO OIPaHUYEHHYIO JOCTYIHOCTh

e  IIEJOCTHOCTh

e  TOJHYIO KOHTPOJIMPYEMOCThH B JIF0O0I1 MOMEHT BpEMEHU

e  HMHTErPUPOBAHHOCTH

4. YKaxxuTe OCHOBHBIE aCIIEKTHI 3alllUThl aBTOHOMHBIX CUCTEM: (BBIOpATh BCE BEPHBIE)

e  CETEeBOU

*  AHTUBHUPYCHBIU

e 3ammuta o HCJ]

e  COXpPaHHOCTb MH(pOpPMaLIUU

5. Ykaxure nporpaMMHO-aIllIapaTHBIE CPEACTBA 3alIUTHI, KOTOPHIE MOTYT HCIIOJIB30BAaThCS UIS
ABTOHOMHBIX aBTOMAaTHU3HPOBAHHBIX CHCTEM. (BHIOPATH BCE BEPHBIC)

e Secret Net LSP,

« Dallas Lock 8.0K,

e [Tanumps K",

e Aypal.24.

e BEPBA-0

o Secret Net NT

Tema 2.2.3ammra nporpamMm ot U3y4eHust

1. B kauecTBe METOOB 3alllUTHI IPOTPAMM OT U3YUYEHHSI UCIIONB3YIOT: (BHIOPATh BCE BEPHBIE)

e 00dyckanuio

e  BCTpauMBaHUE B MPOTrpamMMy KOJOB-«ITYCTHIIIEK)

e  HCIOJIb30BAaHME YACTHBIX IEPEMEHHBIX B KOJE MPOTrpaMMBbl

e  HCIOJIb30BaHHE CAMOTEHEPUPYEMOT0 Koa

e  HCHOJb30BAaHHUE MOJIUMOPHHOrO KO/
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2. Tlo OTHOIIEHWIO K KaKUM IpoLeccaM JOJDKHA ObITh YCTOHYMBA 3alMINEHHAs Mporpamma
(BBIOpaTh BCE BEpHEBIC):

nucacceMONIMpoBaHUe

paboTa 1oJ; KOHTPOJIEM OTJIaunKa
apXMBHPOBAHUE

mudpoBaHue

KOMITHJISIIIHS

3. HanGonee u3BecTHbIE CIIOCOOBI 3aIUTHI IPOrPaMMBbI OT HOJIY4YEHHUs KO/a IPOrpaMMbl Ha A3bIKE
HU3KOTO YPOBHS: (BBIOpATh BCE BEPHBIE):

4

mudpoBaHue KoJia ¢ HOMOIBI0 CUMMETPUYHOIO KIIIoua

mmdpoBaHue KoJa ¢ TOMOIIBI0 ACHMMETPUYHOTO KITF0Ya
JUHAMUYECKOM MU3MEHEHHUH KOJa IPOrpaMMbl B ITPOLIECCE BITOJHEHUS
HCI0JIb30BaHNE HECTAHIAPTHOM CTPYKTYpPBI IPOIPaMMBI

. Hanbonee m3BeCTHBIE CIIOCOOBI 3allIUTHI IIPOTpaMMbl OT pa6OTBI o4 KOHTPOJIEM OTJIaJq4yuKa:

(BBIOpaTh BCE BEpHBIL):

5

W3MEHEHUe cpeibl (YHKIIMOHUPOBAHNS,

Mo (HUKAIHS KOJIOB TIPOTPaAMMBI;

ciy4aiiHble" mepexosl.

paznenenue ¢aiia mporpaMMbl Ha HECKOJIBKO METKUX (ailyioB

. 3ammuaeMa;I OT HCCJICAOBaHHA IIpOorpamMma MAOJIKHA BKIIOYATH CICAYIOIIUEC KOMIIOHCHTBI:

(BBIOpaTh BCE BEpHEBIL):

MHUIIAINA3ATOD;
3am(pPOBAHHYIO CEKPETHYIO YacTh;

JIECTPYKTOP
KOHCTPYKTOP

Tema 2.3. BpenonocHoe nporpaMmmMHoe odecrnevenme
1. BpenoHocHbIE IporpamMmsl — 31O ....

IIMHOHCKHUE MTPOTPaMMBbI
MpOrpaMMbl, HAHOCAIIME BPE IaHHBIM U IIporpaMmam, HaXOJSITUMCSI Ha KOMITBIOTEpE
AHTUBUPYCHBIE TIPOTPAMMBI

MIPOrpaMMbl, HAHOCSIIIE BPEJl OJIb30BATENI0, pabOTaONIEMy Ha 3apaKEHHOM KOMITbIOTEpE
TPOSTHCKHME YTHJIMTBI U CETEBBIE YEPBU

2. K BpeioHOCHBIM IIpOrpaMmmMaM OTHOCSITCSL:

IToTeHmanpHO ONAaCHbBIE IPOrPAMMBI

Bupycsl, uepBu, TposHBI

[IIn1oHCKHUE U peKJIaMHbIE TPOTrPaAMMBI

Bupycsl, nporpaMMbI-IIyTKH, aHTUBUPYCHOE IIPOrpaMMHOE 00€ecTieyeHHe
MesxceTeBol 3kpaH, OpaHaAMayap.

3. CeTeBbI€ U€pBH - 3TO...
BpenonocHble mporpamMmbl, yCTaHABIUBAIOIINE CKPBITHO OT IMOJIb30BATENs APYrHUe BPEIOHOCHBIC
[IPOrpaMMbl U YTHIIUTBI, 3TO:

Bupycsl, KoTopble IPOHUKHYB Ha KOMIIBIOTEP, OJIOKUPYIOT paboTy ceTH

Bupycsl, KoTopble BHEAPSAIOTCSA B JOKYMEHTBI 101 BUJIOM MaKpOCOB

XakepcKkHue yTUIIUTBI YIIPABISAIOUINE YAAJIEHHBIM JOCTYIIOM KOMIIBIOTEPA

BpenonocHble mporpamMmbl, KOTOpPbl€ IPOHUKAIOT HA KOMIIBIOTEP, HCHOJIb3Ysl CEPBUCHI

KOMIIBIOTEPHBIX CETEN
4. BpenoHocHas mporpamMma, KOTopas MOJMEHSIeT cO0O0W 3arpy3Ky HEKOTOPBIX IpOrpaMM IpHU
3arpy3Ke CUCTEMbI Ha3bIBAETCHL. ..

3arpy304Hblii BUPYC;
Makposupyc;
Tposm;

CereBoil uepBb;
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o  @aiuloBbIN BUpPYC.

5. Bupyc nopaxkarouuii T0KyMEHTbI Ha3bIBA€TCS

o Tposs;

e  ®DailyIoBBIN BUPYC;

e  Makposupyc;

e 3arpy304Hblil BUPYC;

o CerteBoii 4epBb.

Tema 2.4. 3amuTa nporpamMm 4 JaHHbIX 0T HECAHKIIUOHUPOBAHHOI0 KONMUPOBAHUS
1. Kakue ocHoBHbIe Mepbl 3amuThl oT HCK cymecTByroT: (BBIOpaTh Bce BEPHBIE)
OpranuzanuoHHbIE

e IOpunuueckue

o TexHuueckue

o KomMmnsrorepHsie

2. 3amuMra nporpaMmM, YCTaHOBJIEHHBIX Ha JKECTKOM JAMCKE peanusyeTcs B Buie: (BbIOpaTh Bce
BEpHbIE):

e  HEOOXOAMMOCTh IOCTOSHHO JepXaTh B HAKOMNMTEJIE HOCUTENIb HH(OpMAlMU, HAIPUMED,
KOMITaKT-JUCK HIIH (PIdIIKY

e wucnosb3oBanue annapatHoro USB unu LPT — kiroua

e  TpUBA3KA K CEpUHHBIM HOMEPAM KOMIIOHEHTOB KOMIIBIOTEpA

e CKaHUpPOBAHME JIOKAJIBHOW CETHM HA IpeIMeT IOMCKa I0J00HOM KOMUU MpOorpaMmbl U
OJIOKUPOBAHHUS €€

e  IIPOBEPKA CEPUIHOIO HOMEpa MPOrpaMMbl Yepe3 CIIEUANIBHBII CEpBEP

e  TeHepalyus YHUKAJIBHOIO Iapoiis P KaKIOM 3aIlyCKe WM KOIMPOBAHUM ITPOTPAMMBI

3. OCHOBHbIE MOTHBBI CO3/IaHUS U UCIOJb30BAHUS CUCTEM 3aLUTHI OT KONUPOBaHUA: (BbIOpaTh
BCE BEpPHBIC)

e VYuer ycioBUl paclpoCTpaHEHUs] IPOTPAMMHBIX ITPOJYKTOB

e YyeT BO3MOKHOCTEH MOJIb30BaTENEH MIPOrPaMMHOr0 MPOAYKTA IO CHATHIO C HErO CHUCTEMBI
3aLIUTBI

e VY4er CBOMCTB pacHpOCTPAaHSIEMOr0 POrPaMMHOI0 IPOAYKTa

e OueHKa BO3MOXHBIX IIOTEPH IIPU CHATHUHU 3aLUTHI U HEJIETAJIbHOM HCIIOJIb30BAHUN

e IlocTossHHOE OOHOBIIEHUE UCTIONB30BAHHBIX B CUCTEME 3aIIUTHI CPE/ICTB

o IIpenocraBnenne uHpopmanuu o0 ob6beme Bbimycka komuid IIO B opranbsl ['occrara,
HaJIOTOBOM MHCIEKIINH

e Vet anmapatHoro o0ecrneyeHus, Ha KoTopoe ycranonyieHo [10

4. OcHoBHbIE TpeOOBaHMs, MPEAbIBISIEMbIE K CUCTEME 3alllUThl OT KOMHUPOBAaHUS: (BBIOpATh BCe
BEPHBIC)

e obecrieyeHHME  HEKONMMPYEMOCTH  JUCTPUOYTHBHBIX  KOMIAKT-AMCKOB  CTaHIApTHBIMH
CpEICTBaMH;

e obecrieyeHNE HEBO3MOKHOCTH IPUMEHEHHUSI CTAHJAPTHBIX OTJIAJAYUKOB 0€3 JOMOIHUTENbHBIX
JeWCTBUI HaJl MAIIMHHBIM KOJIOM NPOrpaMMbl I 0€3 MPUMEHEHHs CHeIUaTU3UPOBAHHBIX POTPAMMHO-
anmnapaTHBIX CPEJCTB;

e oOecrieyeHME HEKOPPEKTHOIO JM3acCeMONMPOBAHUS  MAIIMHHOTO KOJA IPOrpaMMbl
CTaHJIaPTHBIMU CPEACTBAMY;

e o0ecrieyeHHE CIOXHOCTH U3YyYCHHMsS alropuTMa pPACHO3HABAHUS  WHAMBHUIYAIbHBIX
MapaMeTpoB KOMIIbIOTEpPA, HA KOTOPOM YCTaHOBJIEH MPOTPaMMHBIA MPOAYKT, U €ro MOJIb30BaTeNsd WIH
aHaJIM3a IPUMEHSIEMBIX allllapaTHBIX CPEICTB 3ALUTHI.

e OrpaHMYECHHE Ha KOJMYECTBO 3allyCKOB IMporpaMMbl (WM oOpalleHudl K namnke, TIe
YCTaHOBJIEHA [TPOTPaMMa) B TEUEHUE CYTOK

5. Kakux metonoB 3amutel uHGopmanuu or HCK He cymectByer?

e METObI, 3aTPYAHSIONINE CYUTHIBAHUE CKOTMPOBAaHHON MH(OpMAIuH;

e  METOjIbl, MPENSATCTBYIONINE UCTIOIB30BAaHUIO HH(OPMAIIUU
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e Meroabl, yHHUTOXaromue nHdopmanuo ([10) npu ucnons30BaHUM €€ HEaBTOPU30BAHHBIM
JTULOM

Tema 2.5. 3ammrTa nHGpoOpMaALMH HA MAIIMHHBIX HOCHTEJISIX

1. 3 kakux MepompusiTUN COCTOMT MpOIeAypa 3allUThl MAIIMHHBIX HOCUTeNeH uHbopmanuu
(3HN) (BbIOpaTh BCE BEpHBIL):

e YyeT MalIMHHBIX HOCUTENEH nH(pOpMalun

e  VYmpaBieHue I0CTYNOM K MAITMHHBIM HOCUTENISIM HH(POPMALIUU

e  KoHTpons nepemenieHuss MallMHHBIX HOCUTENEH HHPOPMAIIMH 32 MIpeiebl KOHTPOIUPYEeMOn
30HBI

e HcxiroueHne BO3MOXKHOCTH HECAHKIIMOHHPOBAHHOTO O3HAKOMJICHHS C COJIEp)KaHUEM
uHbOpMalNY, XpaHAMIEHCs Ha MAIIMHHBIX HOCUTENSIX U /MU MCIIOJIb30BaHHUS HOCUTENEH HHPOpMaIUY B
MHBIX UTHPOPMAIIMOHHBIX CUCTEMAX

e  Kontpons ucnonp3zoBanus nHTepEHCcOB BOJIa - BEIBOIA

e  KOHTpPOIb BBOJIA — BbIBOJA HH(OpPMALIMK HA MAIIMHHbIE HOCUTENN

o  KoHTpons noaktoYeHNs MaIIMHHBIX HOCUTENEH HH(OopMaIiu

e  VYHuuTOXKeHHMe UWHGOpPMAlMM Ha MAIIMHHBIX HOCHUTENSX NpU Mepefade  MEexAy
[I0JIb30BATEISIMH, B CTOPOHHHE OpraHM3alMM /s PEMOHTAa WM YTWIM3alMH, a TaKKe KOHTPOJIb
YHUUYTOXKEHUS (CTUpAHUS)

e OuucTKa CUCTEMHOI'O peecTpa ONEpallMOHHON CUCTEMBI I10CIIE UCIIOJIB30BAHUS 3AIUIIIAEMOT0
HOCHTES

2. Kak Ha3piBaeTcss MHGOPMALIUS WM HOCUTENh MHPOPMALIMH, WK HH()OPMAIIMOHHBIN TpOIIecc,
KOTOpbIe HEOOXOIMMO 3aIlMIIATh B COOTBETCTBUU C MIOCTABJICHHOM II€JIbIO 3aIIUThI HH(OpMauu?

e 00BEKT 3amuTh HH)OPMAITIH

e 00BeKT MHpOpMATHU3AITUN

e  JIOKaJIbHAsI BBIYMCIUTENbHAS CETh

e  aBTOMATU3WPOBAHHAS CUCTEMa

3. Eciiu B AC paboTaeTr oAMH I0JIb30BATEIb, KOTOPHIM JONYLIEH KO BCeW MH(OpMALUU U 3Ta
nH(popMalKs pa3MelleHa Ha HOCUTENAX OJJHOTO YPOBHS KOH(UAeHIIMAaTbHOCTH, Takasi AC OTHOCHUTCS K:

e 1 rpymme

e 2 rpymme
e 3 rpymnme
e 4 rpymnme

4. Kakas uH(popMaIus MOXKET UCIOJb30BAThCA NPU y4eTe MAIIMHHBIX HOCUTENEH MHpOopMau?
(BBIOpaTh BCE BEpHBIE)

e  pEerucTpanyoHHBIN (y4EeTHBIH) HOMEP HOCUTEIIS.

e UACHTU(UKAIMOHHBIN (CEpUITHBIN) HOMEP HOCUTEINS, IPUCBOCHHBIH IPOU3BOIUTEIEM

e  IIBET KOPIyCa HOCUTEIS

e MOJEIb HOCUTENSA

e BEC HOCHUTENS

5. Kakoe 13 mporpaMMHBIX CPEACTB IO3BOJISIET BBIMOJIHATH IMOMCK OCTATOYHOM MHPOpMaLUU Ha
MAalIMHHBIX HOCUTENSX, a TAKXKE Y4eT HOCUTENCH:

e HMucnekrop u Cxanep BC

e AKBC 2 u AppChecker

e DuienoH

Tema 2.6. AnnapatHblie cpecTBa HACHTHPUKANMU U aYTeHTH(PUKALMH 110JIb30BaTe el

1. VYkaxute yCTpoilcTBO [uId HAEHTH(UKALMU T0JIb30BaTeNeH, MNpeacTaBisdonee coOoi
MOOWJIBHOE TIEPCOHAILHOE YCTPOWCTBO, HATOMHUHAIOINIEE MAJICHHKUM TEHKEp, HE MPUCOSTUHSIEMBIN K
KOMIIBIOTEPY M UMEIOIINI COOCTBEHHBIH UCTOYHUK MUTAHUS:

e ABTOHOMHBII TOKEH

e USB-token

e VYcrpolicTBO KOHTaKTHOM ueHTUuKanuu iButton

o Cwmapr-kapTa
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e Panuouacrorusrii (RFID) uneatudukatop
e  beckoHTakTHBIN HaeHTH)UKATOP THUITA Proximity
2. Kakue ObIBAIOT BUABI CMAPT-KapT [0 TEXHUIECKOMY HCIIOJTHEHUIO (BBIOpATh BCE BEPHBIC):
e  KapThl C MAMSTHIO;
e  KapThl C MUKPOMIPOLIECCOPOM U MaMSIThIO
e KapThl C MUKPOMIPOIIECCOPOM
e  KapThl 0e3 MUKpOMpoIieccopa u 6e3 maMsaTi
3. Kakue ycTpoiicTBa MOTYT pa3inuuyaThCs MEX1y co00M pU3NYECKH, HO BBIMIOJIHATH OJHY U TY XK€
(YHKINIO ¥ UIMETh MOAOOHBIN MPUHITUI JSHCTBUS:
e USB-tokeH u cmapT-KapTa
e YCTpOWCTBO KOHTAKTHOM MACHTU(HUKAIMK iButton 1 aBTOHOMHBIH TOKEH
e  buomerpuueckuii ckanep u USB-TokeH
o buomerpudeckuii CKaHep U CMapT-KapTa
4. Kakoe U3 yCTpOMCTB MOXET UMETh (POPMY MHUHHUATIOPHOTO KaNbKyJsTopa / (idIIKu / cMapT-
KapThl / Openoka:
e ABTOHOMHBII TOKEH
e USB-token
e YcTpolcTBO KOHTaKTHOM uaeHTuuKanuu iButton
e  Panuouacrotnsiii (RFID) unentuduxarop
e  beckonrtakTHbIi HaeHTU(UKATOP TUTIA Proximity
. YKaXuTe CHCTEMBbl OHOMETPUYECKOH WACHTU(PUKAIMH, KOTOpBIC SIBISIOTCS HanMEHee
3aTpaTHBIMU (BBIOpATh BCE BEPHBIC):
e  TIO y30pY PaayKHOH 00OJIOUKH /WM CETYATKH TI1a3a
e IO OTIIEYATKaM IMaJbIEB
e IO TEOMETPHYECKOH (hopMe pyKH;
e 10 dopMe U pazMepy Juia
e 10 ¢popMe yieil;
e 110 OCOOEHHOCTSIM rojioca
e 10 a”ammsy JIHK;
e 1O OMOMEXaHMYECKHM XapaKTEepPUCTUKAM PYKONUCHOW MOANHCH M / Wiu "KIaBUATypHOTO
nouepka”
Tema 2.7. Cucrembl 00HAPY/KEHHS aTaK M BTOP KeHUI
1. Undopmanus, mnomydeHHas o0 HMHPOPMAIMOHHONM aTake MOXET TpYIIUPOBATHCS
aHATM3UPYIOILUM CEPBEPOM I10 CIIETYIONIUM MapaMeTpaM: (BbIOpaTh Bce BEPHBIE)
e |P-ampecy arakyroriero;
e  TIOPTY NOJy4aTels;
e  HOMEpY areHTa;
e  JlaTe, BPEMEHHU;
e  TPOTOKOIY;
e  THUIIy aTaku
e |P-agpecy arakyemoro
. IIpoToKosIbHBIE CCTEMBI OOHAPYKEHHs BTOPKEHUN HCTIONIB3YIOTCS JUIA. . ..
OtcnexuBanus Tpaduka
OTcrexuBaHue BUPYCOB
OTcrexuBaHue HEUCTIpaBHOCTEN
. UTO He BKIJIIOYAET apXUTEKTypa CUCTEMbl OOHAPYKEHHSI BTOPKEHUI?
Xpanunuiie
CeHCOpHYIO MOJICUCTEMY
OrnepaTUBHYIO IaMAThH
4. CereBasg cuctemMa OOHapyXeHHMS BTOPKEHHH TIOJNyd4aeT JOCTYH K CETeBOMY TpaduKky,
MOJIKJIIOYAsCh K. ..
e XaOy (koMMyTaTopy)

[\S)

L] e W e L] [ ]
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ITopty
Mocty
. Kakoro Bua cucreMbr 00HapyKEHUSI BTOPKCHHUI HE CYIIECTBYET?
['ubpugnas
e IlenbHas
e VY3n0Bas
Pa3nen 3. 3ammrTa uHgopManum B JOKAJIbHBIX CETAX
Tema 3.1. OCHOBBI NOCTPOEHMSI 3AIIMIIEHHBIX ceTel
1. KoHTpo1b 3aIUIIeHHOCTH HHPOPMAITMOHHOH CEeTH 3TO:
e  IpOBEpKa JOKYMEHTAIUU MO TEXHUKE 0€30MacHOCTH
e umuTanus "B3noMa" MH(GOPMAIIMOHHON CETH, OCYILECTBIIAEMAsi CUJIaMU CaMOM OpraHU3aluu
WJIY YIIOJTHOMOYEHHBIMU JINLIAMHU
e  YCTaHOBKa MPOrpaMMHO-ANMapaTHBIX KOMIUIEKCOB OTCIICKUBAHUS MOIBITOK B3JIOMa CETH
e  YCTaHOBKa KaMep BUJCOHAOIIOACHUS [10 MAPUIPYTY MPOXOKACHUS HH(OPMALIMOHHON CETH
2. B kako#il moiuTHKe OE30MacHOCTH Ui JOCTyNa K JII0O0OMY 3alMIIaeMOMy OOBEKTY CeTH
MIPUMEHNMO 3aMPETUTEIBHOE IMPABUIIO: BCE, UTO HE PA3PELICHO SBHO - 3aIPEUICHO.
e [lonutuke 6€30MaCHOCTHU MO YMOIYAHUIO
e ['moGanpHOi monuTHKa 6€30MaCHOCTH
e CraproBoil monuTuka 0€30MacHOCTH
e JlokanbHOl nonuTHKa 0€30MacHOCTH
3. MexxceTeBoil 3KkpaH B 3alIUIIEHHON HH(POPMALIMOHHON CETH JT0JIKEH
MPOMYCKaTh NaKEThI TOJBKO B OJHY CTOPOHY
e oOecrieunBaTh 0€30MAaCHOCTh BHYTPEHHEH (3alMIAaeMOil) CeTH W MOJHBIA KOHTPOJIb HaJ
BHEIIHUMM MMOJKIFOUECHUSAMH U CEAHCAMH CBSI3U
e OCYUIECTBJATH KOHTPOJIb JOCTYIIA ITOJIb30BATEIEH BHYTPEHHEN CETH
e  TOJIHOCTBIO MPEKPALIATh JOCTYI MEXAY CETAMHU
4. K cucremam aHaiu3a 3alllUIIEHHOCTH CETU OTHOCUTCSL:
Internet Scanner

[Sa}

e BS7799
e Network IPS
e CRAMM

5. MexaHM3MBbl 3allUTHI, PEATN30BaHHBIE B MEKCETEBBIX IKPaHAX, CepBepax ayTeHTU(UKAIUH,
CUCTEMax pa3rpaHUueHus AOCTyIa, padoTalT .

e TOJIBKO Ha JTale MOATOTOBKU aTaK1

e TOJIBKO Ha JTaIlle 3aBEpPIICHUs aTaKu

e  HA BCEX JTalax OCYLIECTBIEHUS aTaK1

e  TOJIBKO HA JTalle pealn3aluy aTaku

Tema 3.2. CpencrBa opranusanuu VPN

1. Ilpu noruueckom rpynnupoBanuu B BuUpTyasibHbIX JIKC ucCHonb3yroTcsi Takue Mpoueaypbl
YIPABJICHUS MIAKETaMU, KaK _ TIaKETOB

e uAcHTU(UKAIUS

e (uubTpanms

e  COPTHPOBKA

2. Ha xakoM ypoBHe cTposTcsl HanboJjee pacnpoctpaHeHHble VPN-cuctemsl:

e  TPAHCIOPTHOM;

e  TPUKIATHOM;

e  CETEBOM;

e  KaHAJIBHOM

3. B BUpTyanbHOI 4aCTHOM CETH peaanu3yeTcsl TOMOJIOTHS:

e m00as;
e  TOYKA-TOYKAQ;
e  IIMHA;
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e B BHUPTYaJbHOUN YaCTHOW CETH HEBO3MOYKHO PEATU30BaTh TOIOJIOTUH.

4. C kaKkoil 1es1bI0 4acTo ucnodib3yrores VPN Thna «MapuipyTu3atrop—mapipyTu3aTop»?

e Jlns mpemocTaBieHHS 3aKa3YMKaM JOCTYIA K JOKAIBHON CETH KOMIIaHUH.

e Jlns mpepocTaBieHus CIyXallliM JOCTYIA K CETH KOMIaHUH U3 UX J0Ma.

e Jlns mpemocTaBieHHs OCTYNa K CETH KOMIAHWHM €€ PYKOBOAMTENSM, HAXOMSIIUMCS B
nopore.

e Jlms co3maHus COCNMHEHUS MEXKIY JABYMs OQUCaMH, PACHOJOKCHHBIMH Ha OOJBIIOM
paccTosiHUU APYT OT ApyrTa.

5. Ammaparnsie cetu VPN Ha ocHOBe 000pynoBanus O0b1BatoT (BeiOpath Bce BepHBIE. ):

e  CETU Ha OCHOBE MapIIPyTU3aTOPOB

e  CETH Ha OCHOBE OpaHIMay3pOB

Pa3nen 4. 3ammTa undgopMamumn B ceTsAX 00111ero qocryna 16

Tema 4.1.00ecnieuenune 6€30MACHOCTH MeKCETEBOr0 B3aNMOeCTBHUS

1. JIns moaxiIroYeHus MOoJb30BaTeNel K CeTH KOMIaHUs UCIOJIb3YEeT OECPOBOIHBIE TEXHOIOTHH.
beumn pazpaboransl TpeboBanusi 6e3onacHocTr: ObecnieueHne KOHPUACHIIUAIHHON Tepeaadn JTaHHBIX;
o0ecrieueHre IIEJIOCTHOCTH JaHHBIX. Kakume H3 mepeducieHHbIX MPOTOKOJIIOB TO3BOJSAT PEIHIMThH
MOCTaBJICHHYIO 3a7a4uy? (BHIOPATH BCE BEPHBIE):

[ ] ESP

e WEP

[ ] WPA

e 802.1x
e 802.11i

2. IlomuTuka O0€30MAaCHOCTH KOMIAHMM 3alpeliaeT I0Jb30BaTEIsIM IOCEIEHNE HEKOTOPbIX
caiiToB. Azlpeca caliTOB 3aHECEHbI B YEPHbIE CIIUCKU, KOTOpbIE NEepUOHuUecKu oOHOBIstOTCS. Kpome
Toro, Tpedyercs OJIOKMpOBKa JtOObIX OaHHepoB. Kakoil W3 mepeyrcleHHBIX THIOB OpaHIMay’poB
MIO3BOJIMT PEATU30BATh IAHHYIO IOJIUTUKY 0€301MacHOCTH?

o  bBpannmaysp nakeTHON QUIBTpaIH

L] NAT

e bpanamaysp ypoBHS NpHIOKEHUN

o RADIUS cepsep

e PAT

3. B perucrtpaniioHHOM JKypHajle cepBepa OOHapYyXXEHbl HECKOJbKO MOJOOHBIX 3amucei,
CBUAETENbCTBYIOINX 0 peanu3anuu ataku: Jul 8 18:23:20 fender sshd[15019]: Illegal user bruce from
207.232.63.45

Kakoli Tun cuctem oOHapy»XeHHs aTak ClelyeT UCIIOJIb30BaTh JJIs MPEJOTBPAIICHUS BTOPKEHUI
TaKoro Tumna B Oyaymniem?

e AHanu3aTopbl pErUCTPAllMOHHBIX (ailioB

e AHanu3aTophl CETEBOI AKTUBHOCTHU

e MoHUTOpPHBI perucTpalvoOHHbIX (PailioB

e  Cucrembl 0OHapYyKEHHUs aTaK Ha CETEBOM YPOBHE

e Cucrtembl KOHTPOJI LEIOCTHOCTU

4. Kakoii U3 nepevyrciIeHHbIX IPOTOKOJIOB 00eCeueH sl CETeBOM 0€30IacHOCTH SBISETCS YaCThIO
npotokojia [PSec u BeimonnsieT cnenyromme ¢pyakuun: OdecrneueHrne NeIT0CTHOCTA JTaHHBIX; 3allUTa OT
MIOBTOPEHMS IaHHBIX; yIOCTOBEPEHUE NCTOUYHUKA JAHHBIX.

e AH

e« MD5
e« SNMP
e SSH

e« ICV

5. Kakoil KOMIIOHEHT 3allMThl KAaK MHUHUMYM JIOJDKEH IIPUCYTCTBOBaTb B JIOKAJIbHBIX U
KOPIOPAaTUBHBIX CETAX JUIs oOecrneueHuss THPOpMaIMOHHOM 0e301acHOCTH:
e MEXCETEBOH dKpaH
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e MeXaHU3M Kpunrorpaduu

e cucTeMa OOHApYKEHUS CETEeBbIX aTaK

e cHuCTEeMa OOHAPYKEHUS CETEBBIX BTOPKEHUI

Pa3zgea S. 3amura undgopmanun B 6a3ax JaHHBIX

Tema 5.1. 3ammrTa nugopmanuu B 6a3ax JaHHBIX

1. Kakast konusi 6a3bl JaHHBIX MO3BOJISIET BOCCTAHOBUTH MH(pOpMaIuio noiaHocteio Ha 100% npu
cboe B 11000i1 MOMEHT BpeMeHH?

e JIuddepennuanpuas pe3epBHas KOMHS

o PesepBnas konus

o Hukaxkas u3 xonuit

2. CaMbIM HaJI&)KHBIM CITIOCOOOM 3aIUTHI TaHHBIX OT MOTEPH SBISAECTCS:

e  CO3JIaHUE KJIACTEPOB

e  pe3epBHOE KOIIMPOBAHUE AAHHBIX U )KypHaJIa TPAH3aKIUM

e  pe3epBHOE KOIMPOBAHUE

e TexHonoruu RAID

3. BepHo nu yTBepxkaeHHE: MOJENb IOJHOTO BOCCTAHOBJICHUS CIEAYET HCIOJIb30BaTh MJIs
paboueii 6a3bl JaHHBIX, COIEPIKAIICH KPUTUYECKH BaXKHbBIC TaHHbBIEC?

[ aa

e HET

4. BepHo 1M YTBEp)KIEHHE: MPOCTas MOJIeJIb BOCCTAHOBIICHUS MOXET HCIOIb30BAThCS IMPHU
pa3paboTke 06a3 JaHHBIX WK MPH paboTe ¢ 6a3aMu, KOTOPBIE HE TPEOYIOT YaCTOrO peAaKTUPOBAHUS ?

[ aa

e HET

5. Buapl 3amuThl 6a3 TaHHBIX (BBIOpaTh BCE BEPHBIC):

e  3alIWTa BCEX YYETHBIX 3aIKCEH, 3aIUTa UACHTU(PHUIIMPOBAHHBIX OOBEKTOB

e  3amuTa y4yETHOMU 3aMKCH TPYIIBI aIMUHUCTPATOPA

e  IPUIOKEHHE, KOTOPOE UCIIOB3YETCS ISl YIIpaBJIeHUs 0a30il TaHHBIX

e 3amwura rpymnmnsl Users

e  JIUCKpEIMOHHAs 3aluTa

Pa3gen 6. MOHUTOPHUHI CHCTEM 3aIIUTHI

Tema 6.1. MOHMTOPHHT CHCTEM 3aIIIUTHI

l. B kakux HampaBlIEHUSX MOXKHO pPa3BUBATh CHUCTEMY MOHMTOPUHIA JEHCTBUUA MO 3alluTe
KOH(uaeHIManbHON nHpopmanun?

e  HapamuBaHue QYHKIIMOHATA

e  HapalllMBaHHWE AaHAIUTUYECKUX BO3ZMOXKHOCTEN

e  UMHTErpauus CUCTEM 3alUThl OT BHYTPEHHUX U BHEUIHUX YIPO3

e  TIOCTPOEHHE CUCTEMBI IIPEIOTBPALICHUS YTEUEK

2. SBnsercd M NOCTPOECHHUE CHUCTEMBI MPENOTBPALLEHUS YTEYEK JAIBHEHIIMM PpPa3BUTHEM
CHUCTEMbl MOHUTOPHUHTIA JEHCTBUI 1O 3a1uTe KOHpUIECHIMaIbHOU nHopmanun?

e  HET, HE ABJIAETCA

e [, sBJISIETCA
7ia, HO TOJIBKO OZJHOBPEMEHHO C HapallMBaHUEM aHAJTUTHYECKUX BO3MOYKHOCTEN

3. MOHUTOPHUHIOM MOKET SIBISATHCS (BBIOPATh BCE BEPHBIE):

e  3amuch onpeaeseHHbIX COOBITUH B KypHaJ 0€30MaCHOCTHU cepBepa Ha3bIBACTCS

e Ilonydyenne u aHamu3 HHPOPMAIMHM O COCTOSHUM PECYpCOB CHCTEMBI C IOMOIIBIO
CHELMAIIBHBIX CPEJICTB KOHTPOJIS HAa3bIBAETCS

e Ilonmydyenue nocryna Kk HHQOpMAINH, IEPEXBAYCHHON APYTUMHU IPOrPaMMHBIMH 3aKiIa/IKaMH

4. MexaHU3M NOJOTYETHOCTH TOJIb30BATENIEH, KOTOPBIM IO3BOJIET BBINOIHATH MOHUTOPHUHT
HapyILIeHUH 1eI0CTHOCTH HHPOpMAIUH, 3TO:

e  AyJIUT MPOU3OILEAIINX COOBITHI

e OOBEKTUBHBIA KOHTPOJIb

e  yIpaBlieHUE Nepeaauel MpUBUIECTUI
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ayTeHTU(UKALIHS MTOJIb30BaTEICH
UeHTU(DUKAIUS TTOJIH30BATENICH

5. Uro MOXeT BKJIIOYaTh B ceOs MOHHTOPUHI CHUCTEM 3aIluThl WH(popMmanuu (BbIOpaTh Bce

BEpHBIC):

[TpocmoTp KypHana COOBITUI ONepallMOHHON CHCTEMBI Ha CepBEpax M pabOouuX CTAHIUAX
Amnanus cereBoro Tpaduka

[TpocMmoTp 3amuceit ¢ kamep BUIACOHAOIIOICHUS

HaGmonenne 3a CTaOMIBHOCTBIO 3JIEKTPOMUTAHHS

OtcnexxuBanue (PUHAHCOBBIX PACXOJIOB MPEANPUATHUS

AHanu3 coep)KUMOTr0 HOCUTENEH HHPOPMAIMK Ha cepBepax M padovnX CTAHIHIX

Tema 6.2. U3yuenue Mep 3amuThl HHpopManuu B ”HGOPMAIMOHHBIX CHCTEMaxX
1. IInanupoBanue GecrniepeOOiHOM pabOTHl OpraHU3alui OTHOCUTCS K KIFOUEBBIM MHIMKATOPaM B
METOAMKAX OLEHKU MPUHUMAEMBIX Mep 0 obecrieueHIo HH()OPMAIIMOHHON 0€30MacHOCTH:

HCT
Ja

2. Tlogxonq k aHamu3y W OLEHKE NPUHUMAeMbIX Mep MO oOecnedyeHHt0 HHQPOPMAIMOHHOMN
0€30MaCHOCTH OCHOBBIBAETCS HA BBIYUCICHHH BECOBBIX KOX(P(PHUIMEHTOB OMACHOCTU JUII MCTOYHHKOB
yrpo3 U ySI3BUMOCTEI:

3
mep?

4

Ja
HET

. Kakas u3 IMPUBCACHHBIX TEXHUK ABJISACTCSA caMoM Ba)KHOM npu BI)I60pe KOHKPCTHBIX 3allIUTHBIX

AHanu3 pucKoB

AHanu3 3aTpar / BEITOJIbI

Pesynpratet ALE

BrisiBneHue ysS3BUMOCTEN U yTPO3, SBISIOIINUXCS MPUIHNHON pUCKa

. B uncno rpaneii, mo3BOJSIOMIMX CTPYKTYPUPOBATH CPENCTBA JAOCTIDKEHHSI MHPOPMALMOHHOM

6630HaCHOCTI/I, BXOOAT:

Mepbl 00ecreueH sl LIEIOCTHOCTH;
aJIMUHUCTPATUBHBIE MEPHI;
Mepbl o0ecnieueHrs KOH(UIEHIIMATIbHOCTH.

5. HpI/I AHAJIN3€ CTOMMOCTH 3allIUTHBIX MEP CIICAYCT YUYUTHIBATDL:

pacxo/Ipl Ha 3aKyNKY 000pyIOBaHHS
pacxo/ipl Ha 3aKyIKY POrpaMm
pacxozbl Ha 00y4YeHHe IepcoHana

Tema 6.3. H3y4yeHne cOBpeMEHHBIX IPOrPaAMMHO-ANNAPATHBIX KOMILJICKCOB.

1.

[IpaBuna 3amuTel uHGOpPMANMK — aOCTPAKTHOE OMUCAHHWE KOMILIEKCA MPOTPAMMHO-

TEXHUYECKUX CpPEACTB M OPraHM3alMOHHBIX MEp 3alUThl OT HECAHKIMOHMPOBAHHOIO JAOCTYyNa K
nH(pOpMalLUU Ha3bIBaeTCS:

Mogenp
Maket
IIpororun
Konnent

2. YKaXuTe TUIIOBBIE METO/Ibl N3YYEHHsI COBPEMEHHBIX NPOrPAMMHO-ANMAPATHBIX KOMILIEKCOB B
YCIIOBUSAX Y4eOHOT0 3aBeIeHHs (BHIOpATh BCE BEPHBIE)

YTEHHE NHCTPYKLUHU, IPUIaraéMou K MporpaMMHO-alapaTHOMY KOMIUIEKCY
CaMOCTOSITENIbHOE MOJIy4eHHE HAaBbIKOB B YCTAHOBKE M HACTPOUKE
poBesieHne 1abopaTopHBIX padoT

yreHue GopymoB B MIHTEepHETE

oOpalleHne B TEXIOAIEPKKY

CaMOCTOSITEJIbHOE MOJIETUPOBAaHNE BAPUAHTOB UCIIOJIb30BAHUS
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3. VKaxuTe TUMIOBBIC METOJIbI U3YUCHHUS COBPEMEHHBIX MPOTPAMMHO-AIIAPATHBIX KOMIUJIEKCOB B
peanbHBIX paboYMX YCIOBHIX (BHIOPATh BCE BEPHBIC)

e  UYTEHHWE MHCTPYKIIMH, TPUIIATaeMOH K TPOrPaMMHO-AIAPATHOMY KOMILJICKCY

e  CaMOCTOSITEIILHOE MOJYYCHNUE HABBIKOB B YCTAHOBKE M HACTPOUKE

e yrenue popymoB B HTEepHETE

e  oOpamieHue B TEXIOIICPIKKY

e  CaMOCTOSITEIILHOE MOJEIIMPOBAHNE BAPHAHTOB UCIIOJIH30BAHUS

4. Hamnyummii 3¢ ekt npu M3ydeHUuH MporpaMMHO-aNIapaTHOTO KOMILIEKCA TOCTUTACTCS TPU:
(BBIOpaTh BCE BEPHBIC)

e  CaMOCTOSITEIILHOM U3Y4YCHUU

e  HAOIIOACHUU 32 CIICIHATUCTOM, KOTOPBIH UMEET OMBIT B 3TOM BOIIPOCE

e oOcyxneHnu Ha popymax

e 00yueHHMH Ha CTIEIUATU3UPOBAHHBIX Kypcax

e  BCE MEPCUUCIICHHOE

5. llpu u3yyeHnH mporpaMMHO-aNIAPaTHOTO KOMILIEKCAa OTBETCTBEHHOCTh 32 €r0 MCIPABHOCTD H
MpaBUJILHYIO PabOTy Bo3jaraercs Ha: (BBIOpAaTh BCE BEPHBIC)

e  TIPOU3BOJAUTEIS

e  CICIHAIKMCTA, KOTOPBIA €r0 HACTPAMBAET M BBOAMT B AKCILTyaTAIHIO

e  CHEIHAINCTa, KOTOPBIKA OyIET ero UCTIONb30BaTh

e  BCEX BBINIETICPEUNCICHHBIX

5.21.2. MJK.02.02. Kpuntorpaguyeckue cpeacTBa 3alIUTHI HHpOpMaIIUH

Texymuii KOHTPOJIb 110 TeMaM JUCLMILIMHBI 3aKJII0YAETCS B OIIPOCce 00yUYaIOLIUXCs 110
KOHTPOJILHBIM BOITPOCAM, 3aIIUTE OTYETOB IO Ja00pATOPHBIM H(MIIN) MIPAKTHYECKUM 33 JaHHSIM,
TECTUPOBAHUHU.

Onpoc no KOHMPONLHBIM 60NPOCAM:

[Tpu npoBeeHNH TEKYLIEro KOHTPOJIs 00ydaromumcs Oy1eT MUCbMEHHO, JTM00 YCTHO 33JJaHO JIBa
BOIIPOCA, HA KOTOPHIE OHH JJOJKHBI JaTh OTBETHI.

Harpumep:

1. Yro takoe mudpoBanue?

2. Yro Takoe KoaupoBaHUe?

Kpurepun oneHuBaHus:

- 90-100 GanyoB — MpH MPaBUIBLHOM M ITOJTHOM OTBETE Ha JIBa BOMPOCA;

- 80-8906ai10B — IpH MIPaBUIIBHOM H TTOJTHOM OTBETE Ha OJMH U3 BOIIPOCOB U IPABUIHBHOM, HO HE
IIOJTHOM OTBETE Ha JIPYroil U3 BOIPOCOB;

- 60—79 GamnoB — pU MPABUIIBHOM U HETIOJIHOM OTBETE TOJILKO Ha OJIMH M3 BOIIPOCOB;

- 0-59 GannoB — MpHM OTCYTCTBUHU MPABUIIBHBIX OTBETOB Ha BOIIPOCHI.

Komnuectso 0aiutos|0-59 60-79 80-89 90-100
IHKaJ'Ia OILICHHUBAHUA Hey,[[ YI[OBJ'I XOpOHIO OTJINYHO

Ilpumepnulii nepeuens KOHMPOILHBIX 60NPOCOB:
Beenenune. Ilpeamer u 3agaun kpunrorpaguu. Ucropusi kpunrorpagun. OcHOBHBIE
TePMHHBI.
Yro takoe mudpopanue?
Uto Takoe koaupoBaHue?
Yro uzydaet kpunrorpadpus?
Korna 6b111 U3BECTHBI IIEPBbIE AITOPUTMBI MKU(pOBaHUS?
Yro Takoe KpUInTOoCTONKOCTH?
Pa3)1e.11 1. MaremaTu4eckre OCHOBBI 3a1IUThI HH(opManuu
Tema 1.1. MaTeMaTH4eCKHe OCHOBbI KpUIITOrpaduu

agbrwbnE
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1. Kakyro MatemMaTn4yeckyio (yHKIHIO OTHOCUTEIBHO JIETKO BBIYMCIUTD, HO TPYIHO HATH
COOTBETCTBYIOLIEE 3HAUCHHUE apryMeHTa?

2. Kakwue u3 pa3esoB MaTeMaTHUKH JIETJIA B OCHOBY COBPEMEHHBIX METOJI0B KpUnTorpadun?

3. Kak Ha3bIBaeTcs Hayka, IPEIMETOM KOTOPOIl ABJISIOTCS MaTEMAaTHYECKUE CIIOCOOBI
npeoOpa3oBaHus HHPOPMAIUH C LENBIO €€ 3alUTHl OT HECAHKIIMOHUPOBAHHBIX MOJIb30BaTEICH?

4. C kakuMm asipaBUTOM NPUHATO PabOTaTh B TEOPETHUECKOU KpUnTorpapuu ?

5. Kakue Buapl MaTeMaTHYECKHX MOCIIEI0BATENILHOCTEH HCIIONB3YIOTCA B KpunTorpagun?

Pazgea 2. Knaccuueckasi kpunrorpadgus

Tema 2.1. MeToab! KpUNITOrpagu4ecKOro 3aluThl HHPOPMALMH

1. Yro npexacrasisier coboit kpunrorpaduyeckas cucrema?

2. YTo mpHHATO HA3bIBATH DJIEKTPOHHOM MOAMUCHIO?

3. Kak Ha3biBaercs npeoOpa3oBaHue HH(OPMALMHU C LIEbIO 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO
J0CTyMa, ayTEHTH(PHUKAIMY U 3aIUTHI OT MPETHAMEPEHHBIX U3MEHEHUIT?

4, Kaxumu cBOWMCTBaMH JIOJDKEH 001a1aTh reHeparop nceBaocayqdaiapix uncen (I'TICY) ps
MCTOJIb30BAHUS B KPUNITOTPAQUIECKUX LIEISIX 7

5. Kak Ha3pIBaeTcst kpunrorpadpuyeckuil airOpuT™, B KOTOPOM KJIFOU, UCIIOJIb3YEMBbIH JU1s
mmdpoBaHus cCOOOMIEHUH, MOKET OBITH TIOTYYEH U3 KiIfoua JAenm(poBanus 1 HA000poT?

Tema 2.2. Kpunroanaau3

1. Kakoa menp Kpunroanaauza?

2. C ucnosib30BaHUEM KaKUX HHCTPYMEHTOB I03BOJIET PACKPBITh CEKPETHBIE COOOLICHUS
KpUIITOAHAIU3 ?

3. Ot yero 3aBUCUT CEKPETHOCTH coobmienus no MmHeHuo O. Kupxrodda?

4. Kaxue MeTopl KpUIITOAHATN3a IPUMEHSIOTCS JJI1 aCCUMETPUYHBIX ITHU(POB?

5. Kakue MeTop! KpUNTOaHAIN3a IPUMEHSIOTCS Ul CAMMETPUYHBIX HIH(pPOB?

Tema 2.3. IloTouHble IM(PBI U FeHEPATOPHI NICEBAOCIYYANHBIX YU e

1. Kak norounslii mu¢p BHINOIHAET NIPeoOpa3oBaHUE BXOAHOTO COOOIEHUs?

2. Kakumu cBoicTBaMH JOJDKEH 00J1a/1aTh TeHEPATOP MCEBAOCTYUANHBIX YHCEN IS
UCIOJIb30BaHUS B KpUNTOrpaduueckux Lemnsix ?

3. Kakoii u3 reHepaTopoB NCEBIOCTYYAHBIX YHCEI SBISIETCS HAanOoJIee MPOCThIM?

4. Kakoit anroputm ucrnonssyercs ais mwudposanus naposeit B OC Windows, a Takxke B
nporokosie SSL?

5. Ha uem ocHOBaH NpUHIMII ASHCTBUS BCEX N'€HEPATOPOB IICEBIOCTYYaHHbIX Yncen?

Pa3nen 3. CoBpeMenHast kpunrorpadus

Tema 3.1. KonupoBanue nundpopmanuu. Komnsrorepuzanus mudpoBanus.

1. Yro mpencraBnsieT coO0¥ KoaupoBaHUEe HHGOPMAITHH?

2. B uyem 3akimogaercs o0mas ujesi IoMexoyCcTOHYUBOTO KOJIUPOBaHUs?

3. Kakwue koapl HCITOB3YIOTCS B IOMEX0YCTOWYHBOM KOJTUPOBAHHHN?

4. Kaxumu cBoiicTBaMH 007a/1aeT mpoueaypa muppoBaHus JaHHBIX?

5. Kak HazbpiBaeTcs cutyanusi, B KOTOpOI NMpHU UCTOIb30BAaHUH PA3IUYHbIX KITFOUEH [
M (pPOBaHUS OJJHOTO M TOTO XKe COOOILIEHHS B PE3YJIbTaTe MOJIy4aeTcsl OIMH U TOT ke MH(PpOTeKCT?

Tema 3.2. CuMMeTpUYHbIE CHCTEMbI IIM(POBAHHUSA

1. CkonbKo HCTONB3yeTcs KI4eld B CHMMETPUYHBIX KPUIITOCUCTEMAaX JUIsl IIM(POBAHUS U
nemndpoBaHus?

2. Kakoit anroputm, HCHOIb3yeT CHMMETPUYHBIN KITIOY U aITOPUTM X3IIUPOBAHUS?

3. Kakwue onepanuy npuMeHSIFOTCS 00BITHO B COBPEMEHHBIX OJIOYHBIX allTOpPATMaxX
CUMMETPUYHOTO U pOBaHU?

4. Kakoll pa3mep KiIr04a B OT€UECTBEHHOM CTaHAApTe CUMMETPUYHOIO MHU(PpoBaHUS?

Tema 3.3. AcuMMeTpHYHBIEe CHCTeMbI IIU(POBAHUS

1. B uem ocHOBHBIE MPEUMYIIECTBA U HEAOCTATKH AaCUMMETPUYHBIX KPUIITOCUCTEM?

2. CKOJBKO UCHOJB3YyeTCs KII0Yel B aCHMMETPUYHBIX KPUIITOCUCTEMAX /IS ITU(PPOBaHUS U
nemrdpoBaHus?
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3. Kaxumu cBoiicTBaMH CEKPETHOCTH JOJDKHBI 00JIaAaTh KIIOUYM B ACHMMETPHUUHBIX CHCTEMAxX
mudpoBanus’?

4. Kakue mmdps! (MexaHU3MbI 0OMEHA KIIF0YaMH) OTHOCATCS] K ACHMMETPUYHBIM?

5. Kakas cBs3b cyliecTByeT MKy ABYMsI KIIFOUaMU B aCUMMETPUYHON KpunTorpadun?

Tema 3.4. AyreHTH(PUKAIMSA JAHHBIX. JJIEKTPOHHAS NOANNCH

1. Kakue merozasl pa3pabaTbiBaloTCA C 1IENIbI0 00eCTIeYeHHs ayTeHTH(PUKAUU?

2. Kak HazpiBaercst mpeoOpazoBaHye HHGOPMALIUH C LENbIO 3alIUTHl OT HECAHKIIHOHUPOBAHHOTO
J0CTyTa, ayTeHTU(UKAIIMY U 3aLTUTHl OT IPEeITHAMEPEHHBIX U3MEHEHUN?

3. Kakwue cymecTByrOT cucTeMbl ayTeHTU(DHUKAIIMH U paCTIPEICICHUS KII0Uei?

4. Yrto npuHATO HAa3bIBaTh AICKTPOHHOH (LM POBOI) OAMHUCHIO?

5. UYro MCHONB3YIOT AJs CO3aHus U(PPOBON MOANUCH

Tema 3.5. AnropurtmMbl 00MeHA KJIKOYeH U MPOTOKOJIbI AyTEHTH(PUKATMH

1. Tlo3BomsieT 11 OOMEHHBATHCS KIIFOYAMU 0 HE3AIUIIICHHBIM KaHainaM cBsi3u Meroxa duddu-
Xenmnmana?

2. Ilpumensiercs nu i pacupeAeseHus KI04Yeld MEXIy 0Ib30BaTEIIMUA HHPOPMALMOHHOM
CUCTEMBI MPSAMOI OOMEH KIIF0UaMU MEX]Ty MOJIb30BATENSIMU CETH?

3. Kak Ha3pIBaroT mporiecc coriacoBaHus CECCHOHHOTO KITF04a B Ipolecce HH(POPMaIMOHHOTO
oOMmeHa ?

4. Kakue cymecTBYyIOT IPOTOKOJIbI ayTeHTU(PUKALUU?

5. CKoJbKO 1IaroB mperycMaTpuBaeT ayTeHTH(HUKAIUS ¢ TOMOIIbI0 poTokona Kerberos
Bepcuu 5 ?

Tema 3.6. Kpunro3zamura ungopManumn B ceTsX Mmepeaaym JaHHbIX

1. Yro takoe nuHeliHOE MK poBaHUE?

2. Kaxoii mmdpaTop MOXKHO UCTIONIB30BATh AJIS 3alIUTHI NiepeaBaemMoii B CeTb nHpopmanuu?

3. Kakoii ocHOBHOI MexaHN3M o0ecrieuyrBaeT KOHPHICHIIMATIbHOCTh HH(POPMAIINH,
MOCHUTAEMOM MO OTKPBITHIM KaHaiaM Mepeiayy IaHHbIX, B TOM 4Kcie o ceTu MurepHer?

4. Kakue u3 npuBeJICHHBIX KPUNITOTPahUIECKUX aJITOPUTMOB UCTIONB3YIOT B OCHOBE CeTei
OeiicTens?

5. Kakum o6pa3om HanboJiee MpocTo MOXKHO OCYIIIECTBUTH pacIpe/Ie/IeHue KITF0UCH JTsl CeTeH ¢
00JIBIIUM KOJTMYECTBOM a0OHEHTOB?

Tema 3.7. 3amura ungopManuu B 3JIEKTPOHHBIX MJIATEKHBIX CHCTEMAaX

1. Kakue MexaHM3MBbl 3aIUTHI JOJDKHBI ObITh PeaIn30BaHbl AJis oOecriedeHus: GyHKIUH 3aIUThI
nH(}OpPMaIIMK Ha OTAENBHBIX y3JIaX 3JEKTPOHHOM MJIaTeXKHOM cucTeMbl?

2. Kakoll npoToko nepesaun JaHHbIX 00€CIeUnBaeT JYUIIYIO 3alUTY B CUCTEMAX
ANEKTPOHHBIX IJIaTEKEN?

3. KakoBbl npenmMymiecTBa u HeJI0CTaTKU poTokoia SSL?

4. Kakue KII04M UCTIONB3YIOTCA B poTokosie SET?

5. Kakoit HaOop QyHKIHMIT 0OecnieunBaeT cMapT-Kapra ?

Tema 3.8. KomnbrorepHasi creranorpagus

1. Yto moxer sABAATHCA (aillioM — KOHTEHHEepOM /st cTeraHorpaguu?

2. Uro Takoe merox LSB B creranorpadum ?

3. Kakue npuHIUIBI JIeXkKaT B OCHOBE cTeraHorpapuu?

4. Yo ckpeiBaeT creranorpagus’?

5. Uro Takoe cTeraHorpaguyueckas CucTeMa WiH cTerocucrema’?

Omuembst no 1ab6opamopuvivm u (Uu) NPAKmMuUYecKum 3a0anuam(oaiee emecme - 3a0aHUA):

ITo kaxmoit pabote oOyyaromuecs: caMoCTOSATEIHLHO OQOPMIISIFOT OTUETHI B AJIEKTPOHHOM (hopMmaTte

ConeprkaHue oTyera:

1.Tema paGoTHI.

2. 3ama4du 3agaHusl.

4. Kpatkoe onucanue Xo/1a BHIITOJTHEHHUS.

5. OTBeTHI Ha 337jaHKS] UJIU TOJYyYEHHbIE PE3Y/IbTAaThl 10 OKOHYAHUH BBIIIOJIHEHUS PaOOTHI (B
3aBHCHUMOCTH OT 3a/1a4, TIOCTABJIECHHBIX B II. 2).
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6. BeiBOIBI

Kputepun orieHuBaHus:

- 60 — 100 6amI0B — MpU PaCKPHITUH BCEX PA3JICIOB B IOJTHOM 00beMe

- 0 — 59 GamioB — IpU pacKPBITHH HE BCEX Pa3/IeIioB, JIHOO0 pH 0POPMIICHHH Pa3/IeioB B
HEMOJHOM 00beMe.

KomuuectBo 6amios|0-59 60-100
[IIxama onenuBanusa He 3auteHo 3auTeHO

Ilpouedypa 3augumel omuemos no 3a0aHuUAM:

OINCHOYHBIMH CPEACTBAMHU JIJISl TEKYILETO KOHTPOJIS O 3alIUTE OTYCTOB SIBIISIFOTCS KOHTPOJIBHBIC
Borpochl. O0yuaromumces OyIeT YCTHO 33/1aHO JIBa BOIIPOCA, Ha KOTOPBIC OHU JIOJKHBI 1aTh OTBETHI.

Hanpumep:

1. Kakue npuHIUIIBI JISKAT B OCHOBE cTeraHorpaduu?

2. Yro ckpwiBaeT creranorpadus?

Kpurepuu oneHuBanus:

- 90-100 GanIoB — MpH MPABUIBLHOM H ITOJTHOM OTBETE Ha JIBa BOIIPOCA;

- 8089 6amnoB — pu MPaBUILHOM U TIOJHOM OTBETE Ha OJIMH M3 BOIIPOCOB U NMPABHIILHOM, HO HE
MIOJTHOM OTBETE Ha JIPYrOi M3 BOIIPOCOB;

- 60—79 6amT0oB — NP MPAaBUILHOM U HETIOJTHOM OTBETE TOJILKO Ha OJIUH M3 BOIIPOCOB;
- 0-59 GannoB — MpU OTCYTCTBUU MPABUIIBHBIX OTBETOB HAa BOIIPOCHI.

Kommuectso 6ayuros|0-59 60-79 80-89 90-100
[Ixaa olleHUBAaHUS HEY/T yIOBJ XOPOIIO OTIUIHO

IlpumepHnulit nepeuens 3a0anuil:

1.3a0anue k npakmuueckomy 3anamuio 1.1.1. Ilpumenenue anzopumma Eexnuda ona
naxoxycoenus HO/I. Pewienue nuneiinplx 0uogh)anmogvix ypagHeHui

1. Haiitu HOJ/l nByx HaTypajbHBIX YHMCEN, UCIIONb3Ys aaroput™ EBkiuaa neneHueM

2. Haittu HOJ/] aByX HaTypajbHBIX YMCEN, UCIONb3Ys alropuT™ EBKiIM1a BBIYMTAaHUEM

3. Pemmth nquoaHTOBO ypaBHEHHUE C MOMOIIBIO anroput™a EBknuna: 23x+4y-7x=-3y+15

Pesynbrarel 3adukcupoBaTh B OTUETE.

2. 3adanue k npakmuueckomy 3anamuio 1.1.2. Ilposepka uucen na npocmomy

1. PaccMotpets npornenypy IpoBEpKHU YKCEN Ha MPOCTOTY C MOMOIIbI0 TecToB Ddepma u
Munepa-Pabuna.

2. PaccmoTpeTh cxemMy HaxO0XIeHUsI HAHOOJBIIETro OOIIETO IEUTEIS C HCIIOb30BaHHEM
PaCIIMPEHHOT0 aNrOpUTMa DBKIUA.

3. PeaimzoBark mporpamMmuo TectT @epma. [IpoBepuTh Ha POCTOTY IENbIE YHCTIA B THANIA30HE
[3,200].

4. PeanuzoBath mporpaMmHo TecT Musuiepa-Pabuna. [IpoBepuTh Ha MPOCTOTY IEJIbIE YKCIIa B
nuanasone [3,200].

5. PeanmzoBarh MporpaMMHO pacIIMPEHHBIN alropuT™ DBKIUAa. Haittu HanbopImil oot
JIeNUTeNb YUCEell, 3aJJaHHbBIX MpenoiaBateneM. Caenars BbIBOJ 00 UX B3aUMHOU MPOCTOTE.

PesynbTaThl 3adpuKcHpoOBaThH B OTUETE.

3. 3adanue Kk npaxmuueckomy 3auamuio 1.1.3. Pewwenue 3a0au c 3nemenmamu meopuu_ uucel.

1. Tlocne neneHus ABY3HAYHOTO YKCIIA HA CYMMY €ro U(p B 4aCTHOM MOIy4aercs 7, a B
octartke 6. [locne menenus 3Toro ke yncia Ha MPOU3BEACHHUE ero IMU(P B YaCTHOM IMOTydaeTcs 3, a B
ocratke 11. Halinure 3T0 yncno.

2. YUeHHWK MEePEeMHOXKHII JIBa TAHHBIX HATYPATBHBIX YHCIIA U JOITYCTHII OIIUOKY, YBEIIMIUB
npousBeneHue Ha 372. [lonenus 1151 IPOBEPKU MOTYUYEHHBIN pe3yabTaT Ha MEHbIIEE U3 TAHHBIX YUCE,
YYEHMK ITPaBUIBHO NOMy4ns B yacTHOM 90 u B octarke 29. Haliaure naHHble ynca.
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3. Ha ¢axynbrer nogano ot He MmenanuctoB Ha 600 3asBi1eHU# OOJIBIIIE, YEM OT MEJAIUCTOB.
JleByIIek cpenu He MEaTUCTOB OOJIbIIE, YEM CPEIN MEIATUCTOB, B 5 pa3, a IOHOIICH cpeu He
MEIAMCTOB OOJIBIIIE, YEM CPEAH MEJAIHNCTOB, B N pa3, e N — HATypaJibHOE uncio U . Haliaute obmee
YUCJIO 3asIBJICHUH, €CIIM CPEA MEIATMCTOB IoHOIIEeH Ha 20 O0JbIIe, YeM JEBYIICK.

4. Bans 3aayMai mpocToe TPEX3HAYHOE YUCII0, BCE MUQPPHI KOTOPOTro pa3iuyHbl. Ha kakyro
nudpy OHO MOKET OKAaHUMUBATHCS, €CIIM €r0 MOCIeAHSA Iudpa paBHA CyMME TIEPBBIX IBYX.

PesynbTarel 3aduKkcHpOBaThH B OTUETE.

4. 3adanue k npaxkmuueckomy 3anamuio 2.1.1. Ilpumenenue Knaccuueckux uiu)pos 3amenl

1. Co3znmare nporpammy, peaju3yromlyro rnpomecc mudpoBanus/aemudpoBaHms TEKCTA 1O
CIIEYIOIIMM QJITOPUTMAM: a. aJJINTUBHBIA MOHOANI()aBUTHEIN K (Dp C 3a1aBaeMbIM CMeIIeHUEM; b.
MYJIbTHIUTMKATUBHBIA MOHOAI(aBUTHBIN IIH(P ¢ 3a1aBacMbIM cMmelnenueM; ¢. mudp [letidepa.
Pa3pabarpiBaemasi momporpaMMa UCTIOIb3YeT TOJIBKO aa(paBUT
aOBrIeSK3UHUKIMHONIPCTY QXU BbBIIFOS

2. IIpoBecTu 4acTOTHBIN aHAJIN3 CHUMBOJIOB 3aIIM(POBAHHOTO TEKCTA JJIs A TUTUBHOTO U
MYJIbTHIUTMKATUBHOTO MU(POB. BBIBECTH MOYyYCHHBIN YMCIOBBIC 3HAYCHHUS HA KPaH.

3. C nmoMomnibio MOTYyYCHHON 9aCTOTHI BCTPEYAEMOCTH CUMBOJIOB BPYYHYIO ITPOBECTH M OMUCATh
Iporecc AemuppoBaHre IepBbiX 15 CHMBOJIOB 3aIU(POBAHHOIO COOOIICHUS.

Pe3ynbrathl 3adukcupoBaTh B OTUETE.

3. 3adanue k npaxmuueckomy 3anamuio 2.1.2. Ilpumenenue Knaccuueckux wiughpos
nepecmanosKu

1. Co3mats mporpaMmy, peaM3yromIyio mpoecc muppoBaHust/emudpoBaHUs TEKCTa 110
M3y4eHHBIM UG paM nepecTaHoBKU. Pa3pabaTeiBaemast oAnporpaMma UCHOIb3YeT TOIBKO aln(aBuT:

a0BrAeEK3UUKIMHONPCTY QX ITUIIITBEBION_,.
ABBI'IEEX3UHKIMHOITPC TY ®XITUIIIIRIOA

[Tpu ucronp30BaHuM muQpa MepecTaHOBKH € KIFOYOM [UTMHA KITF0Ya M CaM KJIFOY JTOJIKHBI
3aJjaBaTbCs NOJb30BaTeNeM. JiHa ucxoHOro TekcTa AoskHa ObITh He MeHee 10000 cuMBOJIOB.

[ToacueT KoaMUecTBa CUMBOJIOB JIOJKEH OBITH OCYIIIECTBIICH CaMO TPOTPaMMOii U BBIBEJICH B
10J1€ JUIs BBOAA.

2. Co3aath NOAIMPOTpaMMy, OMPEIEIISIONIYI0 KITF0U MH(POBaHUs IS 3aKPHITOTO TEKCTA,
3aM(ppPOBAHHOTO KOMOMHUPOBAHHBIM MUPPOM. [TpaBUIBHOCTD OI0OPaHHOTO KITFOYA OTIpeIeNsIeTCs
noJib30BareseM. Eciu Kirtod moio0paH HEBEPHO, TO TIOIH30BATENb OTBEPTaeT €ro M OTIPABISIET KOMaHIY
Ha 1o00p clenyolero 3HaueHus kioya. KolndecTBo CHMBOJIOB B 3alIM(POBAHHOM TEKCTE HUKAK HE
OTpaHUYEHHO.

3. JlemmpoBaTh 3aKpbIThIE TEKCTHI 3aJJaHUI CBOEro BapuaHTa. [Ipu mudppoBaHUH HCHIOIb30BAIICS
mmdp ¢ mepecTaHOBKaMU 110 Kirouy. JlemmdpoBanrne MOKHO BBITOTHUTH Kak BPYYHYIO, TaK U
IIPOrPaMMHO.

3aoan wugppmexcm:

40r0JITIOONSIHH U 3,yaOCpOH HTOHOJIOIOb BIO !

6u oHnueenpce Tc aeM.o yiinok

a, 1HauBceays HKHIIB,KOSIO bp

1 oHbIMHIIO 011 OTTPUIBPA Os€ 0,0 K U

Mit eHoMHTHU Tp BICHAH BT3€ableH earsipb/l

Bs1 eHieemm B Teé HOHOPAOTTOAAsIET BMHY

Pe3ynbraThl 3aMKCUPOBATH B OTYETE.

6. 3adanue Kk npakmuyeckomy 3auamuio 2.1.3. Ilpumenenue memooa cammuposanus

1. Beibepute MeTo mosydeHus raMmbl mudpa (1ceBaociydaiiHol Mocie10BaTeIbHOCTH YHCeN).
2. Peanu3yiite mporpaMMHBIF MOAYJb B COOTBETCTBUHU C TIOTYYECHHBIM 3aJaHUEM.

[Tpu peanm3anuu HEOOXOUMO YUECTh CIICTYIOIINE MOMEHTHI:

1) mpexycMOTpeTh BOZMOKHOCTh 3a[aHMsI TTOJIh30BaTeIeM raMMbI UG Pa;

75



2) npelyCMOTPETh BU3YyaIU3alMIO BCEX MOJIb30BATEIbCKUX HACTPOEK;

3) st ynoOcTBa TECTUPOBAHUS U B3aUMOJICHCTBUSA C APYTUMHU MOIYJISIMU PeaIn30BaTh (HaisTOBbIi
BBO/I UCXO/IHBIX JIaHHBIX U (hailJIOBBII BBIBOJI pe3ylibTaTa KPUMITOTpaguuecKkoro npeoOpa3oBaHusl.

3. Ilocne peanu3zanuy NporpaMMHOIO MOJTYJISL BHIIOJTHUTE CTATUCTHUECKUN aHAIU3 TEKCTa JI0
KpUNTOrpaguueckoro npeoOpa3oBaHus U MOCIE HETO.

Bapuanmet 3a0anuii.

1. Moaynb asist mmdpoBaHUs TEKCTa TAMMHPOBAHUEM 110 MOAYJIIO.

2. Monynb juig paciin(poBbIBaHUS TEKCTA TAMMUPOBAHUEM IO MOAYIIIO.

3. Moaynp ans muppoBaHUs TEKCTa TBOMYHBIM TAMMHPOBAHUEM.

4. Moaynb 11t paciii(poBbIBaHUS TEKCTA ABOUYHBIM FTAMMHPOBAHHEM.

PesynbraThl 3aMKCHpPOBATH B OTYETE.

7. 3adanue K npakmuyeckomy 3auamuio 2.2.1. Kpunmoananus wiughpa npocmoit 3amenvl
MEmoOOM AHAIU3A YACHIOMHOCHU CUMBO]108

1. TlomyuuTs OT mpenojaBaTessi TEKCTOBBIN (aiii, coaepxamuii 00IBIION Xy10KECTBEHHBIN
TEKCT HA PYCCKOM SI3bIKE B OTKPBITOM BH/IE.

2. C nmomombio mporpaMMbl «HacToTa CHUMBOJIOBY» UCCIIEAYHTE YaCTOTHOCTh CHMBOJIOB
OTKPBITOTO TECTA.

3. BHecTH MONMy4eHHYIO CTAaTHCTHKY B OTUYeT 10 padote (nepbie 15-20 cumBomos). [Tpumep
OTYeTa MPUBEACH Ha MOCIEAHEH CTPaHHULIE.

4. IlomyuuTs OT IperoaaBarTeis TEKCTOBbIN (aill, coaepkaimuii 6011101 00BEM
3amu(pOBAaHHOTO TEKCTa Ha PYCCKOM SI3bIKE.

5. HccnemoBaTh 4aCTOTHOCTH 3alIM(POBAHHOTO TEKCTAa U BHECTH €€ B OTYET B BUJIE,
aHAJIOTUYHOM MYHKTY 2 (1iepBbie 15-20 cuMBOIIOB).

6. CpaBHHBas peaJbHYIO YaCTOTHOCTh CHMBOJIOB PYCCKOTO SI3bIKA, IOJTYYEHHYIO B ITYHKTE 2, C
YaCTOTHOCTSAMU 3alIM(POBAHHOTO TEKCTA, COCTABUTH TAOJIUIy 3aMEH alropuTMa mudpoBaHus U
pacmudpoBaTh 3amIM(ppPOBAHHBINA TEKCT, peaTn30BaB MporpaMmy nemuppoBku. JlemmdpoBke
MOJIBEPTHUTE TOJBKO TMepBbie 15-20 cuMBOIOB, HanbosIee YacTo BCTpeyarolrecs B udpoTeKcTe.
CdhopmupoBaHHyIO Ta0JIMITY 3aMEH BHECTH B OTUYET 110 paboTe.

7. BBINONHUTH HBPUCTUYECKUIN aHAIIU3 TEKCTa, TOJIYYSHHOTO B pe3yabpTaTe aemudpoBku. [1o
CMBICITY TEKCTa BBISIBUTH T€ 3aMEHBI, KOTOPbIE OKa3aJIUCh HEBEPHBIMU, U C(HOPMHUPOBATH BEPHBIE 3aMEHBI.
JloBeaute pe3ynbTat AemudpoBKU A0 MpuemieMoro (yrnodountaemMoro) Buja. OKoHUaTeIbHYIO TaOIHIly
3aMeH (C y4eTOM 3BpUCTUYECKHUX MTOJIMEH) BHECTH B OTUYET 1O padoTe.

Pe3ynpTathl 3aUKCHUpPOBATH B OTYETE.

8. 3adanue Kk npakmuueckomy 3anamuio 2.2.2. Kpunmoananus knaccuueckux wiudpos
Meno0oM noiH020 nepedopa Kiueu

1. BriOparhk muppPOTEKCT Il CBOETO BapuaHTa

2. CdopmupoBath TaOJIUILy OUTpaMM JIJIsl ITAIOHHOTO TEKCTa HA PYCCKOM SI3BIKE

3. Pa3pabotarh nporpamMmMy Juis oJHOTro nepedopa Kirouel 1uHbl 3 B mudpe Bikenepa u
OLIEHKH BEPOSITHOCTH JJIsl KaX/10I0 paclIM(ppOBaHHOTO UCXOJIHOTO TEKCTa

4. Haiitu 10 pacmudpoBaHHBIX CTPOK C caMOi OOJIBIION OLIEHKOH BEPOSATHOCTH

5. Pacumdposars mmdporekct

Pe3ynbraThl 3aMKCHPOBATH B OTYETE.

9. 3adanue K npakmuyeckomy 3auamuio 2.2.3. Kpunmoananus wughpa Buscunepa

Ucnonwszyem Excel.

1. BriOpath 3HaueHUe KIt04Ya MM(PpPoBaHUs U KpunTorpammy u3 1adi. 1.10 B COOTBETCTBUU C
HOMepoM BapuaHTa (0T 1 10 26).

2. Pacmm¢poBaTh KpUNTOrpaMMy BBIOPaHHBIM KIFOUOM:
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3. BBECTH TEKCT KPUIITOTPAMMBbI TOOYKBEHHO B TYEUKH CTPOKU OT(HOPMATUPOBAHHON 00JIACTH;
Ba)KHO, YTOOBI CHMBOJIBI ajipaBuTa B TAOJIUIIE U CUMBOJIBI BBOAMMOTO CJIOBA ObLIM HaOpaHbI B OJTHOM
pEerucTpe;

4. CTPOKOI HMXE MOTYYUTh YUCIOBOM KOJI CHMBOJIOB IIKU(PYEMOTro CIIOBa C MOMOIIBI0 (PyHKINN
BIIP;

5. crpokoii Huke chopMHUPOBATH KITFOUEBYIO CTPOKY;

6. CTpOKOI HIKE MOIYYUTh YUCIOBON KO/ CUMBOJIOB KIIFOUEBOI CTPOKHU C MOMOIIBIO (DYHKITHH
BIIP;

7. CTPOKOW HMXKE IOJIyYUTh KOJ CUMBOJA OTKPBITOTO TEKCTA, BBIUTS 110 MOAYJIIO 33 KOJ
TEKYIIIET0 CHMBOJIa KJIFOUEBOM CTPOKHU M3 KO/a TEKYIIEr0 CUMBOJIA KPUIITOTPAMMBI, UCIIONIB3Ys (DYHKIIHIO
OCTAT (puc. 1.44);

8. cTpokoii Hmke ¢ momoibio ¢yHkiuu BITP nepeBecTr mosrydeHHbINH KOJI KPUIITOIPAaMMBI B
CHMBOJIbHBIN BUJ. KpuTeprem npaBuiIbHOCTH paciin(poBaHus SBISIETCS MOJIyY€HHE OCMBICICHHOTO
CIJIOBA.

PesynbraThl 3aMKCHPOBATH B OTYETE.

10. 3adanue k npakmuueckomy 3anamuio 2.3.1. Ilpumenenue memooog cenepauuu I1ICY

TpeGyercs Excel

1. BreiOpats 3Hauenus napametpoB BBS-reneparopa p, q u cirydaifHOe YUCIIO S COTJIACHO
HoMmepy BapuanTa. CopMupoBaTh NCEBAOCITYYANHYIO TOCIEA0BATEIHHOCTb.

2. B npunoxennn MS Excel co3naTe HOBYIO KHUTY, Ha TIEPBOM JINCTE BBECTH 3HAYEHUS P, (,
BBIUHCIIUTH uncio biatoMa i kak ux npousBeaeHue, Hanpumep =B1*B2. Huke BBecTn 3HaueHHE
CIIy4aiiHOTO YucJa X.

3. PaccuutaTh 3meMeHTHI psiia X': * IPOHYMEpOoBaTh sueiku nepsoro cronbdma ot 0 10 7; ¢ B
MIEPBYIO STYCHKY BTOPOTO CTOJIONA BBECTH Popmyiy /i BeraucieHus X0 mo popmyie x0 = s2 mod u,
Hanpumep =OCTAT(B4J12;$B$3); ¢ ckonupoBats GopMyIty Ha BECh Psjl.

4. BpUUCIATH MJIAAMIUE OUTHI YUCEI XT 3HAYCHUE MIIAIIETO OUTA OMPECINIIeTCS OCTATKOM OT
JIeNIeHUs Yiclia Ha 2, TOATOMY JUISl BBIYMCIIEHUSI MOKHO Hcronb3oBath pynkuuto OCTAT, nanpumep
=0OCTAT(BS;2) nuisa uncna x0. CkonupoBath (GopMyJly Ha Bce SSUEHKHU AHMaIa30Ha.

5. CdopmupoBaTh pe3ylbTUPYIOLIYIO OUTOBYIO ICEBIOCIYUYalHYIO MOCIEI0BATEIBHOCTD C
nomotnbio onepanuu &, Hanpumep =C5&CO6&CT&C8&CI&C10& C11&C12, unu dynxkuuu CHEITUTH
u3 rpynnsl TekcroBsle, HanpuMmep =CLIEIIUTB(C5;C6;C7;C8;C9;C10;C11;C12). 3nauenue
pesynbTupytomei nocienosarensuoctu: 11101111,

Pesynbrarel 3adukcupoBaTh B OTUETE.

11. 3adanue k npakmuyeckomy zanamuio 3.1.1. Koduposanue ungpopmavuu

1. 3akogupyiTe cBoe UMs, (HaMHIIUIO U OTYECTBO C MIOMOIIBIO OJHOU U3 TaOIHUIL

(win-1251, KOI-8)

2. Packogupyiite ®UO cocena

3. 3akoaupyiiTe cneayromue cioBa, ucnonb3ys Tadbnuisl ASCII-kogos: THOOPMATU3ALINSA,
MUKPOITPOLHECCOP, MOJJEJIMPOBAHUE

4. PackomupyiiTe cneayromue clioBa, ucnonb3ys tadnuibsl ASCII-kon0B:

88 AD E4 AEEO AC AOE2 AB AA AD

5072 6F 67 72 61 6D

43 6F 6D 70 7574 65 72 20 49 42 4D 20 50 43

5. TekcroBslii penakTop biiokHOT

- Ucnonw3ys kinaunry Alt u Mamyro iudpoByro KiaBuaTypy packoauposath ¢pa3zy: 145 170 174
224 174 255170 160 173 168 170 227 171 235;

TexHonorust BeinonHeHus 3aganust: [Ipu ynepxuBaemoil kinasuiie Alt, HaOpaTh Ha Manoi
udpoBoi KIaBuaType ykazaHHble HUQPpbl. OTIYCTUTH KiIaBuiny Alt, mocie 4ero B TeKCTe MOSBUTCS
OyKBa, 3aKOJIMPOBaHHAsI HAOPAaHHBIM KOJIOM.

- Ucnonp3ys K04 K KOAUPOBAHUIO, 3aKOIUPOBATh CIIOBO — 3UMA;
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TexHoOTHs BBIMOIHEHUS 3a1aHus: M3 mpenbiTyero 3ajauust BEICHUTh, KAKUM KOJIOM 3aIlicaHa
OykBa a. YUuTbIBasi, 4TO OYKBBI KOJUPYIOTCS B aJI(paBUTHOM HOPSIKE, BBIICHUTH KOJbI OCTAIBHBIX OYKB.

6. TexcroBslii mporieccop MS Word.

TexHonorus BHINOMHEHUS 33JaHUSI: PACCMOTPHUM Ha IIPUMeEpe: MPECTaBUTh B PA3TUUHBIX
KOJIMpOBKax cioBo Koauposka

- Co31aTh HOBBIM TEKCTOBBINM JTOKyMeHT B Word;

- Boibpate — Komanga — BeraBka — CuMBOULL

- B otkpriBIeMcs okHe «CHMBOI» ycTaHOBUTH U3: KOHUKOJ (1IECTH.),

- B nabope cumBooB HaxonuM OykBy K u menknem Ha Heil neBoit kHonko# Ml (ILIIJIKM).

- B cTpoke ko1 3HaKa TOSIBUTCS KOJl BBIOpaHHOW OYKBbI 041 A (He3HAYaIIMe HYJIH TOXE
3aUChIBACM).

- Y 6ykBbI 0 ko1t — 043E u tak manee: 1 — 0434, u — 0438, p — 0440, 0o — 043E, B — 0432, x — 043A,
a— 0430.

- YcranoButh Kupumna (aec.)

-K—-0202, 0-0238, 1 — 0228, u — 0232, p — 0240, o — 0238, B —0226, k — 0202, a —0224.

7. OtkpbiTh Word.

- Ucnonp3ys okHO «BcTaBka CHMBOIIa BBIIOJTHHUTD 33JJaHUs: 3aKOAUPOBATh clioBo Forest

- Boi6pats mpudt Courier New, kogupoBky ASCII(anec.) Otser: 70 111 114 101 115 116

- Beibpate mpudt Courier New, koguposky FOnukoa(mect.) Orer: 0046 006F 0072 0665 0073
0074

- Beibpats mpudt Times New Roman, koguposky Kupmmmna(aec.) Orser: 70 111 114 101 115
116

- Beibpats mpudt Times New Roman, koguposky ASCII(nec.) Oteer: 70 111 114 101 115 116

Pesynbrarel 3adukcupoBaTh B OTUETE.

12. 3a0anue Kk npakmuyeckomy 3auamuio 3.1.2. Ilpocpammnan peanusauusn Kiaccuieckux
wugpos

1. PazpaboraTths nporpammy AJis MHUQPPOBaHUS U pacHIMPPOBLIBAHMS TEKCTA MIPH MOMOIIH IHdpa
nepecTaHoOBKM Wi mudpa 3amensl. [IporpaMma 10KHBI 00€CTIeUnBAaTh:

- 3aJlaHUE B KOMaHIHOHM CTpOKe pexkuma paboThl (mudpoBanue/pacmuppoBaHue), IMCHH
BXOJHOTO (paityia, UMEHH pe3yIbTUPYIOIIETo (aiiia;

- BBOJI KJIf04a mudpoBaHus/paciivGpoBaHus ¢ KIaBUATYPHI,

- mudpoBanue nHPOpPMAIIUU, HAXOIAIIEHCS B TEKCTOBOM (paityie, ¢ 3amuchio pe3ysbTaTa B APyrou

daiin.
2. 3ammdpoBaTh U pacmdpoBats (aii, ¢ UCTIOIb30BaHUEM Pa3pabOTaHHON TPOTPAMMBIL.
Pesynbrarel 3adukcupoBaTh B OTUETE.

13. 3adanue kK npakmuueckomy 3anamuio 3.1.3. Uzyuenue peanuzayuu Kiaccuyeckux wmiugpos
3amenvl u nepecmarnosxku 6 npozpamme CrypTool unu ananoze.

1. lns BeImoaHEeHHs paboThI 3amyckaeM nporpammy L Lux.exe. [Tocie OTKpBITHS TTIaBHOTO OKHA
MIPOrPaMMBI OTIPEJIEISIEM YCTAHOBIICHHOE B TIPOrpaMMe CMEIIeHUE IS 0THOANI()aBUTHOTO METOA C
¢bukcupoBaHHBIM cMelleHueM. [Ipu onpeaeneHun cMenieHus nocie muppoBaHus Ha THCTOrpaMMe
BHJTHO CTPOKA CYUTHIBACTCS TTOOYKBEHHO U KAXIBIH CHMBOJI IMCIOIIHICS B 3TOW CTPOKE YBEITUMIHBACTCSI
Ha 3. To ecth a+3=r. JlemmdppoBanue MpOUCXOAUT TaK ke, KaKk U M poBaHUEe TOIbKO 3amu(poBaHHAs
CTPOKa CUHTHIBACTCS MOOYKBEHHO, MPECTABIIICTCS B MACCHB M KaXKIbI 3JICMEHT MacCUBa TIOIMEHSIETCS
Ha JPYTO# JEMEHT: a=T-3.

2. Ins omHoanaBUTHOTO MeTOAa MU(POBAHUS C 3aJaHHBIM CMEIIIEHUEM 3aIn(poBaTh,
pacmudpoBaTh TEKCT U CPABHUTH TUCTOTPpaMMBI. PacimdpoBka TekcTa METOIOM MOAO0Pa CMEIICHHUS.
OnpenenuM CMEIICHHE METOJIOM ITOA00pa CMEIICHHS TS TSNP POBAHUS HCXOTHOTO TEKCTA.

Hckomblii TekeT (cMmereHue 8)

HemmdpoBanue MeTo10M 1o100pa (cMerieHue 6)

JemmudpoBanue merogom noadoopa (cmemienue 4)
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JemmudpoBanue MmeTogom noadoopa (cMemenue 2)

3. JlemmpoBats 3an(ppoBaHHBINA TEKCT METOIOM ITOCTAHOBKH, BEIYNCIUTH 3aKOHOMEPHOCTh
NIEPECTAaHOBKU CHMBOJIOB. JIaHHBII METO/ 3aKJII0YaeTCs B TOM, YTO BCSI CTPOKa pa3duBaeTcs Ha O70kH (OT
1 10 9 cMMBOJIOB) M CUMBOJIBI B KQXKJIOM OJIOKE pacIioyiaratoTcs B OlpeesIeHHON MOCIe0BaTelIbHOCTH. B
JAHHOM CJIy4ae CTpoKa pa3duiach Ha OJOKHU MO 2 CUMBOJIA KOTOPBIE PACTIONOKEHBI B OPSAKE 2 CUMBOJI
1 cumBouL.

4. NuBepcHOe KoaMpoBaHue (TI0 JOMOJIHEHUIO 10 255). Kak nmoka3aHo Ha pUCyHKe HIXKY OyaeT
3amM(poBaH JaHHBIA TEKCT (1aHHas cTpoka). IHBEpCHBIN METO IOTOMY, YTO BCE CUMBOJIbI CTPOKH
00pabaThIBaOTCA U BBIBOAATCS B OOpAaTHOM MOPSJIKE KaK MOKAa3aHO HA AUarpamMme Bblie. /laHHbII MeToq
K (poBaHus, SIBJISAETCS YACTHBIM CllydaeM OHOaI(haBUTHOM 3aMeHbl B andasure MommHoctu 256. CyTth
MeToJia 3aKiitovaeTcs B 3ameHe cumBosia ASCII-KoaupoBKY ¢ HOMEPOM 1 Ha CUMBOJI C HOMEPOM 255-.
AHaJIOrMYHO NMPOBOAUTCS U ONlepanus AeuppoBaHHUS.

PesynbraThl 3aMKCHPOBATH B OTYETE.

14. 3adanue k npaxmuyueckomy 3anamuio 3.2.1. Hzyuenue npozpammuoi peaiuzayuu
COGPEMEHHBIX CUMMEMPUYHBIX WUPDDPOE

1.03HaKOMBTECH C TEOPETHUSCKUMU OCHOBAMH OJIOYHOTO CHMMETPUYHOTO I (ppOBaHUS B
KOHCIIEKTaX JIEKI[UH.

2.ITomyunTte BapuaHT 3a/IaHuUs y TIPEIIOAABATEIIS.

3.Hanummre nporpaMMy COTJIaCHO BapHAHTY 3aJJaHHUSI.

4.0tnaapTe pazpaboTaHHYIO IPOrPaMMYy U MTOKAKHUTE PE3yIbTaThl PA0OTHI IPOTPAMMBI
IpernoaBaTelio.

Cooeporcanue omuema

- Ha3BaHHE U 1IEJIb paOOTHI;

- BApUAHT 3a/IaHHUS;

- TUCTHHT Pa3padOTaHHOM MPOrpPaMMbI ¢ KOMMEHTapHUSIMH;

- pe3yJbTaThl PabOTHI IPOTPAMMEBI.

Pe3ynbTarhl 3aMKCHPOBATH B OTYETE.

15. 3adanue kK npakmuueckomy 3anamuio 3.3.1. Ilpumenenue paznuyunplx acumMMempuiHbLx
anzopummos

B OC Windows momkHBI OBITH cO37aHBI ABE Y4eTHbIX 3amucu: Userl u User2

1. PaGoras moj nepBoil y4eTHOM 3alUCKI0, 3alPOCUTE CEPTUPHUKAT (€CITH OH HE OB MOJIY4YEH
panee), ocye yero 3amudpyiTe namky ¢ JJtoObIM TeCTOBBIM (haiijIoM ¢ TOMOIIBIO CTAHIAPTHHIX CPENICTB
OC - EFS. IIpoBepsbTe, uTo OyACT MPOUCXOIUTH NIPH 100aBICHUH (DANITIOB, IEPEUMEHOBAaHUY TIATTKH,
KOIIMPOBAHUU €€ Ha JIpyroil quck ¢ daitnosoii cucremoid NFTS Ha ToM ke KoMIbloTepe, KOMUPOBAHUH
ATk Ha ceTeBOM AUCK Wi auck ¢ FAT.

2. YOeautech, 4TO APYro MOJIb30BATEIh HE CMOKET MPOYUTATH 3alTU(POBAHHBIN (paii.

3. CHoBa 3aiinuTe 1mox nepBoi yueTHol 3anuceio. B ocHactke Certificates, ynanure ceprudukar
MOJIb30BaTeNsl (HECMOTPS Ha BhIJaBA€MbIe CUCTEMOM MPEIyNPEXKICHNUs). 3aBEPIIUTE CECCUIO
MOJIH30BaTENsl B CUCTEME U BOUAUTE 3aHOBO. [lonpoOyiiTe OTKPHITH 3amu(ppoOBaHHBIN (Haii.

4. 3aiiuTe B CUCTEMY IMOJ BCTPOCHHOM YUETHOH 3aMUChI0 aIMUHHUCTPATOpa U paciudpynte
TarKy.

PesynbTarel 3adukcHpoBaTh B OTUETE.

16. 3adanue Kk npakmuueckomy 3auamuio 3.3.2. Uzyuenue npozpammnoi peaiuszayuu
acumMmempuyunozo aizopumma RSA

1. Peanu3zoBath nporpammy s mudpoBaHus / Temu(poBaHus TEKCTOB, pabOTAIOIIYIO O
anroputmy RSA. PeanuzoBats npusosxenue 1t mmdpoBanus/ Aemm(poBaHus, MO3BOJISIONICE
BBIYHCIISATH OTKPBITHIN M 3aKPBITHINA KIFOUH 715 anroputMa RSA:

1) yncna p U q TeHEPUPYIOTCS MPOTPaMMON WJTH 3a7at0Tcs U3 daina;

2) 4ncna p U q AOJDKHBI ObITH OoJbIne, yem 2128;
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3) creHepUpOBaHHBIE KIIOYHM COXPAHSIOTCS B (paifiibl: OTKPBITHIN KIIIOY — B OJUH (paiii1, 3aKpBITHINA
— B JIPYTOM.

4) ucxonHbIi U 3amM(POBAHHBIN TEKCTHI XpaHATCS B (aiimax

2. IlpenogaBarento 1eMOHCTpUpYeTCs padoTarolias IporpaMma U Mpe1oCcTaBiseTcs euyaTHbIN
oT4€T. OTYET COaePKUT OPOPMIICHHBIH COTIIACHO TPEOOBAHUSAM KOJ| IIPOTPAMMBI M HECKOJIBKO
pe3yabTaToB paboThl nporpammbl. HeoOxoaumo 00bACHUT NPUHLUI pabOThI aJITOPUTMa IIPH 3aLUTE
paboThL.

Pe3ynpTathl 3aMKCHpPOBATH B OTYETE.

17. 3adanue kK npakmuueckomy 3anamuio 3.4.1. Ilpumenenue paznuunplx ynxuui
Xewuposanus, aHaiu3 0co0eHnocmen xeue

1. PeanuzoBarh npuiioxenue ¢ rpadpudeckum HHTepeiicoM, O3BOJISIONIEE BHITOIHSITh
CHEAYIOLIUE JCUCTBUA.

1.1. Beraucnare 3HaueHue Xaui-GyHKIUH, 33IaHHON B BApUAHTE:

1) TeKCT COOOIIECHNS TOJDKEH CUUTHIBATHCS U3 (aiiia;

2) MoJay4YeHHOE 3HAYeHHE XJII-PYHKIMU TOJDKHO MPEICTABIATHCS B MICCTHAIIATEPUIHOM
BHJIE ¥ COXPAHATHCS B (aili;

3) npu paboTe mporpaMmbl J0JKHA OBITH BO3MOXKHOCTH MMPOCMOTPA U U3MEHEHUSI CYUUTAHHOTO U3
¢aiina cooOIIEeHUs ¥ BEIYMCIEHHOTO 3HAYEHUS XAI-(PYHKIINH.

1.2. UccnenoBath JIaBUHHBIN 3 PEeKT Ha COOOIIEHUH, COCTOSIIEM U3 OJHOTO OJ0Ka:

1) nns 6uta, KOTOPBINA OyaET U3MEHATHCS, IPUIIOKEHNUE JODKHO TIO3BOJIATh 331aBaTh €To
MTO3HIIHIO (HOMEp) B COOOIICHUY;

2) NpuI0KEHUE JOKHO YMETh MOCJE KaKI0ro payH/ia (UTepaliy IUKJIa) BBIYUCIICHUS X311 -
(GYHKIIUY TOJCUUTHIBATH YUCIIO OUT, U3MEHUBIINXCS B XDIII€ MPU U3MEHEHUHU OJJTHOTO OUTa B TEKCTE
COOOIIEHHS;

3) mpUI0KEeHUE MOXKET CTPOUTH I'padUKH 3aBUCIMOCTH YKciIa OUT, U3MEHUBIIUXCS B X3IIE, OT
payH/1a BEIYUCICHHS X21I-(QYHKIUH, T100 rpaduKu MOKHO CTpOUTh B ctopoHHeM 10, HO Torma
MIPUIIOKEHUE JOJKHO COXPaHATh B (aill He0OX0IMMYIO JIJIsl MOCTPOeHUs TpaduKkoB HHGOPMAIHIO.

2. C noMol1IbI0 pealn30BaHHOTO MPUIIOKEHHSI BHITOJHUTD CIIEAYIOLIUE 3aJaHMsL.

2.1. IIpotrecTupoBath MPaBUILHOCTH PAOOTHI Pa3padOTaAHHOTO MPUIIOKEHUSI.

2.2. UccnenoBath TaBUHHBINA d()PEKT MPU N3MEHEHUH OJTHOTO OUTa B COOOIIEHUH: JIJIsl Pa3TMIHBIX
MO3UIUI U3MEHSEMOTO OUTa B COOOIICHUH MOCTPOUTH IPaUKU 3aBUCUMOCTEN Yrciia OUT,
M3MEHUBIINXCS B XOIII€, OT payH/a BEIYUCICHUS XAII-()YHKIIUA (BCETO B OTYETE TOJKHO OBITH 2-3
rpaduka).

2.3. CnenaTh BBIBOJIBI O MPOJICTIAaHHON paboTe.

Pesynbrarel 3adukcupoBaTh B OTUETE.

18. 3adanue k npakmuueckomy zauamuio 3.4.2. Ilpumenenue Kpunmozpaguueckux amax Ha
xeut-ghynxuuu.

[TpoBenenue araku nepedopom (bruteforce attack):

1. Ucnonp3ys mporpamMmy JUist BCKPBITHS MapoJieil IPOM3BECTH aTaKy Ha 3allin(poBaHHbBIN (ail.
O6nacte nepedopa — Bce neyaTaeMble CUMBOJIBI, JUIMHA Mapodist oT 1 10 4 cumBoios. [IpoBeputh
MIPaBWJIBHOCTH ONPEJIETICHHOI 0 apoJisl, pacrakoBas (paiy 1 03HAKOMHUBILHUCH C €T0 COJIEPKUMBIM;

2. BbInoysHUB MyHKT 1, COKpaTuTh 06JacTh nepedopa A0 pakTHUECKH HCIIOIb3YeMOro (HalpuMmep,
ecnu naposib 6D1A — 1o BeIOpaTh nponucHble aHrnickue 0ykBel U 1udpsl). [IpoBecTr moBTOpHOE
BCKpbITHE. CpaBHUTH 3aTPauy€HHOE BPEMSI.

[IpoBenenue araku mo cioBapio (dictionary attack):

1. Cxatp Kakoi-m100 HeOoNbIION (ails, BHIOpaB B KauecTBE MapoJisi aHTIIMICKOE CJI0BO JUTMHOM
10 5 cumBoJI0B (Hampumep, love, god, table, admin u T.71.). [IpoBecTu araky mo cioBapro;

2. TlombITaTbes ONMpPENENUTh Mapoilb METOJOM IpsiMoro nepedopa. CpaBHUTH 3aTPaueHHOE BPEMSI.

Pe3ynbrarel 3aduKkcupoBaTh B OTUETE.

80



19. 3adanue k npaxkmuueckomy 3anamuio 3.4.3. Hzyuenue npo2pammHuo-annapammsvix
cpeocmae, peanusyouiux ocHosuvle pyuxyuu 11

1. mosydnTe BapHAHT 3aJlaHUs y MIPEIOIaBATEIs;

2. crenepupyire DI mist cooOmenus;

3. mporepbre noamuHHOCTH DI Aist coobmienus;

4. pe3ynbTaThl U MPOMEKYTOUHBIE BEIUMCICHUS 0)OPMHUTE B BUJIE OTUETA.

PesynbTarel 3aduKkcHpOBaThH B OTUETE.

20. 3aoanue Kk npakmuyeckomy 3auamuio 3.5.1. Ilpumenenue npomoxona /ludppuXennmana
0151 0OMeHa Knuamu wmudposanus.

1. U3yuuts cxemy oomena kmouamu Juddu-Xeamana.

2. PeanuzoBaTh moanporpaMmmy, onpeaeNsonlyio s 3agaHHoro yucia nepssie 100
[1epBOOOPA3HBIX KOPHEH, 0TOOpaxas pu 3TOM CyMMapHOE BpeMsl, 3aTpaueHHOE Ha UX MOUCK. Yucio
MOJKET 3aJ]aBaThCsl IECATEPUUHOM, IIECTHAAATEPUYHON U IBOUYHON (hopMax.

3. BpyuHyto Ui IEPBBIX 5 MOJYYEHHBIX YHCIOBBIX 3HAYCHUN IPUBECTH JJOKA3ATEIBCTBO, YTO
OHHU JICHCTBUTENBHO SBIIAIOTCS [IEPBOOOPA3HBIMU KOPHSMU 3aJaHHOTO YHCIIA N.

4. Peann3oBarh NOANPOrpPaMMY, MOAEIUPYIOLIYIO OOMEH KIIFOUaMU MEX]ly a0OHEHTaMH 110
cxeme udodu-Xemnmana. [IporpamMmma gomkHa nomydats 6ombinne npoctsie unciaa XA, XB un
CJIy4aiiHbIM 00pa30oM C MOMOILBIO AJITOPUTMA FEHEPALIMHU IIPOCTOrO YKCIIA, a TAKKE MPEJOCTaBIATh
10JIb30BATE0 BO3MOKHOCTh 33/1aBATh HX.

PesynbraTel 3aKCHpOBATH B OTYETE.

21. 3adanue k npakmuueckomy 3anamuio 3.5.2. Hzyuenue npunyunog padomol npomoKoio8
aymenmuuxkauuu ¢ UCnOJ1b306aAHUEM 008EPEHHOU CHIODOHbL HA npumepe npomoroaa Kerberos.

1. TIpocnenurte Kak MPOMCXOIUT ONPEACICHHUE JICTATLHOCTH KIIUEHTA, JIOTHYCSCKHIA BXOJT B CETh,
MOJIy4eHHUE pa3pelieHns Ha MPOJOHKEHHE Mpolecca MOIYYeHHs JOCTYIa K pecypcy 4epe3 CUCTEMY
Kerberos.

2. IlpocneauTte Kak MPOMCXOAUT MOTyYEHHE pa3pellieHus Ha oOpallieHue K peCcypCHOMY
cepBepy, HanpuMep K Gaii ceprepy, cepBepy NPHIOKEHUH, CepBEPY YAATCHHOTO JOCTYIIA

3. Ilpocnenute kak MPOUCXOAMT MOJIyUYECHUE pa3pelIeHHs Ha JJOCTYII K pecypcy. M3yuure
COJIEP’)KUMO€E KBUTAHIMH (OMJIETOB) HA JOCTYII K pecypcam.

4. TlpocMmoTpuTe CUCTEMHBIE KypHAIbI, Toru Ha cepBepe Kerberos (Ha ayTeHTH(DUKAITOHHOM
€ro YacTH U Ha MOJICUCTEME, BbIAAIOIIEN KBUTAHIINU (OUJIETHI)), @ TAK)KE HA PECYPCHBIX CEpBEpax.

5. CpenaTh BBIBOJBI IO pabOTE U MPEACTABUTH UX B OTUYETE.

PesymnbTarhl 3adKCHpOBaATH B OTUETE.

22. 3adanue K npakmuyeckomy 3auamuio 3.7.1. Ilpumenenue aymenmugpuxayuu no
00H0pa306bim naponam. Peanuzauuna anzopummoe cozoanus 00HOpa306bix napo.ie

1. Omnpenenuts BpeMs nepedopa Bcex maposeil, cocroaumx u3 6 uudp. AndaBur cocTapisoT
udpsl n=10. /nuna napons 6 cumBosioB k=6.

2. OnpenenuTh MUHUMAIBHYIO JUTUHY TapoJis, aX(aBUT KOTOPOro COCTOUT n3 10 cCHMBOIIOB,
Bpems epedopa KoToporo 06110 He MeHbIne 10 set. AndaBut cocTaBsatoT cUMBOIBI n=10.

3.  Ompenenuts Bpems nepedopa Bcex maposied ¢ mapameTpaMu. AjipaBUT COCTOUT U3 N
cuMBOJIOB. [[nuna maposst cumBoiios k. CkopocTs nepedopa s maposeid B cekyHay. [locne kaxaoro uz m
HENpPaBUJIbHO BBEJACHHBIX MapoJjieil UIeT nay3a B V CeKyHJ BapuaHT nk s m v

4. Omnpenenuts MUHUMAIBHYIO JIIUHY MapoJs, alaBUT KOTOPOTO COCTOUT U3 N CHMBOJIOB,
BpeMms nepedopa KoToporo O6bu10 He MeHble t ieT. CKkopocTh niepedopa s maposieit B CeKyH/ly. BApHaHT n
ts

5.  OmpenenuTh KOJINYECTBO CUMBOJIOB ajihaBUTa, Mapoib COCTOUT U3 k CHMBOJIOB, BpeMs
nepebopa KoToporo Obl10 He MeHbIIe t JieT. CKopocTh nepedopa s nmaposei B CeKyHay. BapHaHT k t s
PesynbTaThl 3aduKCcHpoOBaTh B OTUETE.
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23. 3adanue Kk npakmuyeckomy 3auamuio 3.8.1. Q030p u cpasHumenbHbll AHAIU3
cyuwecmeyrwuiezo I10 onsa ecmpauganus I1[B3

1. U3yuuts ocHoBHbIE Bo3MoxkHOCcTH 10 Filigrana
W3yunts Mexanu3Mm BcrpauBanus L{B3 ¢ ucnonb3oBaHreM BEKTOPHOTO KBAHTOBAHUS
Paccmotpets anroputmsl BerpauBanust [{1B3 ¢ ucnonb3zoBanreM CKalIsipHOTO KBAHTOBAHUS
N3yunth anroputMsl Ha ocHOBe ciusiHus [[B3 u koHTelinepa
N3yuuts MeTonbl MackupoBanus 11B3
PCByHBTaTBI 3aUKCUPOBAThH B OTYETE.

SRR

24. 3a0anue K npakmuyeckomy 3auamuro 3.8.2. Peanuzayua npocmenuiux
cmezanozpapuueckux anzopummos

1. U3y4uTth anropuTMOB Ha OCHOBE JTUHEHHOT0 BCTpaBaHUS TaHHBIX

2. VByuuTh NpUHIUIIBI BCTpaUBaHUs HH()OPMAIIMH C UCTIOIH30BAHUEM KBAHTOBAHMS.
Jlu3epr3oBaHHbIC KBAHTOBATEIH.

3. Paccmotpers MeTobl BeTpanBaHus HH(OpMAIK Ha YpOBHE KOA(PHUIIEHTOB

4. V3yuuTh METOJbI BCTpauBaHUS HHPOPMAIMHU Ha YPOBHE OUTOBOM MIIOCKOCTH

5. HMByuuth MeTOA BCTpauBaHUs UHPOPMAITUH 32 CUET IHEPTCTUUICCKON PA3HOCTH MEXKTY
kod(purmenTamu

PesymnbTarel 3aduKCHpOBaATH B OTUETE.

Tecmuposanue:
Kputepuu onieHuBaHUs IPU TECTUPOBAHUU:
- 90-100 GamtoB — IpH MPaBUIIBHOM U TIOJTHOM OTBeTe Ha 10 Bompoca;
- 80...89 Ga0B — pH MPaBUILHOM OTBETE Ha 8-9 BOMPOCOB;
- 60...79 GanoB — MpaBUJIBHOM OTBETE Ha 5-7 BOIIPOCOB;
- 0...59 — npu npaBUILHOM OTBETE TOJIBKO Ha 4 BOIIPOCaA;

Komnuectso 6ayuios 0-59/60-79/80-89 |90-100
[IxaJia orleHUBaHUS HEY/T YIOBJ XOPOIIO OTIHYHO

Ilpumep mecmoguvix 3a0anuii:

Beenenue. IIpenmer u 3anaun kpunrorpaguu. Ucropusi kpunrorpapuu. OCHOBHBIE
TePMHHBI.

1. Yro Takoe mmudpoaHue?

1. cnoco6 u3mMeHeHus COOOIIEHUs UK JPYroro JOKyMEHTa, 00ecleunBarolee NCKaXKEHUE ero
COJIEP’KUMOTO

2. COBOKYIHOCTb TE€M WJIM MHBIM CIIOCOOOM CTPYKTYPUPOBAHHBIX TAHHBIX U KOMIUIEKCOM
anmnapaTHO-IPOrPAMMHBIX CPEJICTB

3. ynoOHas cpena A BBIYMCICHUS KOHEUHOTO MOIb30BaTENs

2. Uto Takoe KoaupoBaHue?

1. npeoGpa3oBaHue OOBIYHOTO, TOHATHOI'O TEKCTA B KO

2. mpeoOpa3oBaHue

3. HamMcaHue MpPOrpaMMbl

3. Yto ABiseTcs NpeaMETOM HayKu Kpunrorpadus

1. cnoco6sl muppoBanus u AemuppoBaHHS

2. METOABI COKPHITHS (paKkTa mepeaadn CeKpeTHOM HHPOPMAIIUN

3. cmocoObl mpeobpa3zoBaHus HHPOPMALIUH C LENbIO €€ 3aIlUThl OT HECAHKLIIMOHUPOBAHHBIX
II0JIB30BATENEH

4. IlepBoe n3BecTHOE MpUMEHEHHE HUppa:

1. erumerckuii Tekct

2. pycckuii
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3. HET MpaBWJIBHOTO OTBETA

5. BeiGepuTe TO, 9TO OTHOCUTCS K TIOKA3aTeIsIM KPUIITOCTOMKOCTH:

1. KoamuecTBO BCEX BO3MOXKHBIX KIIIOUEH

2. cpeaHee BpeMs, HEOOX0UMOe sl KpUNToaHaIu3a

3. KOJHMYECTBO CUMBOJIOB B KIJIIOUE

Pazgen 1. MaTemaTuyecKHe OCHOBBI 3a1MTHI HHpoOpMaIMU

Tema 1.1. MaTeMaTH4ecKHe OCHOBbI KpUIITOrpaduu

1. Maremaruueckast QyHKIUS, KOTOPYIO OTHOCUTENBHO JIETKO BBIYHUCINUTD, HO TPYAHO HAUTH 110
3HA4YEeHHUIO (DYHKIIMK COOTBETCTBYIOIIEE 3HAYCHNUE apryMEHTa, Ha3bIBAeTCs B KpUITOrpaduu

1. ¢ynknuen Juddu-Xemmmana

2. OIHOCTOpPOHHEH (pyHKIHEH

3.  dynknuei Dinepa

4. xpuntorpadpuueckoit QyHKImen

2. Kakue 13 pazJiesioB MaTEMAaTUKH JIETJIM B OCHOBY COBPEMEHHBIX METOJI0B Kpunrorpadun?

1. Teopwus umcie u aOCTpaKkTHAs anredpa

2. TeopHsi KOAUPOBAHUS U TEOPHs BEPOATHOCTH

3. TeopHs CIOXKHOCTH U TEOPHUs AUCKPETH3ALNN

3. Kak Ha3pIBaeTCs HayKa, IPEeMETOM KOTOPOH SBIISIFOTCS MaTEMaTHUECKUE CIIOCOObI
npeoOpa3oBaHust HHPOPMAIUH C IIETBIO €€ 3alIUTHI OT HECAaHKIIMOHUPOBAHHBIX TT0JIb30BATEIICH?
KPUITOJIOTUS
Kpunrorpadus
TEOpHs KOJUPOBAHUS
. B Teopernueckoii kpuntorpaduu npuHITO padboTaTh C aapaBUTOM:
AHTJIMACKUM
J00BIM HAlIMOHAJIbHBIM aJ1(paBUTOM
JIBOUYHBIX CIIOB
16-puuHBIX CI0B
. Kakue Buipl MaTeMaTH4YeCKHX MOCIIEA0BATENbHOCTEN HCIOB3YIOTCS B KpUIITOrpaduu:
J€TEPMUHUPOBAHHBIE
CIIy4YaliHble
HeCIy4alHbIe
. OeckoHeuHbIe

Paznen 2. Knaccuyeckasi kpunrorpagpus

Tema 2.1. MeToas! Kpunrorpagu4eckoi 3amuTbl HHGoOpManun

1. Yro mpeacraBisieT coOoit kpunTorpadudeckas cucrema?

1. cewmeiictBo T npeobpa3zoBaHUi OTKPBHITOTO TEKCTA, YICHBI €M0 CEMEUCTBA MHICKCUPYIOTCS
nuaexcom k

2. mporpamMmy

3. cucremy

2. YTo npuHATO HA3bIBATh NIEKTPOHHOMN MOJIUCHIO?

1. npucoemuHsieMoe K TEKCTY ero Kpunrorpadudeckoe npeodpasoBaHue

2. TEKCT

3. 3amuQpoBaHHBIA TEKCT

3. Kaxk Ha3piBaeTcs mpeobpa3zoBaHrue HHPOPMALIUH € IETBI0 3alUTHl OT HECAHKIIMOHUPOBAHHOTO
JI0CTYTa, ayTeHTU(UKALMY U 3aLIUTHI OT IPEeITHAMEPEHHBIX N3MEHEHUN?

1. xpunrorpaduyeckoe muppoBaHue

2. KOMIIpeccHs

3. TOMEXOYCTOMYMBOE KOJAUPOBAaHUE

4. >(dexTuBHOE KOIMPOBAHNE

4. Kakumu cBOWCTBaAMHM JIOJDKEH 0071a1aTh TeHepaTop nceBaociydaitsix yucen (ITICYH) s
UCIOJIb30BaHUs B KpunTorpadguueckux 1ensx? (BbIOpaTh BCE BEPHBIE)

1. nepuon mopoxaaemoil mocuea0BaTeIbHOCTH JOKEH ObITh KaK MOKHO MEHbIIIE

PONMNPOARONDERODNDE
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2. BEpOSTHOCTH MOPOKIACHUS PAa3INYHBIX 3HAUCHHUH KIIIOYEBOI MOCIEI0BATEIbHOCTH JOIKHBI
KaK MOKHO 0OJIbIlIe OTJINYATHCS APYT OT Apyra
3. mepuoj MopoXkKaaeMOU MOCIIE0BATEIEHOCTH I0JKEH OBITh OYeHBb OO0JIBIION
4. BepOATHOCTH MOPOXKICHUS PA3JIMYHBIX 3HAUEHUH KIIFOUEBOMN IOCIIE0BATEIILHOCTH JTOJIKHbI
OBITH paBHBI
5. Kpunrorpagudeckuii alroput™, B KOTOPOM KJIFOU, UCIIOJIb3YEMbIH 1 HIM(ppoBaHUs
COOOIIeHNH, MOXKET OBITh OJY4YEH U3 KJIro4ua JAemn(poBanus 1 HA000POT, HA3BIBAIOT:
1. cumMmeTpuUUHbIM;
2. aCCHUMETpPUYHBIM;
3. CHHXPOHHBIM,
4. aCHUHXPOHHBIM
Tema 2.2. Kpunroanaaus
1. [lenb kpunroaHanusza:
Onpenenenyre CTOMKOCTH aaropurma
YBenn4yeHne KoaudecTBa (QyHKIHMA 3aMeIIeHUs B KpUNITOIPahUIeCKOM alroOpuT™Me
VYMeHblIeHHE KOJIMYecTBa (PyHKIUI [T0ICTAHOBOK B KpUIITOIpapMueCKOM alropuT™Me
Onpenenenne NCnob30BaHHbIX IEPECTAHOBOK
. Kpunroananus npenycMaTpruBaeT pacKpbITHE CEKPETHBIX COOOILIEHHIM:
CO 3HAHHMEM XOTs Obl OJTHOTO U3 KJIIOUei
0€e3 3HaHUs KPUIITOrpahuyecKoro ajaropurmMa
0e3 3HaHus KiIroYa 1 0e3 3HaHUS KPUITOTrpaguIecKoro aropurMa
0€e3 3HaHus KJII0Ya, HO CO 3HAHWEM KPUINTOrpaduyecKkoro aaropurmMa
. @yH/IaMEeHTaTIBbHOE JIOMYIIEHUE KPUIITOAHAIIN3a, BIIEpBBIE chopmynupoBanHoe O.
(oM, COCTOUT B TOM, UTO:
CEKPETHOCTh COOOIIEHUS MOTHOCTBIO 3aBUCUT OT KJIFOUYa
CEKPETHOCTh COOOIEHUS MTOJIHOCTHIO 3aBUCUT OT aJIFOPUTMA IHU(POBAHUS
CEKPETHOCTh COOOIIEHUS 3aBUCUT OT KIII0Ya M aIrOpUTMa MK (POBAHUS
. Kakue metospl kpunToaHaau3a NpUMEHSIOTCS AJI ACCUMETPUUHBIX MUPPOB?
DES
AES
RSA
COS
. Kakne MeTop1 kpunToaHamn3a IpUMEHSFOTCS U1l CAMMETPUYHBIX MIH(POB?
DES
AES
RSA
COS
Tema 2.3. IloTouHble IH(PHI M TeHEPATOPHI NMCEBIOCTYYANHBIX YHCE
1. I[ToTounbl# MK}pP BHIMONHSIET MPE0Opa30BaHNE BXOJHOTO COOOIICHHUS:
1. Onokamu ompeaeneHHON JUTMHBI
2. TIOCHMBOJIBHO
2. JIns MCTIONIb30BaHMS B KPUNTOTpaUUECKHX 1esIX TeHepaTop MCEeBI0OCTYYalHbIX YnCel
JOJKEeH 00J1a1aTh CIIeIyIOIIMMH CBOMCTBAMU: (BbIOpATh BCE BEPHbIE)
NEPUOJT TIOCIIEJOBATEIILHOCTH JI0JIKEH OBITh OYE€HBb OOJIBIION;
MOpOXKIaeMast OCJIeI0BATEILHOCTH JI0/DKHA OBITh "MOYTH" CITydailHOM;
BEPOSTHOCTH MOPOKIACHUS PA3TUYHBIX 3HAUYCHUH JOJKHBI OBITh B TOUHOCTH PaBHBI;
BEPOSITHOCTH MTOPOKACHUS Pa3INYHBIX 3HAUYCHHUH JOJDKHBI OBITH Pa3InIHbI
. Kakoii u3 renepatopoB rnceBaocIydaiiHbIX YUCEN SBJIsIETCS] Hanboee mpocThiM?
JInHEeNHbIN KOHTPY3HTHBIN
®uboHayuy C 3ana3bIBaHuEM
C kBanpatuunbiM octatkoM (BBS)
Ha ocHOBe CIBUTOBBIX PErHCTPOB C 0OPATHOM CBSA3BIO

N~ wW e
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4. Kakoit anroputm ucnonb3yercs ais mudpoanus naposieir B OC Windows, a Takxke B

npotokojue SSL?

OCJIbIO

1. RC4
2. AES
3. TKIP

5. Ha yem ocHOBaH NPUHIIUIT JEHCTBUS BCEX T€HEPATOPOB MCEBAOCTYYAUHBIX YUCET?

1. Ha QpuU3HUYECKUX SIBICHUSX WU TPOIECCaX, KOTOPhIE MOXKHO 3a)MKCHPOBATh U COCYUTATH
2. Ha MaTeMaTHYeCKUX (hopmysax

Pa3nen 3. CoBpemenHass kpunrorpagus

Tema 3.1. KonupoBanue napopmannu. Komnbrorepuszanus mm@poBaHus.

1. KogupoBanue uapopmamnmu — 3710...

1. mnpeobpazoBaHre OOBIYHOTO, IIOHATHOTO TEKCTA B KOJI

2. mpeobOpa3oBaHue

3. HamMcaHHWe MPOTPaMMBbI

2. B gem 3akirouaeTcs 001mas uest moMexXoyCTOHUYMBOTO KOAUPOBAHUS?

1. w3 Bcex BOBMOXKHBIX KOJIOBBIX CJIOB CUMTAIOTCS JOIMYCTUMBIMHU HE BCE, a JINIIb HEKOTOPHIC
2. yMEHbIIAeTCs U30BITOYHOCTH IMEPEAABACMBIX COOOIICHHMIA

3. Tpom3BOIUTCS IMpeoOpa3zoBaHre HH(POPMAIIUH C IS0 COKPBITHS €€ CMbICTIa

4. W3 BCEX JOIMYCTHMBIX KOJIOBBIX CJIOB CUUTAIOTCS BO3MOKHBIMH HE BCE, & JTUIIhL HEKOTOPHIE
3. Kakuie KoJipl UCMIONIB3YIOTCS B TIOMEXOYCTOMYUBOM KOJIMPOBAHUU?

1. XsmmuHra

2. CRC

3. BUX

4., Pupa — CoxomoHa

5. I'pos

4. BeiOepuTe nMpaBUIbHOE YTBEPXKICHUE B OTHOLICHUHU MU(POBAHUS TAHHBIX, BBITOIHSIEMOTO C
UX 3alIUTHI:

1. Owno obecrieynBaeT MPOBEPKY LEIOCTHOCTH U MPABHILHOCTHU JIaHHBIX

2. OnHo TpeOyeT BHUMATEIHLHOT'O OTHOIIEHHS K MIPOIIECCY YIPABICHUS KITF0YaMU

3. OnHo He TpeOyeT OOJIBIIOr0 KOJINYECTBA CUCTEMHBIX PECYypPCOB

4. OHo TpeOyeT nepenayu Kiouya Ha XpaHeHHUEe TpeThell cTopoHe (escrowed)

5. Ha3zBaHue cutyaiuu, B KOTOPOH MPU UCTIOIB30BaHUU PA3IUYHBIX KIFOUEH /Ui b poBaHus

OJTHOTO ¥ TOT'O K€ COOOILEHHSI B PE3YNIbTATe MOJIy4aeTCs OJJUH U TOT K€ IMU(POTEKCT:

1. Kommmzus

2. Xp>mupoBaHHE

3. MAC

4. Krnacrepuzanus Kiroden

Tema 3.2. CuMMeTpHYHBIE CHCTEMBbI I (POBAHUSA

1. KonruecTBo UCIONIb3yeMbIX KITFOUEH B CHMMETPUYHBIX KpUIITOCHCTEMAX JUlsl MM (POBAHUS U

e (ppoBaHUS:
1. 1
2. 2

3. 3

2. AAropuT™, UCTIOJIB3YIOIIMM CUMMETPUYHBIN KIII0Y U aJITOPUTM X3IIUPOBAHU:
1. HMAC+

2. 3DES

3. ISAKMP-OAKLEY

4. RSA

3. Kakue onepanuy npUMeHsI0TCS 0OBIYHO B COBPEMEHHBIX OJIOYHBIX aJIFOPUTMAax

CUMMETPUYHOTO MU pOBaHU?

1. crnoxeHue Mo MOIyto 2
2. HaxOXJEHHE OCTaTKa OT JEJEHUS Ha OONBIIOe MPOCTOE YHCIIO
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3aMeHa OUT o TabJuIle 3aMeH
nepecTaHOBKa OUT
BO3BEJICHUE B CTEIIEHb
. Kakoii pazmep kito4a B 0T€4€CTBEHHOM CTaHAApPTe CUMMETPUYHOIO N (POBAHUS:
56 Owur;
124 our;
256 owur.
. UTo sBIsIeTCSA MPEUMYIIECTBOM CUMMETPUYHOTO MU (pOBaHUs:
CKOpOCTH BBIITOJHEHUS KPUITOTpapuuecKuX MpeoOpa3oBaHuii;
JIETKOCTh BHECEHUS U3MEHEHUH B aJITOPUTM MU (POBAHMS;
CEKPETHBIN KJTI0Y U3BECTEH TOJBKO MOTYJaTen0 HH(YOPMAIMH U TIEPBOHAYATILHBIN OOMEH He
TpeOyeT nepeiauu CeKPEeTHOrO KIIH04a;
4. mnpUMEHEHHE B CUCTeMax ayTeHTH(UKAIUU (3JIEKTPOHHAS IOAINUCH).
Tema 3.3. AcuMMeTpUYHbIE CHCTeMbI IIM(QPOBAHUS
1. BepHbl 11 yTBepKAeHU? (BBIOPATh BCE BEPHBIE)
1. B acuMMeTpuYHBIX KPUIITOCUCTEMAX HE pelIeHa MpolieMa pacupeeeHUs KI0YeH.
2. AcuMMeTpHUYHBIE KPUIITOCUCTEMBI CYIIECTBEHHO MEIJICHHEE CUMMETPHYHBIX.
2. AcuMMeTpUYHbIE KPUITOCUCTEMBI IS N (POBAHUS UH(OPMAIIMH UCTIONb3YIOT KOJIUYECTBO
KIIIOYeH. ... ?

WP LW EROORA®

B acummeTpuuHbIX crcTeMax muppoBaHUS
OTKPBITHIN KJTIOU JOCTYIIEH BCEM KEJIAIOIINM, & CEKPETHBIN KIIFOY U3BECTEH TOJIBKO
MOJIy4aTeN0 COOOLIEHUS

2. s 3amudpoBaHUS U pacIMPPOBAHUS UCTIONB3YETCS OJHH KITIOY

3. CEKpeTHBIN KII0Y JIOCTYIIEH BCEM >KEIAIOIINUM, a OTKPBITHII KIIF0Y U3BECTEH TOJIBKO
MOJTy4aTeI0 COOOIICHUS

4.  CeKpeTHBIN U OTKPBITHII KITFOUH JOCTYIHBI BCEM >KEIarOIIUM

4. Kakue mudpsl (MEXaHU3MbI OOMEHa KIIFOYaMH ) OTHOCSITCSI K aCHMMETPUYHBIM (BBIOpaTh BCE
BEpHBIE):

1. 1
2. 2
3. 3
4. 4
3.
1.

=

Judpu—Xenmana (D-H)
Pusect—Ilamup—Amieman (RSA)
Kpunrorpadus smmmnrudeckoit kpusoit (ECC)
. Kakas cBs13b cymiecTByeT Mexy ABYMS KJIIOUaMH B aCHMMETPUYHON Kpunrorpaduu?
JIOTHYECKast
¢buznyeckas
MaTeMaTHIecKas
HUKaKas

Tema 3.4. Ayrentudukanus JaHHBIX. DJIEKTPOHHAS MOANNCH

1. Kakue meTobl pa3pabaTbIBatoTCs C LIEIbI0 0O0ecieueHus ayTeHTU(UKaumu?

1. Merojbl MOATBEPKACHHUS TIOUIMHHOCTH CTOPOH M caMOil HH(POPMAIIUHU B IPOIECcce
MH(POPMAIIMOHHOTO B3aUMOACHCTBUS

2. METOABI MPUCBOCHUS YHHKAILHOTO WACHTU(PHUKATOPA B3aMMOICHCTBYIONIMM CTOPOHAM U
camoil nH(popMaIK B porecce HHHOPMAITMOHHOTO B3aUMOICHCTBUS

3. o00a oTBeTa BepHBI

2. Kak Ha3bIBaeTcs mpeodpazoBaHue HHPOPMALIUH € LENBIO 3alUTHl OT HECAHKIIMOHUPOBAHHOTO
JOCTyTa, ayTEHTH(QUKAIIMA U 3aIUTHI OT MPETHAMEPEHHBIX W3MEHEHHN?

1. xpunrorpaduueckoe muppoBaHue

2. KOMIIpeccHs

3. TOMEXOYCTOMYMBOE KOJAUPOBAaHUE

PONPE LYW
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4. »s¢dexkTuBHOE KOAUPOBAHHUE

3. Kakas cucrema sBJISIETCSI CUCTEMOM ayTeHTH(DHUKAIINN U pacTIpeIeTICHUS KITIOUCH:

1. Kerberos

2. RSA

3. MD5

4. AES

4. YUto npUHATO HA3BIBATH AIEKTPOHHOU (LIHPPOBOIT) TOAMUCHIO?

1. mpucoenuHsieMoe K TEKCTY €ro Kpurrorpapuieckoe npeodpazoBaHue

2. TEeKCT

3. 3ammdpoBaHHBIN TEKCT

5. BeiGepuTte TO, 4TO UCMOIB3YIOT ISl CO3/IaHMs U(POBOM MOITUCH:

1. 3aKpbIThIN KIIOY TOJTydaTess

2.  OTKpBITBIN KITFOY OTIPABUTEIS

3.  3aKkphITHI{ KIIOY OTIPABUTENS

4.  OTKpBITBIN KIIIOY IOTy4aTess

Tema 3.5. AnropurtMbl 00MeHA KJIHOYeH U MPOTOKOJIbI AyTEHTH(PUKATMHU

1. ITo3BossieT iu OOMEHHMBATHCS KIIIOYaMH 10 HE3aIIUIICHHBIM KaHanaM cBsi3u Meron duddu-
Xenmnmana?

1. nma

2. Her

2. IlpumensieTcs i 7Sl pacpeie]IeHNs KIF04Yel MEeKIy TOIb30BaTeIIMUA HHPOPMALIMOHHOM
CUCTEMBI MPSAMOI OOMEH KIIF0YaMU MEXY MOJIb30BATENISIMU CETH?

1. nma

2. Her

3. Ilpouecc coriacoBaHus CECCHOHHOTO KJII0Ya B Mpoliecce HHPOPMAITMOHHOTO OOMEHa
Ha3bIBAIOT KITIOYECH.

1. pacnpenenennem

2. wuacHTUUKAIUCH

3. ayreHTH(UKaIHEH

4. X>IMpOBaHUEM

4. Kakoii mpoTOKOJI ayTeHTU(PUKAIIUU SBIISIETCS MEHEE Ha/ICKHBIM?

1. PAP

2. CHAP

5. CKoJIBKO IIAroB MpeaycMaTpuBaeT ayTeHTU(UKAIUS ¢ TOMOIIbIO IpoToKkoia Kerberos Bepcun
5?

1. 2

2. 3

3. 4

4. 5

Tema 3.6. Kpunrozamura nangopmManum B ceTAX nepeaavyu JaHHbIX

1. Jluneiinoe mmdppoBaHue 3TO:

1. wunrorpaduueckoe npeoOpa3oBaHue HH(POPMALMK TIPU €€ Nepeaaye 1Mo NPsSMbIM KaHaJlaM
cBsI3M OT ofHoro annementa BC k npyromy

2. Kpunrorpaduueckoe npeoOpa3oBaHue HH(HOPMAIMHU B LEIAX €€ 3aIUThl OT 03HAKOMIJICHUS U
MOTU(UKAIIIH TOCTOPOHHUMH JIUIIAMHA

3. HECaHKIMOHUPOBaHHOE M3MEHEHHE MHPOPMALIUU, KOPPEKTHOE MO (OpMe U COAEPIKaHUI0, HO
OTJIMYHOE 110 CMBICITY

2. Kakoii mugpatop MOKHO HCIOIB30BATh AJIS 3aIUTHI NiepeaBaeMoit B CeTb nHpopmarn?

1. oObrusbli mudpaTop

2. TpOXOAHOM mmdpaTop

3.  Tabau4HBI mudpaTop
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3. OcHOBHOE cpencTBO, o0ecTeynBaroee KOH(QUACHINAIBHOCT HHPOPMAIIUH, TOCHUTAeMOH 110
OTKPBITHIM KaHajaM Iepeadu JaHHBIX, B TOM 4Hcie 1o ceTh HTepHeT:

1. Wnentuduxarus

2. AyrteHTHUKAIMA

3. ABropu3zanus

4. DkcrnepTtusa

5. Iudposanue

4. Kakue u3 npuBeIeHHBIX KPUOTOrpaUUYECKUX aJrOpUTMOB UCIIOIB3YIOT B OCHOBE CeTe
Deiicrens?

1. DES

2. Rijndael

3. 00a oTBeTa BEepHBI

5. Kakum 06pazoM Hambosiee mpoCcTo MOKHO OCYIIECTBUTD paclpeaesicHUue KITFOUeH I CEeTe ¢
00JIBIIUM KOJTMYECTBOM a0OHEHTOB?

1. B cucTemMax MpenBapUTEIILHOTO PACIPEICICHHS CEKPETHBIX KITIOYCH

2. B cHUCTeMaxX OTKPBITOTO pacCHpeeICHUs CEKPETHBIX KITIoUen

3. 00a oTBeTa BepHHI

Tema 3.7. 3ammTa nHGpOpMALMHU B 3JIEKTPOHHBIX IJIATEKHBIX CHCTEMAaX

1. MexaHHU3MBI 3alIUTHI, KOTOPhIE KAK MUHUMYM JOJKHBI OBITh PEATU30BAHBI T 00CCIICUCHHUS
GbyHKIUH 31T HTHPOPMAILIMK Ha OTJENbHBIX y3J1aX 3JIEKTPOHHOH MIIATEXKHON CHCTEMBI: BBIOpATh BCe
BEpHBIC

1. olecreyeHue ynpaBieHHs JOCTYIIOM HA OKOHEUHBIX CUCTEMaX;

2. KOHTPOJHUPOBAHUE IEIIOCTHOCTH B 0OecIeUeHe KOH(DHUICHITMAITBHOCTH COOOIICHHUS,

3. olecrnieueHue B3aMMHOM ayTeHTH(PUKAIUU a0OHEHTOB;

4. BeJCHHE PETUCTPALMU U KOHTPOJIUPOBAHUE IICIIOCTHOCTH ITOCIICIOBATEILHOCTH COOOIICHUN
5. XpaHeHHE IepcoHaTbHONW HHPOPMAIIUU KIHCHTOB

2. Kakoii mpoTokoJ1 nepeaun JaHHbIX 00€CTIEYMBAET JIYULIYIO 3alllUTy B CUCTEMaX 3JEKTPOHHBIX
maTexen?
1. SSL
SET
Bri6epuTe Bce BepHbIE YTBEPKIEHUSI OTHOCUTEIBHO MpoToKkosia SSL:
OtcyTcTBUE ayTeHTU(UKALIUH TOKYATeNs
Hanuuune ayrenTudukanmy nokymnaTess U npojaBna
HeB03MOKXHOCTb HCIIOIB30BAHUS TPHU ONEPALUsIX ¢ OAHKOBCKUM CUETOM
OTKpBITOCTh PEKBU3UTOB MOKYIIATENS TP Mepeaayde Mo ceTu
SIBrisieTcst Ha CErOHSAIIHUN JIeHb caMbIM 0€30IaCHBIM IS NIepeayd MIaTeXHbIX COOOIECHUN
4. B nporoxoine SET npenycMoTpeHs! Clleyomne TUIIbI KII0UYeH, HCI0JIb3YEeMbIX YYaCTHUKAMHU
IUTaTEKHBIX TPAaH3aKIUil: BHIOpATh BCE BEpHBIE
1. xmou ansa noanucu coodmenus (Digital Signature Key);
kim0 Juid mudposanus nanHsix (Data Encipherment Key);
kiod it noanucu ceprudukara (Certificate Signature Key);
KJTI0Y JUIs HOJMKCH CIMCKa 0To3BaHHBIX cepTudukaToB (CRL Signature Key).
K04 s Aemmgposanus qaHHbix (Data Decryption Key);
CMapT KapTa o0ecrieynBaeT cieAyoumii Habop GyHKIKN: BEIOpAaTh BCe BEPHbIE
pasrpaHryeHue MOJHOMOYUH 10CTyIa K BHYTPEHHUM pecypcam;
mudpoBaHue TaHHBIX C TPUMEHEHUEM Pa3INYHbIX AITOPUTMOB,;
(hopmMupoBaHHE IEKTPOHHON IHUPPOBON MOAHCH;
BBINOJIHEHUE BCEX ONepaluii B3auMOJICHCTBUS BiIajieNblia KapThl, 0aHKa M TOPTOBIIA.
co3/1aHHe OE30MaCHOTO CETEBOro KaHaia JUIsl Iepeiavy MIaTeKHbIX TaHHBIX
nemupoBaHue JAHHBIX ¢ IPUMEHEHHUEM Pa3IMUHbIX aJTOPUTMOB
TeMa 3.8. KomnbrorepHas creranorpagus
1. Yto MOXeT ABIAThCA (hailzioM — KOHTetHepoM /1Sl creranorpaduu? BIOpaTh BCe BEPHBIE

gD EwN

OURWNEVOTE®WN
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1. daiin uzoOpaxenus
2. (aiin 3ByKa
3. Buaeodaiin
4. aitmn Word
5.  daiin Excel
6. wucnosHsIemMbIe (aitsibl
2. B creranorpaduu meton LSB sto:
1. Meron HauMeHee 3HAUUMOTO OUTa;
2. DXO-METOL;
3. Meroxa Ga3oBOro KOJUPOBAHUS;
4. MeToJ pacUIMpeHHOro CIEeKTpa;
3. Kakue npuHIMIbI JIeKaT B OCHOBE cTreranorpaguu? BeIOpaTh Bce BEpHbIE
1. Hexoropsie (ailsibl MOTYT OBITh UCKAXEHBI 0€3 MOTePH X (PYHKIMOHATBHOCTH
2. HECIOCOOHOCTHU YeNOBEeKa pa3inyaTh HE3HAUNTENbHbBIC HCKAXKEHUS B IpadUUECKUX WU
MYJIbTUMEIUHHBIX (aiinax
3. KOHTpOJIbHas CyMMa U pa3mep ¢aiiia, Hecyniero 3au@poBaHHy0 HHPOPMALIHUIO HE
WU3MEHSETCS
4. BoibepuTe BEpHOE YTBEPKICHUE!
1. creraHorpadus CKpBIBA€T TEJIO COOOICHUS
2. crera"orpadus CKpbIBaeT TeJI0 CoOOIIeHus U (HaKT ero NpUcyTCTBUS
5. Creranorpaguyeckas cicTeMa MM CTErochcTeMa — 3TO:

1. COBOKYITHOCTBb CPEACTB U METOAOB, KOTOPBIC UCITIOJIB3YHOTCSA IJISA q)OpMI/IpOBaHI/IH CKPBITOT'O

KaHaja rnepeaayu HHpopMaluu;
2. COBOKYIHOCTb CPEJCTB U METO/I0B, KOTOPBIE HCIIOJIb3YIOTCS Ul MAaCKUPOBKHU LIEHHOM
uHpOpMauu

5.2.1.3. VIL02.01. YyeOHasi npaKkTHKA

Texymuil KOHTPOJIb 110 Y4eOHOM NMPaKTUKE 3aKJIIOYAETCs B IOATOTOBKE U claue OTUETA 110
paszzaenaM npakTUKH. OTYeT JOIDKEH COAEPIKaTh CIEAYIOIINE CBEICHUS:

1. TuTynBHBIN JUCT;

2. 1Ielb;

3. 3amauue;
4. TeopeTHYEeCKHE OCHOBBI;
5. ommcaHWe NCTIOJIB3yEMBIX KOMIIOHEHTOB;

6. CKPHHIIOTHI pa3pabOTaHHBIX HJIEMEHTOB.

B 00s13aTenbHOM MOPSIKE K OTYETY MPUKIIAIBIBAIOTCA (haiIIbl, CO3IaHHBIE B ITPOIECCEe
BBINOJIHEHUS paboT.

Kpurepun oneHuBaHus:

e 90-100 6anyoB — npu pacKpbITUN BCEX Pa3IesIOB B IOJIHOM 00BbEME;

e 80-89 GayoB — MpU PACKPBITHH BCEX PA3/ICIIOB C HEAOUYCTAMH,

e 60-79 6amnoB — npu PaCKPBHITUH HE BCEX Pa3/ENIOB B TOJHOM 00BbEME;

e 0-59 6amtoB — IpH PaCKPBITUN HE BCEX PA3JICIIOB.

KomnyectBo 0ayuioB 0-59 60-79 80-89 90-100
[IIxana oneHUBaHUs HEyJ |YOOBI  |XOPOIIO OTJINYHO
[TpuMepbl TUTIOBBIX 3aJaHUI Ha TPAKTUKY:

Tema 1.1. IlpumMeHeHHe NPOrPaAMMHBIX M IPOrPAMMHO-ANIIAPATHBIX CPEACTB o0ecneYeHnst

HH(POPMALOHHOM 0€30IIACHOCTH B ABTOMATH3HPOBAHHBIX CHCTEMAaXx
3ananue 1. M3yunTte 1OKyMEHTALMIO K 3alUIIaeMOi aBTOMaTHU3UPOBAHHON crucTeMe U
copmupyiiTe epeueHb Hauboee BepOSITHBIX Yrpo3 JUIs Hee.



3ananue 2. ChopMupyiite nepedeHb NpOrpaMMHBIX M TPOrPaMMHO-AIIAPATHBIX CPEJICTB
obecrieueHrss THPOPMAITMOHHOMN 0€30MaCHOCTH TSl 3alTUIIIAeMO aBTOMAaTH3UPOBAHHOM CHCTEMBI.

3ananue 3. Ha ocHOBE MpOBECHHOTO aHAIK3a B 3alaHusX | U 2, a Takxke
MacHOpPTOB MPOrPAMMHBIX U IPOrpPaMMHO-AMMAPATHBIX CPEJCTB o0ecneueHus nHHOpMaLMOHHON
0€30MMacCHOCTH MPEATIOKUTE H 000CHYHTE BEIOOP KOHKPETHBIX CPEACTB, HANOOJEE MOAXOASIINX B
JAHHBIX YCIOBUSAX U C Y4€TOM SKOHOMHUYECKOTO (hakTopa.

3ananue 4. Ilpu HamMUMU BHIOPAaHHBIX BaMHU YCTPOWCTB BBIITOJHUTE UX MOHTAX (TIPOTPaMMHYIO
YCTaHOBKY), HACTPOWKY U MPOBEPHTE UX PabOTYy.

Tema 1.2. /InarsocTuka, ycrpaHeHue 0TKa30B U o0ecrieyeHrne padoTocnoco0HOCTH
NMPOrpaMMHO-ANNAPATHBIX CPeICTB o0ecneyeHusi HHPOPMAIUMOHHOMN 0€301MaCHOCTH.

3ananue 1. M3yunrte HHCTPYKIUIO IO JUATHOCTUKE, YCTPAHEHUIO OTKa30B U 00ECIIEYEHUIO
paboToCIOCOOHOCTH MPOrPaMMHO-AIIAPATHBIX CPEACTB obecredeH s] HHPOPMAIIMOHHOM 0€30acCHOCTH
JUIS K&KJI0TO KOHKPETHOT'O CPE/ICTBA.

3ananue 2. O3HaKOMbBTECH C MPUOOPAMH U HHCTPYMEHTAMHU, UCIIOJIB3YIOUIMMHUCS B IMarHOCTUKE,
YCTpaHEHUH OTKA30B M 00eCIeYeHHH PabOTOCIIOCOOHOCTH MTPOrPaMMHO-AIAPATHBIX CPEJICTB
oOecnieueHrs HHGOOPMALIMOHHON OE30MaCHOCTH IS Ka)KJJ0OT0 KOHKPETHOTO CPE/ICTBA.

3ananue 3. Mcnonab3ys npubopel 1 MHCTPYMEHTHI, U3yUEHHbIE B 33JJaHUH 2, BHIIIOJIHUTE
JMArHOCTUKY HEMOJAJAKU MPOTrpaMMHO-aNNapaTHOTO CpeAcTBa obecrneueHus: HHPOPMaIMOHHON
0€30MaCHOCTH, a 3aTeM JIJIsl BBISIBJICHHOW HETIOIAIK! TPEAJIOKUTE BAPUAHTHI €€ yCTPaHEHHUS.

3ananue 4. [Ipu Hannuuu HEOOXOAMMBIX 3aM4acTel U MaTEPUaIOB YCTPAHUTE HETIONAIKY U IOCIIe
PEMOHTa MPOBEPHTE KAYECTBO PAOOTHI POTPAMMHO-AIIAPATHOTO CPEACTBA 00ECTICYCHUS
nH(pOpPMaIMOHHOM 06€30MMacCHOCTH.

Tema 1.3. Onenka 3¢eKTHBHOCTH NPUMEHsIEMbIX IPOrPaMMHO-aNNAPATHBIX CPEACTB
odecneyeHusi HHPOPMAIMOHHON 0€30IIACHOCTH.

3amanue 1. O3HAKOMUTECS ¢ UHOPACTPYKTYPOIl 3aiIUIaeMoil HH(POPMAIIMOHHON CUCTEMBI, a
TaK)Xe C XapaKTEePUCTUKAMU TPUMEHIEMbIMU IIPOrPaMMHO-aNIapaTHBIMK CPEACTBAMU 00eCTICUCHHUSI
MH(POPMAIIMOHHOH 0€301acHOCTH.

3ananue 2. C mOMOIIbIO TECTa CBIMUTUPOBATh HH(GOPMAIIMOHHYIO aTaKy Ha 3allUIIaeMYIO
CHCTEMY U OLEHHUTH dPPEKTUBHOCTH MPUMEHSIEMBIX TPOrPAMMHO-AIIAPATHBIX CPEJICTB 00ECIICUCHUS
nH(pOpMaIMOHHOM 0€301MacCHOCTH.

3ananue 3. [Ipoananu3upoBaTh pe3ynbTaThl TECTA U MPU HEYAOBIETBOPUTENBHBIX ITOKA3aTENAX
NPEJUIOKUTh BAPUAHTHI UX YIYUIICHUS WM 3aMEHY ITPOrpaMMHO-aNMapaTHbIX CPEACTB, UMEIOLINX OoJiee
BBICOKYIO CTENIE€Hb 3alHUTHI.

Tema 1.4. CocTaBiieHHe JOKYMEHTALMH 110 y4eTy, 00padoTKe, XpAHEHHIO U Nepenaye
KOH(uUIeHIHAIbHOI HHpOpMaUHH.

3ananue 1. U3yunTs myTu ABMKEHUs KOH(GHUIESHIIMATBLHON HH(DOpMAIK B JAHHOM YUPEXKACHUH,
COCTaBUTb CXEMY.

3ananue 2. BeIMOIHUTG COPTUPOBKY HH(POPMALIUU IO KPUTEPUSM AOCTYIA, THITY, CIOCO0
00pabOTKH, XpaHEHHUS U TIepeIayuH.

3ananue 3. CocraBbTe B Excel Tabnuity, B KOTOpoil B cTpokax OyAeT mepedncieHa jiata u
onucaHue KOoH(pUIeHIIUATFHON HHPOPMAIINH, a B CTOJNO0IaX — KPUTEPHUH JOCTYIIA, TUII, CITIOCO0
00paboTKH, XpaHEHUs], Iepeaayn, UCTOYHUK, TpueMHHK. Kak anbTepHaTUBHBINA BapuaHT — Tabnuna
MOXKeT ObITh cocTaByieHa B Buje bJl B Access. J{st 6€301macHOCTH peKOMEHIYETCS 3alUTUTD (pait
napoJieMm.

Tema 1.5. Ucnosib30BaHKMe NPOrPaMMHOI0 o0ecriedeHus 11 00padOTKH, XpaHEHHUS U
nepeaayd KOH(pHUICHUUAILHON HH(POpMALHH.

3ananue 1. M3yunTh xapakrep KoH(pUIEHIMAIbHON HHPOPMAIIUH U ITPU HAJTMYHUN HECKOJIBKUX €€
THUIIOB BBIMOJIHUTH KJIACCU(PUKALIUIO.

3amanwne 2. U3yunTs nyTH nepeaayn nHGOPMAIINH, a TAKKe crtocod ee 00paboTKHu.

3ananue 3. Ha ocHOBe pe3ynbTaToB, MOJydyeHHbIX B 3afaHusX 1 u 2 Beiopats [10 it 06paboTku
nH(pOopMalUU, KOTOPOE MOKET paboTaTh COBMECTHO C KPUIITOTpapruecKol CHCTEMOI.
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3ananue 4. HacTpouTh ceTeBylo Narnky, J0CTYI K KOTOPOW BO3MOXEH MO JIOTUHY U MapOJII0 U
pa3MecTHUTh B Hell daiiibl ¢ KoHpuAeHITnaIbHOW nHpopMaruen. Takke HACTPOUTHh ABTOMATHYECKYIO
apxuBanuio (HaiyioB Ha cepBepe BO U30ekKaHNe UX MTOTEPH.

3ananue 5. C moMOIIbI0 MEKCETEBOT0 SKpaHa Ha cepBepe 3a0JI0KUPOBATh JOCTYII K CETEBOI
ManKe /Ul BCEX HECAHKIIMOHUPOBAHHBIX 10JIb30BaTENIEN YUPEKICHUS.

3amanne 6. Ha kmuentckux 1K HacTpouts padoty ¢ daitnamMmu KoHGUACHITMATBHOU HHPOpMaITUN
B pexumMe mudpoBanus MO0 MOAKIIOUYUTH U HACTPOUTH MTPOrpaMMy KpurTorpaduu ajs nepegadn
¢aiinoB 1o cetu B 3aIM(PPOBAHHOM BHJIE.

Tema 1.6. CocTaBiieHHe MapLIPyTa U COCTABA NPOBeJeHUs PA3JUYHBIX BUI0B KOHTPOJIbHBIX
NPOBEPOK NPH ATTeCTAUUN 00bEKTOB, IOMelleHU i, IPOrpaMM, aJArOPUTMOB.

3ananue 1. CocTaBUTH (a €CIIM YKE COCTABIIEHA paHee, TO 03HAKOMUTHCS) CO CXEMOM IBMKEHUS
KOH(pUACHIIMAIbHON HH(OpMaIuei.

3ananue 2. KinaccupuupoBars Bce 31€MEHTH HHPOPMAITMOHHONW CUCTEMBI IPEANPHUSATHS 110
HepapXUUECKUM YPOBHSM, K KOTOPHIM OTHOCSITCSI HE TOJIbKO KOMITBIOTEPHI U CepBepa, HO U MMOMEILICHUS,
[10, maTemaTndeckoe obecreueHre U alrOPUTMBI.

3ananue 3. Ha ocHOBe cTaHIapTOB U IAOJIOHOB COCTaBUTH (10O pacrneyaTaTh) OJaHKU MPOBEPOK
JUIS KQKJI0TO 3J1€MEeHTa MH(OPMALlMOHHON CUCTEMBI, B KOTOPBIX OyIyT yKa3aHbI: allapaTHOE
o0ecrnieueHure, MOMEIIeHHEe, TPorpaMMHOe obecrieueHre, MaTeMaTHuYecKoe 00ecrieueHre U allrOPUTMBL, a
TaKXe KPUTEPUH ITPOBEPKHU.

3ananue 4. CocTaBUTh CXeMy MapuIpyTa 00Xoja MpOBEPOK MO MPUHIIUITY «OT HU3IIECH HepapXuu
anemeHToB VC K BBICIIICH».

Tema 1.7. YcTpaHnenne 3aMe4aHuil 10 pe3y/ibTaTaM MPOBEPKH.

3ananue 1. [Ipoanann3upoBaTh Ha OCHOBE 3aIIOJIHEHHBIX OJIAaHKOB ITPOBEPOK HECOOTBETCTBUS U
chopMHUPOBATH CBOJIHBIN JIMCT UCIPABICHHUM 3aMEeUaHul M0 aTTeCTalluu OOBEKTOB, TOMEILICHUH,
pOTpaMM, aJirOPUTMOB.

3ananue 2. [IpoaHanu3upoBaTh KaX10€ 3aMeUaHre U MPeUI0KUTh BAPUAHTHI UX YCTPAHEHHUS.

3ananue 3. [lpu Hanuuum HEOOXOAUMBIX CPEACTB, AETAJICH U MaTEpPUATIOB YCTPAHUTh
BBISIBJICHHBIE 3aMEYaHHUs, TTOCIIE Yero CAeNaTh OTMETKY B JINCTE HCIPABICHUI ¢ yKa3aHUe AaThl U
MOJIHCH.

Tema 1.8. Anau3 U cocTaBJIeHNe HOPMATHBHBIX METOANYECKUX JOKYMEHTOB 110
obecreyeHn10 MHGOPMALMOHHOH 0€30MACHOCTH NPOrPAMMHO-ANNAPATHBIMHU CPEeACTBAMH, C
Y4€TOM HOPMATHBHBIX IPABOBBIX AKTOB.

3ananue 1. 3yunTh MHCTPYKIIMU U pEKOMEHAALINN Pa3pabOTUYMKa MPOrpaMMHO-aNmapaTHbIX
CpeAcTB UHPOPMALIMOHHOM 6€30MacHOCTH.

3ananue 2. MI3yunTh HHCTPYKIUU ¥ BHYTPEHHHE TIPABUIIA IPEATPHUATHS 10 00ECTICUCHHTO
MH(OPMALMOHHOM 6€30MacHOCTH MPOrpaMMHO-ANIAPATHBIMU CPEACTBAMM.

3ananue 3. C nomomipto 'OCToB u cipaBouyHO-IpaBOBBIX cUcTeM Tuma «['apanT» u
«KOHCYNBTAaHT +» U3yYUTh HOPMATUBHBIX IPABOBBIX AKTOB OTHOCUTEIHHO 00eCTIeUeHus
MH(OPMAaLIMOHHON 6€30MaCHOCTH MPOrPaMMHO-AINIAPATHBIMU CPEJCTBAMH.

3ananue 4. Ha ocHOBaHMM JOKYMEHTOB, U3YUEHHBIX B 3aJJaHUAX 1-3 CKOMIIMIMPOBATH MPOEKT
BHYTPEHHEr0 HOPMaTUBHOT'O METOIMYECKOT0 IOKYMEHTa M0 00ecreyeHn0 HHPOpMamOHHON
0€301acHOCTH IPOTPaMMHO-aNNapaTHBIMK CPEJICTBAMHU.

Tema 2.1. [IppMeHeHHe MaTeMaTHYeCKHX METO0B /JIsl OLIeHKH Ka4ecTBAa U BbIOOpa
HAWJIy4lIero NporpaMMHOIO CpeAcTBa

3ananue 1. CocTaBUTh MaTEMaTHYECKYIO MOJIENb, B KOTOPOU B KaUeCTBE LIeJIeBON pyHKIMU OyneT
MHTETPaJIbHbIM [MOKa3aTeNb 3alIUIIEHHOCTH HH(OpMAINH, a B KauecTBe MapaMeTpoB OyIyT TaKHe Kak:
CKOPOCTb pabOThI CUCTEMBI IO MPE0Opa30BaHUI0 MHPOPMAIINH, aITOPUTM KpunTorpaduu, butoBas
JUTMHA KITI0Ya, BEPOSITHOCTH B3JIOMA 3alIM(PPOBAHHOTO COOOIICHHUS.

3ananue 2. Ha ocHOBe MaTeMaTH4ecKoi MOJIETT COCTaBUTh Ha JIFOOOM SI3bIKE MPOrpaMMy, B
KOTOPYIO MOACTAaBUTh 3HAYEHHSI [TAPAMETPOB, COOTBETCTBYIOIIUE PA3TMYHBIM HCIIOJIb3YEMbIM
KPUNTOTPaQHIECKUM ITPOTPAMMHBIM CPEIICTBAM.
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3ananue 3. BBIMOTHUTH BRIYUCICHUS U 110 HAMOOJIBIIEMY TTOKA3aTENI0 3aUIIEHHOCTH
nH(pOpMaIUK BRIOPATHh HAMIIYYIIIEEe KPUMITOTPAPUIECKOE IPOTPAMMHOE CPEACTRBO.

Tema 2.2. Ucnosib30BaHNe THIIOBBIX KPUNITOrPpa(hMueCKUX CPeACTB U METOI0B 3AIIIUThHI
uHGopManum, B TOM YHCJIe U 3JIEKTPOHHOM MOANMUCH.

3ananue 1. YCTaHOBUTB M HACTPOUTH IPOrpaMMy-KpUIITOIpoBaiiaep, Hanpumep, Kpunro-Ilpo.

3ananue 2. YCTaHOBUTH U HACTPOUTH HEOOXOAMMBbIE TUIarHbI B BeO-Opay3ep At paboThl C
MH(POPMALMOHHON CUCTEMOM YUpEKACHHUS - KOHTPAreHTa.

3amanwue 3. C nomompio cneruaibHoro 10 crerepupoBaTh Ha (GIAII-HOCUTENH KITHOY
ANeKTpoHHOU 1 poBoit moamucu (D1IIT).

3ananue 4. [Ipu HeoOX0IUMOCTH YCTaHOBUTE U HACTPONTE MPOTrpaMMy JJIsi CO3AaHUS
3amumeHsoro VPN-kanana.

3amanue 5. YCTaHOBUTH KOPHEBOM M TMuHBIN cepTrudukat D11 B mporpamMmy-KpunTonpoBanaep.

3ananue 6. [IpoBeputh paboTy HACTPOSHHOW CUCTEMBI. J{JIs1 3TOTO BOWTH ¢ TIOMOIIIBIO Opay3epa B
MH(OPMALIMOHHYIO CUCTEMY YUPEKIEHUS - KOHTpareHTa 1oJ| CBoel y4yeTHO! 3anuchio, chopMHUpOBaTh
KaKoM-1100 JTOKYMEHT, a 3aTeM MOAMKICATh €ro ¢ TOMOIIbI0 TuIHOH LI (Imdi-HoCcuTeNNb TOIKEeH
ob1Th BeTasieH B [1K) u ormpaButh. Ha ocHOBanuu yBenomiieHu# cienaTh BbIBOJA O pab0TOCIIOCOOHOCTH
HACTPOCHHOW CHUCTEMBI 3alIUTHl HHPOPMAITUH.

5.2.1.4. 1II1.02.01. IIpou3BoacTBeHHAs] MPAKTHKA

Texynui KOHTPOIb 110 MPOU3BOICTBEHHON ITPAKTHUKE 3aKJIFOYAECTCS B IIOATOTOBKE U C/1ade OTYETA
110 pa3zenaM npakTuku. OTYeT JOKEH COIepKaTh CIeIYIOIUE CBEICHUS:
1. TuTynbHBIN JUCT;
2. 1eJb;
3. 3amgauue;
4. TeopeTHYEeCKHE OCHOBBI;
5. ommcaHWe UCIOIB3yEMBIX KOMIIOHEHTOB;
6. CKPHHIIOTHI pa3paOOTaHHbIX 3JIEMEHTOB.
B 00s13aTenbHOM MOPSIKE K OTYETY MPUKIIAAbIBAOTCA (haiibl, CO3IaHHBIE B ITPOIECCEe
BBINOJIHEHUS paboT.
Kpurepun oneHnuBaHus:
e 90-100 6anyoB — npu pacKpbITUN BCEX Pa3/IesIOB B IOJIHOM 00BEME;
80-89 6atoB — IpH PaCKPBITUU BCEX Pa3/ICiIOB C HEJIOUCTaMU;
60-79 6am1oB — Npu pacCKpHITHH HE BCEX pa3ZesioB B IOJHOM 00beME;
0-59 GanmoB — MpyU pacKPHITHH HE BCEX Pa3eIioB.

KomnyectBo OaiuioB 0-59 60-79 80-89 90-100

[IIkana oueHUBaHUS HEyJ |YOOBI  |XOPOIIO OTJINYHO

[TprMepsl TUIIOBBIX 3aaHUN HA MPAKTHKY:

Tema 1.1. AHaIM3 NPUHUMIIOB MIOCTPOEHHUS CHCTEM HH(POPMALMOHHOH 31U ThI
NPOU3BOACTBEHHBIX IOAPA31eJIeHUI

3ananue 1. U3yunrte unppacrpykrypy komiuiekca AVC, APM, Bkiitouasi CeTeBYIO
UHPPACTPYKTYPY.

3ananue 2. M3yunre TpeGoBaHMs U MpaBuiia, AEUCTBYIONINE B TPOU3BOICTBEHHBIX
MOJIPA3/IeIEHUsIX C TOUKH 3peHHs HH(POPMAIIMOHHOM 3alUThI.

3ananue 3. Beimumute 1715 ce0s Haubosee «ciiadble MecTay ¢ TOUKU 3peHHs] HH(POPMaIlMOHHOM
3aIUThI U BO3MOKHBIE YTPO3BI.

3amanne 4. Chopmupyiite nepedeHb MEPOTIPUITHI JIJIs1 yCUIICHUSI HanOosee «CiaabbIx MECT» ¢
TOYKHU 3pEHUs] HHPOPMALMOHHOM 3aLTUTHI.

Tema 1.2. Texunueckasi IKCILUIyaTalUsl 3JIEMEHTOB POrPAMMHOM M aNIAPATHOM 3alUThI
aBTOMATH3HPOBAHHON CHCTEMBI.
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3ananue 1. O3HAKOMBTECH C MHCTPYKLUEHN IO AKCIUTyaTallMK 3JIEMEHTOB IIPOrPAaMMHOM 3aIIUThI
aBTOMaTU3MPOBAHHON cucTeMsl. [IpoBepbTe yCIoBHs SKCIUTyaTalluy IPOrPaMMHOM 3aIUThl — HAJTUYHUE
koHumkTyromero [10, yctanoBky Bcex HeoOxoquMbIx ooHoBIeHHH OC.

3aganue 2. O3HaKOMbTECh C MHCTPYKLIMEH 110 3KCILTyaTalluy 3JIEMEHTOB alllapaTHOM 3allUThI
aBTOMATHU3UPOBAaHHOW cUCTEMBI. [IpoBepbTe yCcI0BUS 3KCIUTyaTalluy allllapaTHOM 3aIUThl — KAYECTBO
MUTAIOLIET0 HAIIPSKEHMs], 3a3€MIICHUS, SKPaHUPOBAHUS.

3ananue 3. IIpoBepbTe HCIIPABHOCTD 3JIEMEHTOB OXJIAXAECHUS U OTCYTCTBUSI B HUX CKOILICHUI
BTN, IPU HEOOXOIUMOCTH ITPOU3BEIUTE YUCTKY U CMa3Ky BEHTHIIATOPOB.

3ananue 4. 3aduKcupyiiTe B )KypHa BBIIOJIHEHHBIE paOOTHI.

Tema 1.3. YuacTue B IMATHOCTHPOBAHUM, YCTPAHEHUH O0TKA30B U 00ecredyeHUun
PatoTOCNnOCOOHOCTH NPOrPAMMHO-ANNAPATHBIX CpeacTB obecnedeHUs1 MHGOPMALMOHH O
0e30macHOCTH.

3ananue 1. O3HaKOMbTECh C MHCTPYKLIMEN 10 SKCILTyaTalluy 3JIEMEHTOB IIPOrPaMMHOM 3aIIUThI
aBTOMaTU3MPOBAHHOM cucteMsl. I10 3a1aHNI0 HaCTaBHUKA IPOBEPHTE HATMYKME aKTyaIbHbIX OOHOBIICHUH,
IpU HEOOXOIMMOCTH YCTaHOBHTE UX. [IpoaHanu3upyiTe CHCTEMHBIE )KYPHAJIBI IIPOTPAMMHBIX CPEJICTB
3alUThI HA IIPeAMET OLUIMOOK.

3ananue 2. O3HaKOMbBTECh C UHCTPYKLIMEN IO SKCILTyaTalluy 3JIEMEHTOB allllapaTHOM 3aIUThI
aBTOMaTU3MPOBAHHOU cucTeMsl. [10 3a1aHNI0 HaCTaBHUKA IPOBEPHTE KAYECTBO BCEX coemHeHU. [Ipu
HaJIMYUU OOJBIIOTO KOJMYECTBA MBLUIN BBIIOJIHUTE OUUCTKY 000pYy10BaHUS.

3ananue 3. [lponabmronaiite 3a AeCTBUSIMU HACTaBHUKA IO TECTUPOBAHUIO KOMILIEKCA
IIPOrpaMMHO-AIapaTHBIX CPEACTB 0OecredeH sl HH(POPMALIMOHHOW O€30MaCHOCTH.

3ananue 4. C IOMOIIbIO0 COOTBETCTBYIOIIMX MPUOOPOB U HHCTPYMEHTOB IIPOBEPHTE KaueCTBO
MUTAIOUIEH CeTH, 3a3eMJICHMS], @ TAKXKE HAJIEKHOCTh U30JIALIUN U SKPAHUPOBAHHUS.

3ananue 5. Ilpu HanmMuuy 3aMeyeHHbIX Ae(eKTOB B MyHKTaxX 1-4 3adukcupyiite ux U NpeagoxKuTe
CTIIOCOOBI UX YCTPaHEHHUS.

3ananue 6. Ilocne ycTpaHeHus BBISBICHHBIX 1€()EKTOB 1101 HaOII0IeHUeM HaCTaBHUKA
BBITTOJIHUTE MTOBTOPHOE TECTUPOBAHUE KOMILIEKCA MPOTPaAaMMHO-aINNapaTHBIX CPEACTB WH(OPMAITHOHHON
3alIUTHI U C/I€TalTe COOTBETCTBYIOIIYIO 3aIIMCh B XKypHaie 00CIyKUBaHUS.

Tema 1.4. Ananu3 3¢ peKTHBHOCTH NPUMEHsIEMbIX IPOrPaAMMHO-aNNAPATHBIX CPEACTB
o0ecnieyeHusi ”HGOPMAMOHHOM 0€30MACHOCTH B CTPYKTYPHOM MOAPa3/ieIeHUH

3ananue 1. O3HaKOMUTBCS C TUIIAMU U OCOOEHHOCTSIMH ITPUMEHSIEMBIX IPOTPaMMHO-aNNapaTHbIX
cpeacTB o0ecrnieyeHns MHPOPMALIMOHHOM 0€30MMacHOCTH B CTPYKTYPHOM MOApa3AeICHHH.

3ananue 2. [lpyu HanMuuu HECKOJIBKUX BO3MOKHBIX WM JYOJIUPYIOIIUX CPEACTB 3allUThI
M00YEPETHO MPOBECTHU C KAXKIBIM M3 HUX TECTUPOBAHUE C UMHTALMEH HH(OPMAIMOHHBIX YIPO3.
3anucarh Bce NOJyYEHHBIE PE3YIbTaThI.

3ananue 3. Ha ocHOBaHMM MOJIyYEHHBIX PE3yJIbTaTOB ClIeNaTh BbIBOJA 00 3P PEeKTUBHOCTH
MIPUMEHSIEMBIX POTPaMMHO-aNMapaTHBIX CPEACTB oOecreueHns: HHPOPMAIMOHHOM 0€3011acHOCTH B
CTPYKTYpHOM MoJipa3zieneHuu. [IpuHaTh perenne 06 HCrnoab30BaHUN BEIOpaHHOTO HanboJee
3¢ (HEeKTUBHOIO CPEJICTBA M OTKA3€ OT HAaUMeHee Y3PPEKTUBHBIX CPENICTB.

Tema 1.5. Yuactue B o0ecnieueHnn yuera, 00padoTKH, XpaHeHHUs U Nepegadu
KOHGuUIeHIHANbHOI UHGOpMALH

3aganue 1. O3HaKOMUTBCS ¢ OCHOBHBIMHM ITPaBUJIaMH yueTa, 00pabOTKH, XpaHEHUs U epeaayn
KOH(UIEHIMaTbHON HH(pOpPMALIUK Ha IPUMEPE ONPEEICHHOTO YUPEKICHHUS.

3ananue 2. [Ipoananu3upoBaTh BO3MOXKHBIE YTPO3bl HH(POPMAITMOHHON 6€30I1aCHOCTH Ha KaXK10M
JTarne 3TUX MpoLeayp.

3ananue 3. ChopMupoBaTh 1 MOKa3aTh HACTABHUKY CIIMCOK BO3MOXHBIX YTPO3, BBIITOJHUTD UX
KJIacCU(UKALIMIO IO cIIoco0aM peain3alii U CTENEeHU OMAaCHOCTH, a TAK)Ke MPEIOKUTh BApUAHTHI
3aLUTBI OT 3TUX yIPO3.

3ananue 4. [locne cormacoBaHus yrpo3 U METOAOB 3aIIUThI OT HUX MPOCIYIIATh HHCTPYKTAK,
IIPOBOAMMBIN HACTABHUKOM Il COTPYIHUKOB YUPEKICHUS.
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Tema 1.6. [IpumeHeHHe HOPMATUBHBIX IPABOBBIX AKTOB, HOPMATHBHBIX METOANYECKHX
JOKYMEHTOB 10 o0ecreyeHn0 HHGOPMAUMOHHOM 0€30MMaCHOCTH NMPOTrPAMMHO-aNNAPATHBIMHU
CpeJACTBAMHU NPH BHINOJHEHHUH 32124 NPAKTHKH.

3ananue 1. M3yunTh HOpMaTUBHO-TIPABOBBIE aKThl, HOPMAaTUBHbIE METOIUYECKUE TOKYMEHTHI 10
obecniedeHnto HHHOPMAIIMOHHOW OE30IMACHOCTH MPOTPAMMHO-ANAPATHBIMUA CPEJICTBAMH,
MPUMEHSIEMbIMU B IAHHOM YUPEXKICHUU.

3ananue 2. M3yunTh BHYTpEHHHE IPAaBUJIA U HHCTPYKIIUH YUPEKACHUS MO0 00ECTICUCHHIO
nH(OPMALIMOHHON 6E€30MaCHOCTH MTPOrPaMMHO-AIIAPATHBIMU CPEJCTBAMH.

3ananue 3. HailTu HeCOOTBETCTBUS MEX/ly HOPMATUBHBIMU U BHYTPEHHUMHU JOKYMEHTaMH,
BBISICHUTH MPUYMHY HECOOTBETCTBUS U MPEJIOKUTH BAPUAHTHI YCTPAHEHHS 3TUX HECOOTBETCTBUH.

5.2.2. OueHo4YHbIe CPEACTBA MPH MPOMEKYTOYHON aTTeCTAIUN

5.2.2.1. MJIK.02.01. IIporpaMMHbIe U MPOrPAaMMHO-aNNapaTHbIe CPeACTBA 3alIUTHI HH(OPMAIIUT

Dopmoit npomexcymounoil ammecmayuu 6 ce0bMOM cecmecmpe SIBISIETCS KypCcOBOM IPOEKT, B
MPOLIECCE KOTOPOTo onpeAenseTcss choOpMUPOBAHHOCTh 0003HAUEHHBIX B padouel mporpamme
KOMIIETCHITUH.

KypcoBas padora(npoexr) siBjsiercsi GopMoil IPOMeKYTOYHOM aTTeCTANMH 00y4aI0 M XCH
Mo TUCIUITHHE.

KypcoBast paboTa(ripoeKT) BBIMOIHIETCS 00YYarOIIUMHUCS C IENbIO:

1. dopmupoBaHUs HABBIKOB IPUMEHEHHS TEOPETUICCKIX 3HAHUH, MIOTYICHHBIX B X0JIC
OCBOCGHUS JUCLUILIINHBL;

2. QopMupoBaHUS NPAKTHUYECKUX HABBIKOB B YaCTH COOpA, aHAIM3a U UHTEPIIPETAIINH
PE3yNbTaTOB, HEOOXOAUMBIX JI MOCIEAYIOUIETO BHIMOTHEHHS HAYYHBIX HAYYHO-UCCIIEeI0BATEIbCKON
paboTsr;

3. ¢opMupOBaHUS HABBIKOB JIOTUYECKHU U MOCIIEI0BATENbHO WIUTFOCTPUPOBATH MOATOTOBICHHYIO
B IIPOLIECCE BBIMIOJIHEHUS KYPCOBOI pabOoThI HH(pOpMAIIHIO;

4. ¢dopMUPOBaHUS CIIOCOOHOCTEH YCTaHABIMBATH 3aKOHOMEPHOCTH M TCHICHIIMH Pa3BUTHS
SIBIIGHUH U MPOIIECCOB , aHATH3UPOBATH , 00001IaTh U HOPMYTUPOBATH BHIBOIBI,

5. ¢dopmupoBaTh yMEeHHE UCTIOIB30BATh PE3YIIBTATHI, IOJYICHHBIC B X0/ € BBITIOTHCHUS
KypCcOBOil pabOThI B IpodecCHOHAIBHOMN 1eATeIhHOCTH.

Tema KypcoBoii pabOTHI BEIOMpPAETCs 00yUYaIOIUMCS CAMOCTOSITEIHHO

IIpumepHbIe TEMBI KypCcOBBIX padoT:

1. Ilenu u cpencrsa 3amuThl HHGOopMaU. TUITHYHBIN HA00P QYHKIIMOHATBHBIX MOJICUCTEM.

2.  OCHOBHBIC IPUHIUITBI OpraHu3anuy 3amuTel nHPopmanuu ot HCJl u obecnieuenus ee
KOH(HIEHIIMATIbHOCTH.

3. Tlonsatne 3anumieHHON cucTeMbl 00padboTku nHDopManuu. CTaHAapTH HHHOPMATMOHHON
0€30IaCHOCTH U UX POJIb.

4. Tlonsatue yrpo3bl 0€30MaCHOCTH KOMIBIOTEPHON CUCTEMbI. MeTOIbl «B3JIOMay
KOMITBIOTEPHBIX CHCTEM.

5. 3amuTta KOMIBIOTEPHOW CUCTEMBI OT «B3JIOMay. [IporpaMMHBIE 3aKIaaKH.

6. Mertoabl yHUUTOXEHUS HHPOPMALIUY, XPAHUMON Ha YHEPrOHE3aBUCHMbIX HOCUTEISX.
YpoBHM CTENEHEN HAAEKHOCTH.

7. 3ammra nporpaMMHoro odecreueHus. [IpeBeHTHBHBIE MEPHI 3AIUTHI.

8. 3ammra mporpamMmmHOro odecredeHuss. CpencTBa COOCTBEHHOM 3aIIUTHI.

9. 3ammra nporpaMMHoro odecreueHust. CpescTsa 3alUThl B COCTaBE BEIYUCIUTENbHON
CUCTEMBI.
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10. 3ammra nporpamMmmHoro odecnedenus. CpeacTBa 3alMThl ¢ 3a1IPOCOM HH(DOPMAITIH.

11. 3ammuTa mporpammHoro ooecredeHust. CpecTBa aKTHBHOM 3aIIUTHI.

12. 3ammra nporpamMmHuoro obecrnieyerns. CpencTBa MacCUBHOM 3aIllUTHI.

13. Texnonorus 3amuThl UHGOPMALIMKM HA OCHOBE: AJIEKTPOHHBIX KIIOUYEH, cMapT-KapT,
NEPCOHATBHBIX UACHTU(PHKATOPOB.

14. TIpuHIMIBI U METOABI CO3/IaHUS 3aUIUIIEHHON ONepalluOHHON CUCTEMBI.

15. 3amwura pecypcos IIDBM Ha annapaTHOM ypoBHE.

16. IlonsTHE 3aMKHYTOM TPOrPaMMHOM cpeibl. MeToaoaorus peanu3anui. MOHUTOPHI
0e30macHOCTH 00BEKTOB U CYOBEKTOB.

17. ®opmupoBaHue U TOAAEPKKA U30JIUPOBAHHON MPOTPAMMHON CPEJIBL.

18. TlonuTrka 6€30MAaCHOCTH 3aUIMIEHHBIX KOMITBIOTEPHBIX crcTeM. OnucareinbHble KaTerOpUu.

19. Besomacuoe B3zanmoneiictsue B KC.

20. KoHTpomb 1 yrpaBieHHE JOCTYIIOM.

21. Ympaminenue kpuntorpaguueckuMu KI0YaMH U XpaHEeHUE KII0YeBOH HHPOpMAIUH.

22. Konnenuus uepapxuu Kiaroueil. Pactipenenenue Kiodei.

23. PacmipezeneHue KIFOYEH ¢ ydacTHeM IIEHTpa pacnpeaenenus kirodeit. [Iporokon Kerberos.

24. C3U ot HC]] «Ctpax». HaznaueHue, 0CHOBHBIE BO3MOKHOCTH.

25. C3U ot HC/] «kDALLAS LOCK». Ha3zHaueHnue, OCHOBHBIC BO3MOYKHOCTH.

26. C3U1 «SECRET NET». Haznauenue, 0CHOBHBIE BO3MOKHOCTH.

27. Tlporpammuo-anmnapaTtasiii komruieke C3U1 ot HCJI «AKKOP/l». Ha3znauenue, ocHOBHbBIE
BO3MOYKHOCTH.

28. Cucrema 3amuThl KoHpuaAeHIHATbHOU HHPopManuu «STRONGDISK». Haznauenue,
OCHOBHBIE BO3MOXHOCTH.

29. Cucrema 3amutsl kopnoparusHoi nHbopMmauu « SECRET DISK». Haznauenue, ocHOBHbIE
BO3MOYKHOCTH.

30. CpenctBo kpunrorpadudeckoit 3ammTsl nHbopMaiuu «Bepba». Haznauenue, ocHOBHbIE
BO3MOXKHOCTH.

31. CpencrtBo kpunrorpadudeckoi 3amuThl nHGOpMaluu, Kpunronposaiaep, «KpuntolIPO.
Haznauenue, o0CHOBHbIE BO3MOKHOCTH.

32. KowmmekcHas cuctema 3amuthl nHbopmanuu «[IAHIIPby. Haznauenne, ocHOBHBIE
BO3MOYKHOCTH.

33. Cucrema 3amuThl UHGOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO ocTyna «Aypa». HasHauenwue,
OCHOBHBIE BO3MOXHOCTH.

34. AnnapaTHO-IpOrpaMMHBINA MOyib JoBepeHHOM 3arpy3ku «KPUIITOH-3AMOK.
Haznauenue, o0CHOBHbIE BO3MOKHOCTH.

35. C3U HCJ «bnokmnoct». Haznauenne, OCHOBHBIE BOBMOYKHOCTH.

36. Cucrema 3amutsl naHGopmarnmu «IIAT-PXK]]». Haznauenue, oCHOBHBIE BO3MOKHOCTH.

37. Cucrema 3aumtsl nHpopmaruu ViPNet DISCguise. HazHaueHune, 0CHOBHbIE BOZMOKHOCTH.

38. Cucrema 3amutel napopmammu ViPNet SafeDisk. Haznauenue, ocHOBHBIC BO3MOKHOCTH.

39. DnextponHsIi 3aMoK «Cobonby». HazHaueHue, OCHOBHBIE BO3MOKHOCTH.

Kpurepuu orieHuBaHust KypcoBOil pabOTHI:

90-100 6anoB — HCUEPNBIBAIOIIEE WK JOCTATOYHOE U3NIOKEHUE COJePKAHUS TEMATUKH
KypCOBO#1 paOOThI B MOSICHUTENIbHOM 3alMCKe, COOTBETCTBUE CTPYKTYPBI MOCTEIBLHOM 3aMCKH KypCOBON
paboThl YCTAaHOBJICHHBIM TPEOOBAHUSM, YBEPEHHOE U3JI0KEHHE TEMATHKU KypCOBOM paboThI B X0/1e
MIPOLIEAYPHI 3aLIUTHI, BEPHBIE OTBETHI HA 3aJJaHHbIE TIeIarOrHYeCKUM PaOOTHUKOM BOIIPOCHI.

80-89 6am10B — McUepIBIBAIOIIEE HO HE IOCTATOYHOE M3JI0KEHUE CO/IEPKAaHUS TEMAaTUKH
KypCOBOI1 pabOThI B MOSICHUTENILHOM 3alICKe, HE3HAUNTEIbHOE HE COOTBETCTBUE CTPYKTYPhI TOCTENBbHOM
3aMHUCKH KypCOBOM pabOThI YCTaHOBIEHHBIM TPEOOBAHUSM, HEYBEPEHHOE H3JI0KEHIE TEMATUKU
KypCOBOi1 pabOThI B X0/1€ TIPOLIEAYPHI 3aIIUThI, BEpHBIE OTBETHI Ha 3a/IaHHBIE M1€JarOTHYECKUM
pabOTHUKOM BOIIPOCHI.

60—79 6amtoB — HEOCTATOYHOE U3JIOKEHHE COJICPKAHUS TEMAaTHKH KypCOBOM paboTHI B
MOSICHUTENFHOM 3aMKCcKe, HapYIIEHHE CTPYKTYPBI MOSICHUTENBHON 3aITUCKH KYPCOBOM paboThI
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YCTaHOBJICHHBIM TPeOOBAHMSIM, HEYBEPEHHOE U3JI0KEHUE TEMATHKH KypCOBOM paboThI B X0/1e
MIPOIIeTyPHI 3aIUTHI, BEPHBIA OTBET Ha OJIMH HIIM OTCYTCTBHE BEPHBIX OTBETOB Ha 00a BOIpoOca, WITH
KypcoBast paboTa(IIpoeKT) He MpeCTaBlIeHa K TPOBEPKE U 3aIlIUTE.

0-59 6amnoB — kypcoBast paboTa(IIpOEKT) HE BHITIOJIHECHA.

Komnuecrso 0ayutos [0-59 6079 80-89 |90-100

[ITkasa oueHUBaHM HEYH YIOBI XOPOIIO OTIUYHO

DopMoit nPOMEIHCYMOUHOT ammecmayuu 8 60CbMOM ceMechmpe SBISCTCS
nauddepeHIMPOBaHHBIH 3a4eT, B IPOLECCe KOTOPOTo OIpeaesieTcs: chOPMUPOBAHHOCTh 0003HAYCHHBIX B
paboueii mporpamMmme KOMIETECHIIUHA.

HNHcTpyMeHTOM H3MepeHHs ¢hOPMUPOBAHHOCTH KOMITETEHIIMNA SBIISIFOTCS:

- 3a4TEHHBIEC OTYETHI 10 3aJaAHUSIM,

- OTBETHI Ha BOIIPOCHI BO BpEMs OIIpoca,

- 3a4TEHHOE KOMIIbIOTEPHOE TECTUPOBAHUE.

[Tpu npoBeneHNH MPOMEKYTOUHOTO KOHTPOJIS 00yJaronuiics orBeyaet Ha 10 TECTOBBIX 3a1aHUA
dbopMupyromuxcs caydaitHpIM 00pa3oMm.

TecTupoBaHue MOXKET MTPOBOJIUTHCS B TUCBMEHHOM U (MJIM) YCTHOM, U (MJIM) JIEKTPOHHOU (hopme.
bank BompocoB Ha TectupoBanue Haxoautcs B DMMOC Ky3['TY "Moodle".

Tecmuposanue:
Kputepuu orieHuBaHuUs NPU TECTUPOBAHUH:
- 100 6amtoB — mpu NMpaBUIILHOM U TIOJIHOM OTBeTe Ha 10 Bompoca;
- 85...99 GaioB — npu NMpaBUIILHOM OTBETE Ha 8-9 BOMPOCOB;
- 75...84 GamioB — pu MPAaBUILHOM OTBETE Ha 7 BOIIPOCOB;
- 65...74 GanyoB — NpaBUWJIBHOM OTBETE Ha 5-6 BOIIPOCOB
- 25...64 — mpu IpaBHUIIBHOM OTBETE TOJILKO Ha 4 BOIIPOCa;
- 0...24 6annoB — npu OTCYTCTBUU MIPABUIIBHBIX OTBETOB HA BOIPOCHI.

Komnuectso 6asutos |0-64 65—74|75-84 85-100

Illkama oneHUBaHUSI HEYI | YAOBJI XOpOIIO OTINYHO

Ilpumep eapuanmoe mecmogwix 3a0anuil:

Bapuanr 1.

1. Uadopmarnus, nonyuyeHHas 00 MHPOPMALMOHHON aTake MOKET IPyNIHPOBATHCS
aHAJIM3UPYIOIIHUM CEPBEPOM IO CIEIYIOIIKUM NapaMeTpam: (BbIOpaTh BCE BEPHBIE)

e IP-agpecy aTakytouiero;

e  TOPTY NOJyYaTess;

e  HOMEpY areHTa;

e  JaTe, BPEMEHHU;

e IIPOTOKOIY;

e  THUIly aTaku

e IP-agpecy aTakyemoro

2. [IpoTokonbHbIE cUCTEMBI 0OHAPYKEHUSI BTOPKEHHUM UCIIONIB3YIOTCS AJIA. . ..

e OtcnexuBanus Tpaduka

e OrcnexuBaHue BUPYCOB

e OrcnexnBaHUE HEUCIIPABHOCTEN

3. YTo He BKIIIOUAET apXUTEKTYPa CUCTEMBI OOHAPYKEHUSI BTOPKEHUM?

o XpaHwnuuie
CeHcopHYIO TOACUCTEMY
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OnepaTuBHYO NaMsITh

4. CereBas cuctemMa OOHAPY)KEHUS BTOPKEHUHN TOJIy4aeT JOCTYI K CETEBOMY TpaduKy,
MOJIKJIOYAsCh K. ..

Xaly (KkoMMyTaTopy)
ITopty
Mocrty

5. Kakoro Buja cucteMbl 0OHAPYKEHUS BTOP)KCHHI HE CYIIECTBYET?

['ubpugnas
Lenpnas
V3noBasg

6. KoHTposb 3amuneHHocTr HH)OPMAIIMOHHOM CETH JTO:

MPOBEPKA JOKYMEHTAIIMH 110 TEXHUKE 0€301MaCHOCTH
uMuTaus "B3oma" nHPOPMAIIMOHHON CETH, OCYIIECTBIIIEMasi CHJIAMU CaMOW OpraHU3aIlluu

HJIN YIIOJIHOMOYCHHBIMU JIMIaMU

YCTaHOBKa MIPOTrpaMMHO-aNNapaTHbIX KOMIIJIEKCOB OTCIICKUBAHMS TOTBITOK B3JIOMAa CETH
YCTaHOBKa KamMep BUJCOHAOIIOACHUS [0 MAPIIPYTY MPOXOXKACHUS HHPOPMALIMOHHON CETH

7. B xakoii momuTHKe 6€30MacHOCTH I AOCTYIA K JII000MY 3allUIaeMOMY OOBEKTY CETH
IPUMEHUMO 3alPeTUTEIbHOE NIPABHIIO: BCE, YTO HE Pa3pelIeHo SIBHO - 3aMIPELIECHO.

[TonuTuke 6€30MaCHOCTH MO YMOJIYAHUIO
I'moGanpHOM MOMUTHKA 0€30I1aCHOCTH
CrapToBoil moauTHKa 0€30MaCHOCTH
JlokanpHOM MOIUTHKA 0€30I1aCHOCTH

8. MesxceTeBoil 3kpaH B 3alUILEHHON HH()OPMALIMOHHON CETH JT0JIKEH

MPOMYCKATh MAKEThI TOJIbKO B OAHY CTOPOHY
obecrnieunBaTh 0€30MaCHOCTh BHYTPEHHEH (3aIUIIIAaeMOi) CETH ¥ ITOJTHBIN KOHTPOIIh HaJl

BHCIIHMMH IMOAKIOYCHHUAMUA N CCaHCAMU CBA3U

OCYILLECTBIIATh KOHTPOJIb AOCTYIIA [10JIb30BATECH BHYTPEHHEN CeTH
MOJTHOCTBIO MPEKpalaTh JOCTYH MEXAY CETAMU

9. K cucremaM aHanauza 3allMIICHHOCTH CETH OTHOCHUTCA .

Internet Scanner
BS 7799
Network IPS
CRAMM

10. MexaHu3MBbl 3alllUThI, p€aJIM30BAHHBIC B MCIKCCTCBBIX 3KpaHaX, CCPBCPaAX aYTeHTI/Iq)I/IKaI_[I/II/I,
CUCTCMAaxX pasrpaHu4CHUs JOCTYyIIa, pa6OTaIOT .

TOJIBKO Ha 3TaIll€ MOArOTOBKH aTaKH
TOJIBKO Ha 3TaIl€ 3aBCPIICHUA aTaKn
Ha BCEX 3Talax OCyYHICCTBJIICHUS aTaKU
TOJIBKO Ha 3TaIre peajin3aluu aTakKu

Bapmuanr 2.
1. ITpu noruvyeckoM rpynnupoBaHuu B BUpTyanbHbIX JIKC ncnonp3yroTcs Takue nporeaypbl
YIPABJICHUS MTAKETaMH, KaK [IaKETOB

uJeHTUDUKAINS
bunbTpanus
COPTHUPOBKA

2. Ha xakoM ypoBHe cTposATcsi Haubojee pacnpocTpaHeHHble VPN-cuctemsl:

TPAHCIIOPTHOM;
MIPUKIIAHOM;
CETEBOM;
KaHaJIbHOM

3. B BUpTyanbHOM 4aCTHOM CETH peaanu3yeTcsl TOMOJIOTHS:

mo0ast;
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e  TOYKA-TOYKA;

e  IIHMHA;

e B BHUPTYaJbHOI YaCTHON CETH HEBO3MOXKHO PEAJINU30BATh TOIIOJIOTHH.

4. C xakoil 11es1b10 4acTo ucnodib3ytores VPN Thna «mapipyTu3zarop—mapipyTu3aTop»?

e Jlns nmpepocTaBieHUs 3aKa3uyMKaM JOCTYIIA K JJOKAJIbHOM CETH KOMIIaHUH.

e Jlns mpepocTaBieHus CIyXallliM JOCTYIa K CETH KOMIAHUH U3 UX J0Ma.

e Jlns nmpepocTaBieHus JOCTyNa K CETH KOMIIAHUU €€ PYKOBOAUTENSAM, HAXOAAIUMCS B
nopore.

o Jlns co3maHust COEUHEHUS MEXKAY IBYMs 0(pucCaMU, pacClOJI0KEHHBIMU Ha OOJIBIIIOM
paccTosHUU APYT OT Apyra.

5. Ammaparnsie cetu VPN Ha ocHOBe 000pynoBanus O0b1BatoT (BeiOparthb Bce BepHBIE. ):

e  CETU Ha OCHOBE MapIIPyTU3aTOPOB

CeTH Ha OCHOBE OpaHIMay3pOB

. J1J14 oAKITIOUeHUs TIOJIb30BaTeNIel K CeTH KOMITAHUS UCIIOJIb3YeT 0eCIIPOBOAHbBIE TEXHOJIOTUH.
beutn pa3pabotansl TpeboBanus 6e3onacHocTu: ObdecnedeHne KOHOUISHITMATLHON MepeIayu TaHHBIX;
o0ecriedeHure IeJIOCTHOCTH AaHHbIX. Kakue W3 mepeyncieHHbIX IPOTOKOJIOB MO3BOJIST PEUIUTh
MOCTaBJICHHYIO 3a71a4uy? (BBIOpATh BCE BEPHBIE):

[*))

[ ] ESP

e WEP

[ ] WPA

e 802.1x
e 802.11i

7. Ilonutrka 6€30MaCHOCTH KOMITAHUH 3aMPEIAET MOJIb30BATEISAM ITOCEIICHHE HEKOTOPBIX
caliToB. Afjpeca CaliTOB 3aHECEHBI B YEPHBIE CIIUCKU, KOTOPBIE IEpUOINYECKU 0OHOBIsI0TCA. Kpome
TOTO, TpeOyeTcs OJIOKMPOBKA JIF0OBIX OaHHEpOB. Kakoil U3 mepedyrcaeHHbIX THIIOB OpaHIMay>poB
MIO3BOJIMT PEATU30BATh IAHHYIO IOJIUTUKY 0€301MacHOCTH?

o  bBpannmaysp nakeTHON QUIBTpaIH

L] NAT

e bpanamaysp ypoBHS NpHIOKEHHUI

o RADIUS cepsep

e PAT

8. B peructpaiioHHOM XypHaye cepBepa 00Hapy>KeHbl HECKOJIBKO MOA0OHBIX 3alHCeH,
CBUJETEIbCTBYIOIUX 0 peanu3auuu ataku: Jul 8 18:23:20 fender sshd[15019]: Illegal user bruce from
207.232.63.45

Kakoii Tun cucreM oOHapyKeHMsI aTak ClIelyeT UCIOIb30BaTh JUIsl IPEAOTBPAIllEHUs] BTOPKEHHM
TaKoro Tumna B Oyaymniem?

e AHanu3aTopbl perucTpalMoOHHbIX (ailioB

e AHanu3aTophl CETEBOI AKTUBHOCTHU

e MoHUTOpPHBI perucTpalvoOHHbIX (PailioB

e  Cucrembl 0OHapYyKEHHUs aTaK Ha CETEBOM YPOBHE

e Cucrtembl KOHTPOJI LEIOCTHOCTU

9. Kakoif n3 nepeunciaeHHbIX IPOTOKOJIOB 00eCeueH sl CeTeBOM 0€30MacCHOCTH SIBJISETCS YacThIO
npotokoiia [PSec u Bemonnsier cneayromue gynknuu: ObdecreueHne 1eJI0CTHOCTH JaHHBIX; 3alluTa OT
MIOBTOPEHMS IaHHBIX; yIOCTOBEPEHUE NCTOUYHUKA JAHHBIX.

e AH

e« MD5
e« SNMP
e SSH

e« ICV

10. Kakoil KOMIIOHEHT 3aIUTHl KAK MUHUMYM JO0JKEH IPUCYTCTBOBATH B JIOKAJIBHBIX U
KOPIOPAaTUBHBIX CETAX JUIs oOecrneueHuss HHGOPMaMOHHON 0€3011aCHOCTH:
e MEXCETEBOH dKpaH
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MeXaHU3M Kpurnrorpaduu
cucTeMa OOHapYKEHHS CETEBBIX aTaK
crcreMa OOHapY)KEHUS CETEBBIX BTOPKEHUI

Bapwuanr 3.

1. IlpaBuia 3ammThl HHGOpPMALUU — A0CTPAKTHOE ONMHMCAHNE KOMIUIEKCA IIPOTrPaMMHO-
TEXHUUYECKHUX CPEJCTB M OPraHU3aIMOHHBIX MEp 3aIIUTHI OT HECAHKIIHOHUPOBAHHOTO JOCTYIIA K
nH(pOpMAIUN Ha3bIBACTCS:

Monenb
Maket
[IporoTun
Konnenr

2. YKaXXuTe TUIIOBBIE METO/Ibl U3YYEHHsI COBPEMEHHBIX IIPOrPaMMHO-aIIapaTHBIX KOMILIEKCOB B
YCIJIOBUSIX Y4€OHOT0 3aBEJICHUs (BbIOPATh BCE BEPHBIE)

YTEHUE MHCTPYKIIMH, TPUIaraeMoil K MporpaMMHO-aIIapaTHOMY KOMIUIEKCY
CaMOCTOSITENIbHOE TIOJY4YEeHNE HABBIKOB B YCTAHOBKE M HACTPOUKE
MPOBEACHUE JIAOOPATOPHBIX PabOT

gyrenue GpopymoB B HTEpHETE

oOpalieHue B TEXIOICPIKKY

CaMOCTOSITEITLHOE MOJICITUPOBAHNE BAPUAHTOB MCIIOIb30BAHUS

3. YkaxxuTe TUIIOBbIE METO/Ibl U3YYEHUS COBPEMEHHBIX IIPOrPaMMHO-alIapaTHbIX KOMILJIEKCOB B
peasibHbIX pabouMX yCIOBUSIX (BBIOpAaTh BCE BEPHbIE)

YTEHUE WHCTPYKIUH, IPUIAraeMOl K MPOrpaMMHO-aNNapaTHOMy KOMILICKCY
CaMOCTOSITEIILHOE MOJyYCHUE HABBIKOB B YCTAHOBKE U HACTPONKE

urenue popymoB B IHTepHETE

oOpalieHne B TEXIMOAIEPKKY

CaMOCTOSITEIILHOE MOJICIIMPOBaHHE BAPUAHTOB HCIIOJIb30BAHHS

4. Hamnyummii 3¢ ekt npu u3y4eHHH MPOorpaMMHO-aNapaTHOTO KOMILIEKCA JOCTUTACTCS TIPHU:
(BBIOpaTh BCE BEPHBIC)

CaMOCTOATCIIbHOM U3YYCHHUU

HaOJIIO/ICHNH 32 CIEUATICTOM, KOTOPBIH UMEET OIBIT B TOM BOIIPOCE
oOcyxxaeHnu Ha popymax

00y4YeHMH Ha CIeIMaIN3UPOBAHHBIX Kypcax

BCE MEPEUNCIICHHOE

5. Ilpu n3ydeHnH MporpaMMHO-aNapaTHOrO KOMIUIEKCA OTBETCTBEHHOCTD 3a €r0 UCIPAaBHOCTh U
MIPaBWIbHYIO paboTy Bo3iaraercs Ha: (BbIOpaTh BCe BEpHBIE)

MMPOU3BOJAUTCIIA

creguaiauncra, KOTOpBIfI €ro HaCTpanBacT U BBOAUT B SKCILTyaTalluIO
crienuaiuncTra, KOTOpLIﬁ 6yz[eT €ro UCII0Jb30BaTh

BCCX BBILICIICPCUNCIICHHBIX

6. Kakas xonus 6a3bl JaHHBIX [TO3BOJISIET BOCCTAHOBUTH MH(POPMAaLMIO MOIHOCTHI0 Ha 100% npu
cboe B 110001 MOMEHT BpeMeHHU?

JuddepennnansHas pe3epBHas KOMuUs
Pe3epBnas konus
Huxkakasg n3 komnuit

7. CaMBIM HaaCKHbIM crmocooom 3aI0WUTEI JAHHBIX OT IIOTCPH ABJIACTCA:

CO3/JIaHHE KIIACTEPOB
pe3epBHOE KOMMPOBAHUE JAHHBIX U KYpHAJIA TPAH3AKIIAMA
pe3EpPBHOE KOMMPOBAHUE

TexHoyiornn RAID

8. BepHo 11 yTBeprKeHHE: MOJIENb TIOJTHOT'O BOCCTAHOBIJIEHUS CIIEIyeT UCIOIb30BaTh JUIs
paboueii 6a3bl TaHHBIX, COAEpIKallel KPUTHUECKU BaXKHbIE JaHHbIE?

Ja
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e HET

9. BepHO M yTBEpKACHUE: TPOCTast MOJEIb BOCCTAHOBIICHUS MOKET UCIIOIb30BaThCS IPU
pa3paboTke 6a3 JaHHBIX WK MPHU paboTe ¢ 6a3aMu, KOTOpPBIE HE TPEOYIOT YacTOro PeJaKTHPOBAHUS ?

° aa

e HET

10. Bunp! 3amuThl 0a3 TaHHBIX (BBIOPATh BCE BEPHBIC):

e  3alIMTa BCEX YYETHBIX 3aIMCEH, 3aIUTa UACHTU(PHUIIMPOBAHHBIX OOBEKTOB

e  3aIIMTa yYETHOU 3alMCU TPYIIIBI AIMUHUCTPATOPA

e  NIPUJIIOKEHUE, KOTOPOE UCIIONIB3YeTCs ISl yIpaBIeHHs 0a30ii JaHHBIX

e  3amura rpynmnsl Users

e  JIUCKPEIMOHHAs 3aluTa

Bapuanr 4.

1. BpenoHocHbIE IporpamMmsl — 31O ...

e  IIIMOHCKHUE NIPOTrPaMMBbl

e  IIpOrpamMmbl, HAHOCSIIME BpE JaHHBIM U IpOrpaMMamM, HaxOoIALMMCS Ha KOMIIbIOTEpe

e  AHTHUBHUPYCHBIEC IPOTrPAMMBI

e  TIPOTpPaMMBbl, HAHOCSIIKE BPE]] IOJIb30BATEI0, paboTa0IEMy Ha 3apaXKEHHOM KOMITBIOTEpE

e  TPOSIHCKHE YTWINTHI U CETEBBIC YEPBU

2. K BpeZioHOCHBIM IIpOrpaMMaM OTHOCSITCSL:

e JloTeHnuanbHO OnacHbIE IPOrPaMMBI

o Bupycsl, 4epBH, TPOSHBI

o IIInnoHcKHE U pEeKJIaMHBIE TPOIPAMMBbI

e Bupycsl, nporpaMmbI-I1yTKH, aHTUBUPYCHOE ITPOrPaMMHOE OOecrieueHue

e MexceTeBoii 5kpaH, OpaHaIMayap.

3. CeTeBbI€ U€pBH - 3TO...

BpenonocHble TporpamMmsl, yCTaHABIMBAOLIME CKPBITHO OT II0JIb30BATENsl JPYTHE BPEAOHOCHBIE
IIPOrpaMMbl U YTUIIUTHL, 3TO:
Bupycsl, KoTOpble IPOHUKHYB Ha KOMIIBIOTEP, OJIOKUPYIOT paboTy ceT!
Bupycbl, KOTOpble BHEPSAIOTCSA B JOKYMEHTHI 1101 BUJJOM MAaKpOCOB

o  Xakepckue yTHINTHI YIPABIAIOIMUE YAAIEHHBIM JOCTYIIOM KOMIIBIOTEPA

e  BpenonocHsle mporpaMMbl, KOTOpPbIE MPOHUKAIOT HA KOMITBIOTEP, UCIIOJIb3YS CEPBHUCHI
KOMIIBIOTEPHBIX CETEN

4. BpenoHocHas nporpamma, KoTopasi HoJIMEHsIeT co00i 3arpy3Ky HEKOTOPBIX TPOrpaMM IpH
3arpy3Ke CUCTEMBbI Ha3bIBAETCHl....

e 3arpy30uHblil BUpYC;

e Maxkposupyc;

e Tposs;

o CereBoli 4epBb;

e  DailyIOBBIN BUPYC.

5. Bupyc nopaxaromuii JOKyMEHTbI Ha3bIBaCTCS

o Tposs;

o  @ainoBbIl BUPYC;

e  Makposupyc;

e 3arpy30uHbIil BUpYC;

o  CereBoii uepBb.

6. Kakue ocHoBHbIe MepbI 3anuThl oT HCK cymecTByroT: (BbIOpaTh BCe BEPHBIE)

e  OpraHu3zanMOHHbBIC

e IOpunuueckue

o TexHuueckue

o KowmmnbrotepHeie

7. 3amuTa nporpamMm, yCTaHOBJICHHBIX Ha KECTKOM JHCKE peanu3yercs B BUjie: (BbIOpaTh Bce
BEpHBIE):
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e HEO0XOAMMOCTH MOCTOSHHO JIEPKaTh B HAKOIMTEIE HOCUTENb HH(OpMaIK, Halpumep,
KOMIIAKT-AUCK WU (IIBLIKY

e wucnoisib3oBanue annaparHoro USB unu LPT — ximroua

e  MpUBA3KA K CEPUIHBIM HOMEPAM KOMIIOHEHTOB KOMIIBIOTEpa

e  CKaHUPOBAHME JIOKAIBHOW CETH Ha MPeIMET IMOKCKa MOJ00HON KOUU MPOTrPaMMBbl U
OJIOKUPOBaHUS €e

e  IPOBEpPKa CEPUIHHOrO HOMEpPA MPOTrPaMMBbI Yepe3 CIeUaIbHbIA cepBep

e  TeHepalus YHUKAIBHOTO MapoJis P KaXKIOM 3aIlyCKe WM KOIMPOBAHUH ITPOTPAMMBI

8. OCHOBHBIC MOTHBHI CO3/JaHUS U MCIIOJIB30BaHUS CHCTEM 3aIUTH OT KOMMUPOBaHUS: (BHIOpATh
BCE BEPHBIC)

e VYd4er yCIIOBUH paclpOCTPAHEHUs IIPOIPAMMHBIX IIPOJYKTOB

e YyeT BO3MOXHOCTEH MOJIb30BaTeNIel MPOrPaMMHOTO MPOAYKTA IO CHATHIO C HETO CUCTEMBI
3aIIUTHI

e YyeT cBOHCTB paclpoCTpaHsIeMOro NporpaMMHOT0 MPOAYKTa

e OreHka BO3MOXKHBIX MOTEPh NP CHATHH 3aLUTHI U HEJIETaJIbHOM HCIIOJIb30BAaHUU

e IlocTossHHOE OOHOBIIEHUE UCTIONB30BAHHBIX B CUCTEME 3aIIUTHI CPE/ICTB

o IIpenocrasnenue nnpopmarmu 06 oopeme Boirycka konuit [10 B oprans ['occrara,
HAJIOTOBOM MHCTIEKINH

e VYder anmapaTHOTo obecreueHust, Ha KoTopoe yctaHosyieno [10

9. OcHoBHBIE TPeOOBAHUS, TIPEIBABISIEMbIC K CUCTEME 3aIIUTHI OT KOMMUPOBAaHUS: (BEIOpATh BCE

BEpHbIE)
e oOecrieyeHHE HEKOTUPYEMOCTH JUCTPUOYTUBHBIX KOMIIAKT-IHCKOB CTAHJApPTHBIMHU
CpeACTBaMy;

e oO0ecrieyeHHE HEBO3MOXKHOCTHU IPUMEHEHHUS CTAHAAPTHBIX OTIAUMKOB 0€3 JIOMOIHUTENbHBIX
JEHCTBUM HaJl MalIMHHBIM KOJIOM ITPOrpaMMbl UM 0€3 MPUMEHEHUS CIIeLUaIN3UPOBAHHBIX IPOrPaMMHO-
anmnapaTHbIX CPE/CTB;

e o0ecrieyeHHE HEKOPPEKTHOTO JU3ACCEMOIMPOBAHIS MAIIMHHOTO KO/Ia IPOTPAMMBI
CTaHJAPTHBIMH CPEJICTBAMU;

e oO0ecrieyeHHE CIIO)KHOCTU M3yUCHHS ITOPUTMA PACIIO3HABAHUS MHIMBH Iy aJIbHBIX
apaMeTpoB KOMIIbIOTEPA, HA KOTOPOM YCTAHOBJIEH NPOIPAMMHBII MPOJIYKT, M €r0 MOJIb30BATEINs WIN
aHaJIM3a MPUMEHSIEMBIX allapaTHbIX CPEACTB 3alUTHI.

e  OrpPaHUYEHHUE HA KOJMYECTBO 3aIyCKOB MPOTrpaMMbl (WK OOpalleHni K narnke, re
YCTaHOBJIEHA NIPOTPaMMa) B TEUEHUE CYTOK

10. Kakux meronoB 3amutsl HHGopmarun ot HCK He cymectByet?

e METOJIbl, 3aTPYAHAIOIINE CUNTHIBAHNE CKOIIMPOBAHHON HH(QOpMAIINH;

e METO/bI, MPENATCTBYIOLINE UCIOIB30BAHNIO HHPOPMALIUU

e MeTojbl, yHUuTOXaromwme uHpopmarnuio (I10) mpu ucnoap30BaHNM €€ HEaBTOPU30BAHHBIM
JULOM

5.2.2.2. MJK.02.02. Kpunrorpadguueckue cpeacTsa 3aimTsl HHGopManuu

Dopmoii nPOMEIHCYMOUHOU ammeCmayuu 6 WeCmom cecmecmpe sBISIETCSA DK3aMEH, B
MpoIIecce KOTOPOTO omnpeesieTcs: ChOpMHUPOBAHHOCTh 0003HAYEHHBIX B paboyeil mporpaMme
KOMIICTEHITHM.

NucTpymeHnTOM n3MepeHus: chOpMUPOBAHHOCTH KOMITETCHITUH SIBJISIOTCS:

- 3aUTEHHBIC OTYETHI I10 3aJaHUSIM,

- OTBETHI HA BOIIPOCHI BO BPEMSI OIpOcCa,

- 32YTEHHOE KOMITBIOTEPHOE TECTUPOBAHUE.

[Ipu mpoBeneHnH MPOMEKYTOTHOTO KOHTPOJISI 00yUaOIIHMIICS OTBEYaeT Ha 2 BOTPOCa BEIOPAHHBIX
cllydaiiHbIM 00pa3oM U Ha 10 TecToBBIX 3a1aHul (POPMUPYIOIIUXCS CTydalHBIM 00pa3oM.
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TecTupoBaHue MOXKET MTPOBOAUTHCS B MUCHBMEHHOM 1 (W) YCTHOM, U (MJTH) SJIEKTPOHHOM popme.
bank BompocoB Ha TectupoBanue HaxoauTces B DUOC Ky3['TY "Moodle".

Omeem na 60npocowl:

Kpurepun olieHMBaHUS [IPU OTBETE HA BOIIPOCHI:

- 90-100 GaIoB — MpH MPABUIBLHOM H ITOJTHOM OTBETE Ha JIBa BOIIPOCA;

- 8089 6anmnoB — npu NPaBUILHOM U TIOJHOM OTBETE Ha OJIMH M3 BOIIPOCOB U MPABUIBHOM, HO HE
MIOJTHOM OTBETE Ha JIPYTOi M3 BOIPOCOB;

- 60—79 6amnoB — nMpu MPaBUILHOM U HETIOJTHOM OTBETE TOJLKO Ha OJIUH M3 BOIIPOCOB;

- 0-59 GaIoB — MpH OTCYTCTBUU MPABUIIBHBIX OTBETOB Ha BOTIPOCHI.
Komnnuectso 6amnos0-59 60-79 80-89 90-100

[[Tkaya oueHUBaHKS HEY Y0BI XOPOILO OTIAUNYHO

Hpumepubu? nepeueHb 60npoco6 K IK3amMeny:

CoNoOA~WNE

[ S
N - O

[Ipeamer kpunrtorpaduu. Onpenenenus. 3agaun. cropudeckue mpuMepsl.
Bunpl arak Ha kpunrorpadpudeckue anroputMsl. IIoHsATHE CTOWKOCTH.
Knaccudukanus anroputmos mmdposanus. [Ipumeps! npoctedmumx mudpos.
[Iudpse! 3amensl. MaremaTuueckast Moaenb. [Ipumepst.

HIudpsl nepectaHoBkU. Marematudeckas Moienb. [Ipumepsr.

[udper rammupoBanusi. Marematuueckast Mmojeinb. [Ipumepsl.

[Tpunuuns! noctpoeHus 6104HbIX HHdpoB. Cxema DelicTens.

Anroput™m cummerpuyHoro mudposanus DES.

Anroput™ cummetpuyHoro mudposanus 'OCT 28147-99.

. Anroputm cumMMmeTpudHOTO mudpoBanus Rijndael.
. Anroputmbl cummeTpuuHoro mudpoanus IDEA u Blowfish.
. PeXUMBI BBITTOJIHEHNS aITOPUTMOB CHMMETPUYHOTO IU(PPOBAHHSL.

13.

[Totounsle kpuntocuctemsl. [Ipunnune nocrpoenus. Knaccudpukanus. [Ipodriema

CHUHXPOHU3AIUU.

14.
15.
16.
17.
18.
19.

JIuHeWHbIE KOHTPY?HTHbIE T'eHEPATOPhl. JIMHEIHbIE PErUCTPhl CABUTA.

[Totounsle mudpel. OTnuus ot 6o4HbIX. CTOMKOCTh. MeTO bl aHaNIH3a.

ITpumeps! noTouHbIX MmHUppoB Ha ocHoBe LFSR.

[Ipumepsl MOTOYHBIX MK(POB, UCHOIB3YIOUINX aJAUTHBHbBIE T€HEPATOPHI.

[Tpumeps! noTouHbIX muUppoB Ha ocHoBe FCSR.

MatemaTuueckrue MeTO/ bl KpUIITOAHATIN3a: METO/] OIIPOOBIBaAHMSI, METOJIbI HA OCHOBE TEOPUH

CTaTUCTUYCCKUX peH.IeHHfI.

20.
21.
22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.

JInHEeNHbIN KpUNTOAHAIINS.

Pa3sHOCTHBIN KpUIITOAHAIMS.

OCHOBHBIE TIPUHIIHITBI TOCTPOSHHSI ACHMMETPHYHBIX KpunTocucTeM. CTOHKOCTD.
HIudpocucrema RSA. CTOWKOCTB.

[udpocucrema Dnb-I"amans. CTORKOCTb.

HIudpocucrema Ha OCHOBE MPUHIUIA «PIOK3aKay.

[udpocucrema Pabuna. CTORKOCTB.

AnroputMm oOmeHa kimtodamu Juddu-Xennmana.

Xom-¢pynkuuu. TpeboBanus. Tunsl GyHKIMI XAIIUPOBAHMUSL.

ATaku Ha (YHKIIMU X3UIMPOBAHUS.

@ynknusa xemuposanus MDS.

@Oynkius xemupoBanus SHA-1L.

Oynxkrus xemmposanus [OCT 3411-94.

@ynxkius xemuposanus CTh 1176.1-99.

OO6mre moIoXKeHHs IIEKTPOHHOM UG POBOI MoAMUCH. 3agaun. TpedoBaHusI.
[Ipsimas u apbutpaxHas uudposas noanucu. [Ipumeps.

102



36. CranmapT 371eKTpoHHON 1dpoBoit moamucu DSS.

37. Hudposas nmoanuck Ha OCHOBE aJITOPUTMOB C OTKPBITEIMU Kiitouamu. Cxema ®@uara-Illamupa.

38. Hudposas noamuck Dnb-I'amansa. Cxema RSA.

39. Cranmapt 21eKTpoHHOH 1TudpoBoit moanucu DSS.

40. Cranpapt snexktponHoi nudposoii moanucu I'OCT-P 34.10-94.

41. Cranpmapt annekTpoHHol mudposoit moanucu CTh 1176.2-99.

42. TlpuMeHeHHe MUTUNTHYECKUX KPUBBIX B KpunTorpaduu. AIroput™ mm@poBaHus Ha OCHOBE
AITUNTUYECKUX KPUBBIX.

43. AnropuTMmbl OOMEHA KIIIOUaMH U 3JIEKTPOHHOM HU(POBOI MOAMUCH HA OCHOBE
AIUTUNTUYECKUX KPUBBIX.

44, Creranorpaduueckie MeTo bl 3alUThl HHpopManruu. OCHOBHBIEC MOHITUS M OIPEACTICHHUS.
O6nacTi mpuMeHEHUs.

45. Oobmas MoJenb cteranocucTeMsl. [Ipobnema ycroitunBocTu. CTeroananus.

46. MeToapl COKPBITHS HH(POPMAIIUK B HETIOJIBH)KHBIX U300paKEHUSX.

47. Metoapl COKPHITHS HH(POPMAIIMK B TEKCTOBBIX JAHHBIX.

48. Tlpotokomsl ayreHTH(DHUKAIMU. [IBYyCTOPOHHSS ayTCHTH(UKALIHS.

49. TIporokonsl ayreHTUGuKaH. OTHOCTOPOHHSAS ayTeHTU()UKALIUS.

Tecmuposanue:

Kpureprn onieHUBaHMsI IPU TECTUPOBAHUH:

- 100 6amtoB — nmpu NMpaBUILHOM U TIOJIHOM OTBeTe Ha 10 Bompoca;

- 85...99 6amIoB — Npu MpaBUILHOM OTBETE Ha 8-9 BOIIPOCOB;
- 75...84 GamioB — npu NMPaBUILHOM OTBETE Ha 7 BOIIPOCOB;
- 65...74 GanoB — NpaBWJIBHOM OTBETE Ha 5-6 BOIIPOCOB
- 25...64 — mpu paBHUIIBHOM OTBETE TOJILKO Ha 4 BOIIPOCA;
- 0...24 6annoB — npu OTCYTCTBUU MTPABUIIbHBIX OTBETOB HA BOIPOCHI.

Kommuectso 6asuios |0-64 65—-74 |75-84 85-100

[IIxana oneHUBaHUSA HEYI | yAOBJI XOpOIIO OTINYHO

Ilpumep eapuanmoe mecmogvix 3a0anuil:

Bapuanr 1.

1. JIuneitHoe mmdpoBaHue 3T0:

1. wunrorpadguueckoe npeodpazoBaHuEe HHPOPMAIUH IIPH €€ Mepeiade 1Mo NPSIMbIM KaHallaM
CBsI3M OT ofHoro anemenra BC k npyromy

2. Kpunrorpaduueckoe nmpeodpa3oBaHue HHHOPMAIMH B IEISAX €€ 3aIIUTHI OT 03HAKOMIICHUS
MOJU(UKAIMHI TOCTOPOHHUMHU JTUIIAMU

3. HECaHKIMOHUPOBAHHOE M3MEHEHHE MHPOPMAILIUHN, KOPPEKTHOE TI0 (hOpMe U COAEPIKaHUI0, HO
OTJIIMYHOE 110 CMBICITY

2. Kakue 13 npuBeeHHBIX KpUNITOrpaduIeCKUX aJrOpUTMOB UCIIOIb3YIOT B OCHOBE CEeTel
Deiicrens?

1. DES

2. Rijndael

3. 00a oTBeTa BepHBI

3. Kakum o6pa3zom Haubosiee MpocTo MOKHO OCYIIECTBUTH paclipeieieHue KIItouel /uis ceTelt ¢
OOJIBLIIMM KOJIMYECTBOM a0OHEHTOB?

1. B cucTemax npeaBapUTEIHLHOTO paclpeeIeHUs CEKPETHBIX KIIoUeH

2. B cCHCTEMaX OTKPBITOTO PACIPEIEIICHHUS CEKPETHBIX KITFOUeH

3. 00a oTBeTa BEpHbI

4. Tlo3BossieT 11 OOMEHUBATHCS KIIFOUaMHU MO HE3alUIIEeHHBIM KaHaiaM cBs3u Meron Auddu-
Xemnmana?

1. na
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5?

NS

HET

. Kakoit mpoTokon ayreHTH(DHUKAIINY SBIISIETCS MEHEE HAJICKHBIM?

PAP
CHAP

. CKOITbKO TIaroB MmpeaycMaTpuBaeT ayTeHTU(UKAIKS ¢ TOMOIIbIo mpoTokona Kerberos Bepcun

O wiN

7. JIns uConb30BaHUs B KPUNTOTpahUUISCKUX METSX TeHEPATOpP TCEBIOCTYYalHBIX YUCEIT
JOJDKEH 00J1aaTh CICIYIONIMMA CBOMCTBaMHU: (BBIOpaTh BCE BEPHBIC)

1
2
3.
4.
8
1
2
3

4.

MIEPHO]] MOCIIEIOBATEIILHOCTH JJOJHKCH OBITh OYE€HB OOJIBIIION;

MopoXKaaeMast oCJIeI0BaTEeILHOCTD J0/DKHA OBITh "MOYTH" ClTydaliHOM;
BEPOSITHOCTH IMOPOXKJACHUS PA3IMYHBIX 3HAYCHHI JTOJKHBI OBITh B TOYHOCTH PaBHEI;
BEPOSITHOCTH MOPOXKICHUS PA3IMYHBIX 3HAUCHUH JTOJDKHBI OBITh Pa3IMYHbI

. Kakoii n3 renepaTopoB MceBIOCITyYaliHbIX YUCE ABISETCS HanboJiee NpoCcThIM?

JIuHEeNHbII KOHTPY3HTHBIN

®uboHauuy C 3ana3ablBaHuEM

C kBagpatuunbiM octatkoM (BBS)

Ha ocHOBe cIBUTOBBIX PETUCTPOB C 0OPAaTHOU CBS3BIO

9. Kakoii anroputm ucnonb3yercs A mudposanus naponeir B OC Windows, a Takxke B
nporokosie SSL?

1.
2.
3.

RC4
AES
TKIP

10. Ha yem ocHOBaH NMPUHIIUII JEHCTBUS BCEX TEHEPATOPOB TMCEBAOCIYIAMHBIX YHCE?

1. Ha QuU3HUYECKUX SBJICHUSAX WIH NPOIECCaX, KOTOPhIE MOXKHO 3a()UKCUPOBATh U COCYUTATH
2. Ha MaTeMaTHYeCKHX (opMyliax
Bapuanr 2.

1. MexaHu3MBbl 3alIUThl, KOTOPbIE KAK MUHUMYM JIOJIKHBI OBITh PEATU30BaHbI 11 00€CIIeUeHUSI
GyHKIMH 3aIKUTH THPOPMALIMU HA OTJENBHBIX Y3/1aX 3JEKTPOHHOM IIaTEXKHOM CUCTEMBI: BHIOpATh BCe

BEpHBIE

MO WD E

obecrieyeHre ynpasiaeHHs JOCTYIIOM Ha OKOHEUHBIX CUCTEMaX;

KOHTPOJIMPOBAHHE LIETOCTHOCTU U o0ecrieueHrne KOHPUAEHIIMATbHOCTH COOOIIEHUS;
obecrieyeHre B3auMHON ayTeHTU(UKAUN a0OHEHTOB;

BEJICHUE perucTpaly U KOHTPOIMPOBAHHE LIETIOCTHOCTH MOCIEA0BATEILHOCTH COOOIIEHU I
XpaHEeHHE NepCOHANBbHOM HH(pOpMAIUY KJIMEHTOB

. B mpotokone SET npenycMOTpeHbI clieAyonne TUIIbI KI0Yel, HCIOIb3YEMbIX YHaCTHUKAMHU

IJIaTC)KHBIX TpaHSaKHHﬁI BBI6paTL BCC BCPHLIC

1.

SOk EWOAaRWN

KIIr04 J1s moanucu coodbmenus (Digital Signature Key);

kim0 Juid mudposanus nanHsix (Data Encipherment Key);

kiod it noanucu ceprudukara (Certificate Signature Key);

KJIFOY JIJTS TOJITHMCH CIIHCKa 0To3BaHHBIX cepTudukaroB (CRL Signature Key).
Kitou s aemngposanus qanHsix (Data Decryption Key);

. Cmapr-kapra obecrieunBaeT cieayromuid Habop GyHKIUI: BHIOpaTh Bce BEpHBIE

pasrpaHu4eHue MOJHOMOYNN JOCTYIIA K BHYTPEHHUM PECYpPCaM;

mudpoBaHue TaHHBIX C TPUMEHEHUEM Pa3IMYHbIX AITOPUTMOB,;

(hopMupoBaHHE ANEKTPOHHOU UG POBOH MOIINUCH;

BBINOJIHEHUE BCEX ONepaluii B3auMOIHCTBUS BiIajieNblia KapThl, 0aHKa M TOPTOBIIA.
co3JlaHKe 0e30M1acHOr0 CETEBOro KaHaia il Iepeadn MIaTeXKHbIX JAHHBIX
nemugpoBaHue JAHHBIX ¢ IPUMEHEHHUEM Pa3IMUHbIX aJTOPUTMOB
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4. Kakas cucrema sIBJISIETCSI CHCTEMOM ayTeHTU(UKAIINK U paclpeaeTIeHUs KII0Uei:

1. Kerberos
2. RSA
3. MD5
4, AES

5. Yto mpuHATO HA3bIBATh JICKTPOHHOH (IIMGPOBOIA) MOAMKHCHIO?
1. mpucoenuHsEMOE K TEKCTY €ro Kpurnrorpadgudeckoe nmpeodpazoBaHue
2. TeKCT
3. 3ammuQpoBaHHBIA TEKCT
6. BeibepuTte T0, YTO MCHONB3YIOT AJIsl CO3AaHUS U(POBOIA MOAIUCH:
1. 3axpbIThIi KJItOU TIOJTyYaTeNs
2. OTKpBITBIA KJIFOY OTIPABUTENSA
3. 3aKpbITHIH KIIIOY OTIPABUTEISA
4.  OTKpBITHIA KJTFOY IMOTy4YaTes
7. B uem 3akmmrouaercs o0mias uaes noMex0yCTOMYMBOIO KOJAUPOBAHUS?
13 BCEX BO3MOJKHBIX KOJOBBIX CJIIOB CUMTAIOTCS JOIYCTUMBIMU HE BCE, a JIMILb HEKOTOPHIE
YMEHbIIAETCS U30BITOYHOCTD IEPEAABAEMbIX COOOIIEHUM
MIPOU3BOIUTCS Mpeodpa3zoBaHre UHPOPMAIINH C LEIbIO COKPBITUS €€ CMbICIa
13 BCEX JIOIYCTUMBIX KOJIOBBIX CJIIOB CUMTAIOTCS BOSMOXHBIMU HE BCE, a JINIIb HEKOTOPbIE
. Kakue xo/1bl HCTIONB3YIOTCS B IOMEXOYCTOMYNBOM KOAUPOBAHUU?
X3MMUHTa
CRC
BUXx
Pupna — ConomoHa
. I'pasa
9. BeibepuTe npaBuiibHOE YTBEPK/IEHHE B OTHOIICHUHU MIU(DPOBAHUS TaHHBIX, BBIIOIHIEMOTO C
LEIbI0 UX 3aLUTHI:
1. Owno obecrnieunBaeT NPOBEPKY LETOCTHOCTU U MPABUILHOCTU JAHHBIX
2. OHo TpeOyeT BHUMATEIHHOT'O OTHOLICHHUS K TIPOIIECCY YIPABICHUS KIFOYaMHU
3. Omo He TpeOyeT O0JIBIIOro KOJINYECTBa CUCTEMHBIX PECYPCOB
4. OHo TpeOyeT nepenayu Kiouya Ha XpaHeHHUEe TpeThell cTopoHe (escrowed)
10. Ha3Banue cutyaiiiu, B KOTOPOil MPU UCTIOIH30BAHUH PA3TMYHBIX KIFOUYeH s udpoBaHUs
OJIHOTO U TOTO K€ COOOIEHUS B pe3y/bTaTe MOJYy4aeTcsl OJIUH U TOT K€ MIHPPOTEKCT:
1. Kommumzus
2. Xp>mupoBaHHE

RO EOAWONE

3. MAC
4. Kiacrepuzamus kiouei
Bapuanr 3.

1. Kakue nmpuHIIUIIBI JIeKAT B OCHOBE cTeraHorpaduu? BeIOpaTh BCE BEPHBIC

1. Hexoropsle ¢ailsibl MOTYT ObITh HCKAXKEHBI 0€3 MOTepH UX (PYHKIIMOHAIBHOCTH

2. HECIOCOOHOCTH YeNIOBEKa Pa3indaTh HE3HAUNTEIbHBIC HCKAKEHHS B TPadUICeCKUX HITH
MYJIbTUMEAUMHBIX (aiimax

3. KOHTpOJIbHAs CyMMa U pa3Mmep ¢aiiia, Hecynero 3amu@poBaHHy0 HHOOPMAIIHIO HE
U3MeHseTCs

2. Boibepute BepHOE YTBEPKIEHUE!

1. creranorpadus cKpbIBaeT T€JI0 COOOIIEHNUS

2. crera”orpadus CKphIBaeT TEJIO COOOIICHUS U (PaKT €ro MPUCYTCTBHS

3. Creranorpaguyeckas cucrema Uil cTerocucremMa — 31o:

1. COBOKYIHOCTB CPEACTB U METOJIOB, KOTOPHIE HCIOIB3YIOTCS ISt (JOPMHPOBAHUS CKPBITOTO
KaHasa nepeaay nH(popMaluu;

2. COBOKYITHOCTH CPEJICTB U METOJ/IOB, KOTOPBIE HCIIONB3YIOTCS U MACKUPOBKH IICHHOM
uHpopMauu

105



4. B acuMMeTpHYHBIX CUCTeMaX IU(pOBaHUSL

1.  OTKPBITHII KIIFOY TOCTYIIEH BCEM JKEJIAFOIINM, & CEKPETHBIN KITFOU U3BECTEH TOJIHKO
MOJTYYaTEITI0 COOOIICHIS

2.  Juist 3amuQpoBaHMs U paciiupOBAHKS UCIIOIB3YETCS OJMH KITFOY

3. CEKpEeTHBIN KIF0Y JIOCTYIIEH BCEM >KETAFOIINM, a OTKPBITHIN KITFOY U3BECTCH TOJIBKO
MOJTyYaTe0 COOOIICHUS

4.  CeKpETHBIN U OTKPHITHIN KITFOYH JOCTYITHBI BCEM >KEIAFOIINM

5. Kakue mmudpsl (MexaHu3Mbl 0OMEHA KII0YaMH) OTHOCATCS K aCHMMETPUYHBIM (BBIOpATh BCE
BEpHbIE):
Juddu—Xenmana (D-H)
Pusect-Illamup—Anneman (RSA)
Kpunrorpadus smmuntudeckoit kpusoi (ECC)
. Kakas cBsi3b cymiecTByeT Mexay AByMs KIIFOUaMU B aCHMMETPUYHON KpunTorpadun?
JIOTHYECKast
¢buznueckas
MaTeMaTHYeCcKast
HUKaKas
. AJITOPUTM, MCTIOJIB3YIOIINN CHMMETPUYHBIH KITFOY U QJITOPUTM XAIIMPOBAHUS:
HMAC+
3DES
ISAKMP-OAKLEY
RSA

8. Kakue omnepaiuu mpuMEHSIOTCS OOBIYHO B COBPEMEHHBIX OJIOUHBIX aJlTOPUTMAX
CUMMETPHUYHOTO U (POBAHUS?

1. cnoxenue mo MOIyto 2
2. HaAXOXJCHHE OCTaTKa OT JeJICHHs Ha OO0JIBIIOE MPOCTOE YUCIIO
3. 3ameHa OUT 1o TabiuIe 3aMeH
4. TmepecTaHOBKA OUT
5. BO3BEJICHHE B CTCIICHb
9
1
2
3

PONMPENR~ONMNESILONE

. Kakoii pazmep kitoua B 0T€4€CTBEHHOM CTaHAAPTE CUMMETPUYHOIO N (POBAHUS:
56 Owur;
124 6wur;
256 owur.
10. Yro sBASETCA NPEUMYIIIECTBOM CUMMETPUYHOTO MM (PPOBAHUS:
1. ckopocCTh BBINOIHEHUS KPUIITOrpapUuecKuX Mpeodpa3oBaHul;
2. JIeTKOCTb BHECEHHUS U3MEHEHUH B aJrOPUTM LIM(PPOBAHHUS;
3. CEKPETHBIH KIF0Y M3BECTEH TOJIBKO MOTydaTet0 HHPOPMAILIUU 1 TIepBOHAYAIBHBI 00MEH He
TpeOyeT nepeiaun CeKPeTHOTO KIH0Ya;
4. TnpUMEHEHUE B cUCTeMax ayTeHTU(UKAIMK (JIEKTPOHHASI TOATHNCH).
Bapmuanr 4.
1. MaTtematuueckasi QyHKIHUS, KOTOPYIO OTHOCUTENIBHO JIETKO BHIYMCIUTh, HO TPYIHO HAWTHU 1O
3HAa4eHHUIO (PYHKIIMU COOTBETCTBYIOIIEE 3HAYEHNE apI'yMEeHTa, Ha3bIBaeTCs B KpUNTOrpadguu
1. dynkuueit Iudpdu-Xennmana
2. OIHOCTOPOHHEW (pyHKIIMEH
3.  ¢yHKIMEH Dittepa
4. xpuntorpadpuueckoit GpyHkImen
2. Kakue u3 pa3zienoM MaTeMaTUKH JIETJIM B OCHOBY COBPEMEHHBIX METO/10B KpunTorpadun?
1. Teopus uncie u abcTpakTHas anredpa
2. TeopHs KOAMPOBAHUS M TEOPHS BEPOSITHOCTH
3. TeopHs CIONKHOCTH U TEOPUs AUCKPETU3ALUU
3. Kak Ha3bIBaeTcsl HayKa, IPeIMETOM KOTOPOH SIBIISIFOTCSI MATEMaTHYECKUE CTIOCOOBI
npeoOpa3oBaHusl HH(POPMAIMH C IIENBI0 €€ 3aLIUThl OT HECAaHKIIMOHUPOBAHHBIX MOJIb30BaTENen?
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KPUITOJIOTUS
Kpunrorpadus
TEOpHsl KOAUPOBAHUS
. B Teopernueckoil kpunrtorpaduu npuHATO paboTaTh ¢ aln(aBUTOM:
AHTJIMHACKUM
J00BIM HAITMOHAJIBHBIM all(hpaBUTOM
JIBOMYHBIX CJIOB
16-puyHBIX CIIOB
. Kakue Buipl MaTeMaTH4YeCKHX MOCIIEAOBATENIFHOCTEH NCIOIB3YIOTCS B KPUIITOT paduu:
J€TepPMUHUPOBAHHbIE
CIy4YaiiHbIe
Heclly4alHbIe
. OeckoHEeUHBIE

6. Uto npecraBisieT coOoit Kpuntorpapudeckas cucrema?

1. cewmeiictBo T nmpeobpa3zoBaHMii OTKPHITOTO TEKCTA, YWICHBI €T0 CEMENUCTBA HHICKCUPYIOTCS
nHaexcom k

2. TporpamMmy

3. cucremy

7. UTo NpUHATO HA3bIBATh 3JIEKTPOHHOMN MOANHUCHIO?

1. npucoenuHsieMoe K TEKCTY €ro Kpuntorpagpuieckoe npeodpasoBanue

2. TEKCT

3. 3ammdpoBaHHBIN TEKCT

8. Kak HazpIBaeTcs npeodpazoBanre HHGOPMAIIMH C LETbIO 3aIIUTHl OT HECAHKIIMOHUPOBAHHOTO
J0CTyNa, ayTEeHTU(PUKALMY U 3alUTHl OT PEIHAMEPEHHbIX U3MEHEHUN?

1. xpunrorpaduyeckoe muppoBaHue

2. KOMIIpeccus

3. TOMEXOYCTOMYMBOE KOJAWPOBAHUE

4. »sddexTUBHOE KOIUPOBAHUE

9. Kakumu cBolicTBaMu J10JKeH 001a1aTh reneparop ncesaociaydaitHeix uncen (I'TICY) nns
UCIOJIb30BaHUs B KpUnTorpaduueckux uemisix? (BbiOpaTh Bce BEpHbIE)

1. mepuon nopoxaaeMol Mociae10BaTeIbHOCTH JIOJIKEH ObITh KaK MOKHO MEHBbIIIE

2. BEpOSTHOCTH MOPOKACHUS PAa3IMYHBIX 3HAUSHUH KIIIOYEBOI 1MOCIE10BaTEIbHOCTH JOKHBI
KaK MOXHO OOJIbIII€ OTJIMYAThCA JPYT OT Apyra

3. mepuoj MopoXkaaeMol MOCIE0BAaTEIbHOCTH 10JIKEH ObITh OY€Hb OOJIBILION

4. BEpOSATHOCTU MOPOXKJACHUS Pa3INYHBIX 3HAUEHUHN KIHOYEBOW MOCIEA0BATEIbHOCTH JO0JKHBI
OBbITH paBHbI

10. Kpunrorpadudeckuii anroputm, B KOTOPOM KJIIOU, UCIOIb3YEMbIH 1711 IIU(PPOBAaHUS
cOOOIIeHNH, MOXKET OBITh MOJYYEH U3 KJro4ua JAemn(poBaHus 1 HA000POT, HA3BIBAIOT:

1. cummeTpuyHBIM;

2. aCCUMETPUYHBIM;

3. CHHXPOHHBIM;

4. aCUHXPOHHBIM

Bapmuanr S.

1. Yro npexacrasisier coboit Kpunrorpaduyeckas cucrema?

1. cemeiictBo T npeoOpazoBaHuil OTKPHITOrO TEKCTA, YIEHBI €T0 CEMENCTBA NHACKCUPYIOTCS
HHIEKCOM k

2. TporpamMmy

3. cucremy

2. YUTO npuHATO Ha3bIBAaTh MIEKTPOHHOU MOANKCHIO?

1. npucoeauHseMoe K TEKCTY €ro KpunTorpaguueckoe npeodpasoBaHue

2. TEKCT

3. 3amu@poBaHHBIN TEKCT

NS R
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3. Kak Ha3biBaeTcs mpeobpa3zoBaHrue HHPOPMALIUH C IIETBI0 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO
JOCTyMa, ayTeHTU(UKAIIMY U 3aUIUTHI OT IPEeTHAMEPEHHBIX N3MEHEHUN?

1. xpunrorpaduyeckoe muppoBaHue

2. KOMITpeccus

3. TOMEXOYCTOMYMBOE KOJAUPOBAHUE

4. »sddexTuBHOE KOTUPOBAHUE

4. KakuMmu cBOMCTBaMH JOJKEH 0011a1aTh reHepaTop ncesaocnydaabix yuceln (I'TICH) ms
WCIIOJIB30BaHUS B KpUNTOrpadudecKux 1emsix? (BIOpaTh BCe BEPHBIC)

1. mepuon mopokaaeMoil mocuea0BaTeIbHOCTH JOIDKEH ObITh KaK MOKHO MEHBIIIE

2. BEpOSTHOCTHU MOPOXKIACHUS PA3IMYHbBIX 3HAYCHHH KIIIOUEBOH MOCIEeI0BATEIbHOCTH JTOJIKHBI
KaK MOKHO OOJIbIIIEe OTJIMYATHCS APYT OT JApyra

3. mepuoj MOpoKIaeMOi MOCIeA0BATEILHOCTH JAOKEH ObITh OUYEHb OONBIION

4. BepOSATHOCTH MOPOKICHUS PA3TUYHBIX 3HAUCHUH KITIOYEBOH IMOCIIEA0BATEILHOCTH JOJIKHBI
OBITH PaBHBI

5. Kpunirorpadudeckuii anroputM, B KOTOPOM KJIFOY, HCITOJIB3YEMBbIH Juis mm(poBanus
COO0O0I1IeHUH, MOXKET OBITH MOJIYUYEH U3 KITF0Ya JIeMH(ppoBaHus U HA000POT, HA3BIBAIOT:

1. cummeTrpuuHBIM;

2. acCUMETPHUYHBIM;

3. CHHXPOHHBIM;

4. aCHUHXPOHHBIM

6. Maremarndeckas (yHKIHS, KOTOPYIO OTHOCHUTEIHHO JIETKO BBIUYMCIIUTE, HO TPYAHO HANUTH I10
3HaYEHUIO (PYHKIIUU COOTBETCTBYIOIIEE 3HAUEHHE apIryMEHTa, Ha3bIBae€TCs B Kpunrorpaduu

1. o¢ynkuueit Judpu-Xemmana

2. OAHOCTOpPOHHEW (QyHKIMEH

3. dyHKIMEH Ditepa

4. xpunrorpaduyeckoit pyHkuuen

7. Kakue u3 pa3fgenoB MaTeMaTHKH JIETJIM B OCHOBY COBPEMEHHBIX METOAOB Kpurnrorpahuun?

1. Tteopwus ymcie u abcTpakTHas aiaredpa

2. TeopHs KOAUPOBAHUS M TEOPHS BEPOSATHOCTH

3. Teopusl CIOKHOCTU U TEOPHsI TUCKPETU3AUU

8. Kak Ha3pIBaeTCsa Hayka, IPeAMETOM KOTOPOH SIBIISTFOTCS MATEMaTHYECKHE CITOCOOBI
npeoOpa3oBaHus HHPOPMAIIUH € LENIBIO €€ 3alUThl OT HECAaHKIIMOHUPOBAHHBIX MOJIb30BaTENIEH?

1. kpunronorus

2. xpunrorpadus

3. Teopus KOJUPOBAHUS

9. B TeopeTnueckoii Kpunrorpagpuu NpuHATO paboTaTh ¢ ai(haBUTOM:
AHTJIMHACKUM
TMOO0BIM HAITMOHATIBHBIM alhaBUTOM
JIBOWYHBIX CIIOB
. 16-puyHbIX clI0B
0. Kakne BUIbI MaTEMAaTHYECKHUX TTOCIIEA0BATEIFHOCTEH NCIIONB3YIOTCS B KPUTITOTpaduu:
JeTepMHUHUPOBAaHHbBIE
CIy4YaiiHbIe
HECIIy4alHbIe
. OeckoHeuHbIe
Bapuanr 3.6
1. KonupoBanue nndopmaruu — 3710. ..
1. npeoGpa3oBaHue OOBIYHOTO, TOHATHOTO TEKCTA B KO
2. mpeoOpa3oBaHue
3. HammcaHue MPOrPaMMBI
2. B gem 3akitouaercs 001mast uaest IoMeX0yCTOMYHBOTO KOAUPOBAHHMS?
1. w3 Bcex BO3MOXHBIX KOJIOBBIX CJIOB CUUTAIOTCS JOMYCTUMBIMHU HE BCE, a JIUIIb HEKOTOPbIE
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2.
3.
4.

3.

P

YMEHBIIIAETCS H30BITOYHOCTD MePeIaBaeMbIX COOOIIECHUN

MIPOU3BOIUTCS MpeoOpazoBaHNe HHPOPMAIIMH C IIETBIO COKPBITHS €€ CMBICIa

13 BCEX JIOMYCTUMBIX KOJOBBIX CIIOB CYMTAIOTCS BO3MOXXHBIMU HE BCE, & JIMIIb HEKOTOPHIE

B 4em 3akirogaercs oOmias uaest MOMeX0yCTOMYHNBOTO KOJTUPOBAHHMS?

13 BCEX BO3MOJKHBIX KOJIOBBIX CJIOB CUMTAIOTCS JOIMMYCTHMBIMU HE BCE, & JIMIITb HEKOTOPHIE
YMEHBIIIAETCS U30BITOYHOCTh IEPEIaBACMbIX COOOIICHHIA

MIPOU3BOIUTCS TpeoOpa3zoBaHNe HHPOPMAIINH C TS0 COKPBITUS €€ CMBICIA

13 BCEX JIONYCTUMBIX KOJOBBIX CJIOB CYMTAIOTCS BO3MOXHBIMHU HE BCE, & JIMIITb HEKOTOPHIE

4 Bribepure npaBuiibHOE yTBEPKICHUE B OTHOUICHUHN MM(POBAHUS TAaHHBIX, BHITIOIHSIEMOTO C
LEJIBIO UX 3aLUTHL:

1.
2.
3.
4.
5. Ha3Banue cutyanuu, B KOTOPOH MPU UCIIONB30BAHUH PA3IMYHBIX KIFOUEH 171 U(PPOBaAHUS

OnHo o0ecrieuynBaeT MPOBEPKY LIETIOCTHOCTH U MPABUILHOCTH JAHHBIX

OHo TpeOyeT BHUMATEIHHOTO OTHOIICHHUS K TIPOIIECCY YIPABICHUS KIIFOUYaMH
Omno He TpeOyeT 0ONBIIOTr0 KOJIMYECTBA CUCTEMHBIX PECYPCOB

Ono TpeOyeT nepenavu Kro4ya Ha XpaHeHUE TPETheil cTopoHe (escrowed)

OJJHOI'O U TOI'O K€ COO6IJ.[CHI/IH B pE3YJIbTATEC MMOJTY4YacTCA OJJUH U TOT KE H_II/I(prTeKCTZ

8.

PONMNPEIR~LONERMONE

Komnunsus
X3mupoBaHue
MAC
Knacrepuzanus xiroueit
[{esnp kpunroaHaanusa:
Omnpenenenre CTOUKOCTH allrOpUTMa
YBenn4yeHne KoaudecTBa (QyHKIMA 3aMEeIIeHUs] B KPUNITOTPAhUIECKOM aIrOpUTME
YMeHbIIeHHe KOTMYecTBa (PYHKIIHH MOCTAHOBOK B KPUNTOIpahUIECKOM aIropuT™Me
Onpenenenne NCnoab30BaHHbIX IEPECTAHOBOK
KpunToananus npeaycMaTpuBaeT pacKpbITHE CEKPETHBIX COOOIIEHU:
CO 3HAHHMEM XOTs Obl OJTHOTO U3 KJIIOUen
0e3 3HaHUS KpUNTOrpadhuyeckoro ajJropurMma
0e3 3HaHus KiIroYa 1 0e3 3HaHUS KPUITOTpapuIecKoro aropurma
0e3 3HaHUs KJII04a, HO CO 3HAaHHEM KPUNTOTpaduiyecKoro airopurMa
@yHIaMeHTabHOE JOMYIIEHNE KpUIITOAHAJIN3a, BiepBble chopmynupoBanHoe O.

Kupxrogpdom, coctout B TOM, 4TO:

1.
2.
3.
9.
1.
2.
3.
4.

CEKPETHOCTh COOOILEHUS MTOJIHOCTBIO 3aBUCHUT OT KIIHO4a

CEKPETHOCTh COOOIIEHUS MOJIHOCTBIO 3aBUCUT OT aJITOPUTMA IN(POBAHUS

CEKPETHOCTh COOOIIEHHS 3aBUCUT OT KJIH04a U alropuTMa mudpoBaHus
Kakue MeTospl KpunToaHaau3a NPUMEHSIOTCS AJIsl aCCUMETPUYHBIX MH(POB?

DES

AES

RSA

COS

10. Kakue MeToipl KpUINITOAHATIN3a IPUMEHSIOTCS JUIsl CHMMETPUYHBIX MIH(POB?

el NS s

DES
AES
RSA
COS

5.2.2.3 Y11.02.01. YyeOHast npaKkTHKA

DopMoii MPOMENKYTOUHOM aTTecTaluu sBisieTcs quddepeHIMpOBaHHbBIN 3a4€eT, B IPOLECcCe
KOTOPOTro onpeesnseTcss chopMUPOBAHHOCTh 0003HAUEHHBIX B IPOrpaMMe KOMITETEHIINH.
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HNHcTpyMeHTOM n3MepeHHst CHOPMUPOBAHHOCTH KOMITCTCHIUI SBIISACTCS YCTHASI WM MMChbMEHHAs
3alUTa OTYETa MO MPAKTHUKE.

[Tpu 3ammre 0TY€Ta MO MPAKTUKE HEOOXOAMMO JIaTh OTBET HA JIBA TECOPETUUECKUX BOMPOCA.
JIoImycKOM K MPOMEKYTOYHOHOM aTTeCTAllUH SBIISICTCS BBIIIOJIHEHUE BCEX TPEOOBAHHI TEKYIIIETro
KOHTPOJIS.

Kputepuu onieHHBaHMs IPU OTBETE HA BOIIPOCHL:

- 90-100 GamtoB — mpH MPABMWIIBHOM U TIOJTHOM OTBETE Ha JIBa BOIIPOCA;

- 80—89 0a)U10B — NPH MTPABHIBHOM H IIOJIHOM OTBETE Ha OJIMH U3 BOIIPOCOB U IPABHIBHOM, HO HE
IIOJIHOM OTBETE Ha APYTrOM U3 BOIIPOCOB;

- 60—79 Oa)UI0B — PY TPABUIBHOM M HETIOJIHOM OTBETE TOJILKO Ha OMH U3 BOIIPOCOB;

- 0-59 GanoB — MpH OTCYTCTBUU MPABUIIBHBIX OTBETOB Ha BOIPOCHI.

Komnuecrso 0aiutos|0-59 60-79 80-89 90-100
[1Ikaa oeHUBaHKS HEY/ YAOBI XOPOIIIO OTIHYHO

IIpumepsl BOIIPOCOB:

Tema 1.1. YcTaHOBKA NPOrPaMMHOIO0 o0eciieYeHnsi B COOTBETCTBUM ¢ TEXHUYECKOM
AOKYMEHTAaIHei.

1. IlpuBeaure npumep Hanbosee U3BECTHBIX IPOIPAMMHBIX CPE/ICTB O0eCIIeYeHUs
MH(POPMAIIMOHHOM 0€30MacCHOCTH B aBTOMAaTH3NPOBAHHBIX CUCTEMaX.

2. IlpuBeaure npumep HanboJee U3BECTHBIX IPOrPaMMHO-AINIAPATHBIX CPEJICTB 00ECIeUEeHUs
MH(POPMAIIMOHHOHN 0€30MacCHOCTH B aBTOMAaTU3MPOBAHHBIX CUCTEMaX

3. IlpuBeanTe npuMep MO OrpaHUYEHHIO B IPUMEHEHHH KaKOTr0-JIn00 MpOrpaMMHOIO U
IPOTPaMMHO-AINAPAaTHOTO CPeICTBA 0OecTedeHnss HMHPOPMALMOHHON 0€301MacHOCTH B
aBTOMAaTU3MPOBAHHBIX CUCTEMAX

4. Kakue mapamMeTpsl SBISIFOTCS KPUTEPHEM IPUMEHIMOCTH IPOTPAMMHBIX M TPOTPaMMHO-
annapaTHbIX Cpe/ICTB o0ecrieyeHust HHPOPMAaLMOHHONM 6€30I1aCHOCTH B aBTOMaTU3UPOBAHHBIX CUCTEMAX?

5. Kak, uem 1 KeM OLIEHMBAETCS MPAaBUIIBHOCTh IPUMEHEHHUS IPOTPAMMHBIX U IPOTPAMMHO-
annapaTHbIX Cpe/ICTB o0ecrieyeHust HHPOPMaLMOHHONW 6€30I1aCHOCTH B aBTOMaTU3UPOBAHHBIX CUCTEMAX?

Tema 1.2. HacTpoiika napaMmeTpoB padoThbl IPOrpaMMHOI0 obecriedeHus1, BKIOYAs
CHCTeMbl YIIpaBJieHUs1 6a3aMHU 1aHHBIX.

1. Kakue Tunsl 0TKa30B CyIIECTBYIOT B IPOrPaMMHO-aMIMapaTHBIX CPEACTBAX O0ECIIeueHus
MHGOPMAaLMOHHOM Ge30macHoCTH?

2. Kakum 06pa3oM pou3BOIUTCS YCTPaHEHHE OTKA30B B IPOrpaMMHO-aNapaTHBIX CPEACTBAX
obecniedenuns nHMHOpPMaIMOHHON Oe3omacHoCTH?

3. Kakue MHCTpYMEHTHI U CPEICTBA MCIIONIB3YIOTCS NP TUArHOCTUKE MPOTrPaMMHO-aMIapaTHbIX
cpeacTB o0ecrneyeHns HHPOPMALMOHHOM 6e30macHOCTH?

4. Kakue MeporpusiTus CriocoOCTBYIOT 00ECTIEYeHUI0 Pab0TOCITIOCOOHOCTH MPOrPaMMHO-
anmapaTHbIX Cpe/ICTB oOecrieueHust HH(pOpMamoHHON 6e30macHOCTH?

5. Cy1iecTBYIOT JIM KaKue-TM00 HOPMbI BpEMEHHU Ha YCTPAaHEHHE OTKa30B IPOrPaMMHO-
anmapaTHbIX CpeICTB oOecrieueHust HH(PpOpMaMoHHON 6e30macHOCTH?

Tema 1.3. Ouenka 3¢)(peKTUBHOCTH NMPUMEHsIEMBIX MPOrPAMMHO-ANNAPATHBIX CPE/ICTB
o0ecnieuenust ”HGOPMAIMOHHOM 0€30MACHOCTH.

1. Ha ocHOBE KakuxX KpUTEpHUEB JieaaeTcs oleHKa 00 3 (HEeKTUBHOCTH IPUMEHSIEMBIX
IIpOrpaMMHO-aINapaTHBIX CPEJCTB obecrieueHust HH(HOPMAIIMOHHOM 0e30macHOCTH?

2. Kakne MeTOIMKH WIIM TECTHI UCTIONB3YIOTCS MPH OIeHKe (P (HEKTUBHOCTH MTPHUMEHSIEMBIX
IIpOrpaMMHO-aNnapaTHBIX CPEJCTB obecrieueHust HH(POPMAIIMOHHON 0e30macHOCTH?

3. Kto ynonmHoMmoueH fenath oleHKy 3¢ (HEeKTUBHOCTH MPUMEHSEMBIX IPOrpaMMHO-aIapaTHbIX
cpencTB obecrnieueHus: UHGOPMAITMOHHON Oe30macHoCTH?

4. Yro nenaTh B ciryyae HEYJOBIETBOPUTEIHHON OLIEHKH 3()(PEKTUBHOCTH MPUMEHSIEMbIX
IIpOrpaMMHO-aImapaTHBIX CPEACTB obecneueHust HHHOpMaIIMOHHON Oe30macHoCTH?

5. CymiecTByeT JI Kakasi-TO HHTErpajibHas mKaia orieHoK 3¢ dexTuBHOCTH? Ecnu na, To kKak oHa
BBITIISIIAT?
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Tema 1.4. CocTaBiieHHe JOKYMEHTALMH 110 y4eTy, 00padoTKe, XpaHEHHIO U Nepegayde
KOH(}UIeHIHAIbHOI HHGOpMAaALH

1. Kak BBIMJIAIUT TUTIOBAsE CXeMa MyTel ABIKEHHs KOH(QUACHIINATbHONH HHPOPMAIIUH B
OOJIBLIIMHCTBE YUPEKICHUU?

2. B xakoM BHJIE COCTaBISETCA JOKYMEHTAIM 110 YUeTy, 00paboTKe, XpaHEHUIO U Iepeaayde
KoHpuACHITMaIbHON nHpOpMarun?

3. Kem cocraBisieTcs: JOKyMEHTAIH [0 y4eTy, 00paboTKe, XpaHSHHIO U Tiepeiade
KoH(puACHITMaIbHONU nHpOpMarun?

4. Vcnionb3yroTes a1 Kakue-1100 MPUHIUIIBI aBTOMATHU3ALMU [IPU COCTABJIEHUU JOKYMEHTALUU
10 y4yeTy, 00paboTKe, XpaHEHUIO U Tepeade KoHpuaeHanpHoi nHdopmanuu? Eciu na, To npusenute
IIpUMep.

5. J171s1 yero cocraBisieTcsl JOKyMEHTALMS 10 y4eTy, 00paboTKe, XpaHEHHIO U Iiepeaaye
KoH(pUaeHIMaTbHON nHpopMarmu?

Tema 1.5. Ucnosib30BaHuE NPOrPAMMHOIO0 o0ecnevyeHus 151 00padoTKH, XpaHEHUS U
nepeaay KoHGpuIeHIUAIbHON HHGOPpMALH

1. CymectByet a1 kakoe-1n6o cnenuanuzupoanHoe 110 g 06paboTky, XpaHeHus U nepeaadu
KoHuneHmansHoi napopmaruu? Eciu na, To mpuBeIuTe mpuMep.

2. Kakue Ucnosb3yroTcsl cTaHapTHbIE IPOrpaMMHBIE CPECTBA IpU 00pabOTKe, XpaHEHUH U
nepeaaye KOHQUACHIUATEHOW HHPOpMALTUU?

3. Kakue cpencTBa 3amuThl KOH(GUIEHIMAIBHOW HHPOPMALIUU UCTIONIB3YIOTCS JUIs [Iepeadn
Mexny nByms kinueHTckumu 11K? [Tpusenure npumep.

4. Kakue cymectBytoT BcrpoeHHble B OC Windows cpesicTBa 3aluThl KOH(PUICHIIMATbHbBIX
¢aiinos npu pabote B ceTeBoii cpene?

5. Kakue cyIecTByIOT CpecTBa 3allUThl U1 XpaHEHUs! KOH(DUIeHIMAIbHON nHpOpMAIK Ha
cepBepax?

Tema 1.6. CocTaBiieHHe MApPLIPYTa U COCTABa NPOBEACHUs PA3JIMYHBIX BH0B KOHTPOJIbHBIX
NPOBEPOK NPH aTTeCTAUMU 00beKTOB, IOMEIEHH i, IPOrpamMM, aJITOPUTMOB.

1. Kakue cBeleHus: HyKHBI JUIs COCTABIICHUS MapILIpyTa PU IPOBEICHUM Pa3INYHbIX BUJOB
KOHTPOJIBHBIX MTPOBEPOK MPHU aTTECTAMU 0OBEKTOB, TOMEIICHUH, IPOrPaMM, AIITOPHUTMOB?

2. Yto npezcrapisieT cOO0H MapHIpyT Al IPOBEJCHUS Pa3JINYHBIX BUAOB KOHTPOJIbHBIX
IIPOBEPOK MPHU aTTECTALlUU 0OBEKTOB, IOMEILIEHUH, TPOrpaMM, aIropuTMOB? B KakoM BUJIE OH MOXKET
OBITH MpeCTaBICH?

3. Kakue s1emMeHTbl HHPOPMaIlMOHHOM CHCTEMBI OTHOCSTCS K HU3LIEH nepapxuu, a Kakue K
BbICIIEH?

4. I'ne MO’KHO B34Tb WM KaK COCTaBUTh OJIAHKHU I TPOBECHUS Pa3InYHbIX BUJIOB
KOHTPOJIbHBIX ITPOBEPOK MPHU aTTECTALUU 0OBEKTOB, TOMEIICHUH, TPOrpaMMm, alNropuTMoB? B kakom
BU/JIE MOTYT CYILIIECTBOBATh 3TH OJIaHKN?

5. CymectByet M Kakoe-nmu6o crenuansHoe 110 11 coctaBieHus MapipyTa npoBeAeHUs
Pa3IMYHbIX BUJOB KOHTPOJIBHBIX MPOBEPOK MIPH aTTECTALIUU OOBEKTOB, TOMEIIEHUH, IPOrpamMm,
aJITOPUTMOB?

Tema 1.7. YcTpaHneHue 3aMe4aHu i 110 pe3y/ibTaTaM MPOBEPKH.

1. Kak BBIMIAUT U B KaKoi (hopMe MOXKET ObITh MPECTaBIECH CBOHBIN JINCT UCIIPABICHUN
3aMeyaHuil Mo aTTecTaluu 0ObEKTOB, IOMEIIEHUH, IPOrpaMMm, alrOpUTMOB?

2. Kakue 3ameydaHus sBISIOTCA CYIIECTBEHHBIMH, a Kakue HecyllecTBeHHbIMU? [IpuBenure
puMep.

3. Uto Tpebyercs s yCTpaHSHHS 3aMEYaHui?

4. CyuiecTByIOT JIM Kakue-1100 BpeMEeHHbIE HOPMAaTHUBBI JIJIsl YCTPaHEHUs 3aMeUaHil?

5. KT0 ynosHOMO4Y€EH yCTpaHATh 3aMe4aHMsl 110 pe3ysbTaTaM IpOBEpKU?

Tema 1.8. Anaiu3 M cocTaB/IeHHe HOPMATHUBHBIX METOAMYECKUX JIOKYMEHTOB 110
ob0ecreyeHn10 MHGOPMALMOHHOH 0€301aCHOCTH NPOrPaAMMHO-ANNAPATHBIMHU CPEeACTBAMH, C
y4eTOM HOPMATHUBHBIX IPABOBBIX AKTOB
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1. KTo pa3pabarbiBaeT 1 yTBep)KaeT BHYTPEHHUE HOPMATUBHBIE METOINYECKHUE JOKYMEHTHI 1O
obecrieueHNI0 HHGOPMAIIMOHHON O€30MaCHOCTH MPOTPAMMHO-AIIIAPATHBIMU CPEJICTBAMH B
yupex1eHuu?

2. K10 pa3pabatsiBaeT U yTBepKIaeT (eaepaibHble HOPMAaTUBHBIE METOINYECKHE JOKYMEHTHI IO
obecriedeHno HHPOPMAIMOHHOM 0€30MacHOCTH MPOrPaMMHO-ANIAPATHBIMU CPEACTBAMU?

3. Kak cBsi3aHbI ¥ KaK COOTHOCATCSI MEX/1y cO00i BHyTpeHHHE U (esiepanbHble HOpMaTUBHbIE
METOJINYCCKUE IOKYMEHTHI TI0 00€CIIeYCHUIO HHPOPMAIIMOHHOW 0€30IaCHOCTH MPOTPaMMHO-
annapaTHbIMU CPEACTBAMU C HHCTPYKLUSAMH OT pa3paboTyHKa 3TUX CPeAcTB?

4. Ilpu coctaBieHUH (KOMIWISLIMN) BHYyTPEHHETO HOPMATUBHOI'O METOUYECKOI0 JOKYMEHTA 110
obecreyeHnto HHPOPMaLMOHHOM 6€3011acHOCTH POrpaMMHO-aNNapaTHBIMU CPEACTBAMHU U3 MHCTPYKIUMA
pa3paboTturka, ¢peaepaabHbIX JOKYMEHTOB, BHYTPEHHHUX JTOKYMEHTOB IPEANPUATHS B KAKOM TOPSIKE
paccTaBIIAIOTCSA IPUOPUTETHI?

5. KeM paccMmarpuBaroTCcsl M yTBEP/KIAKOTCS IPOEKThI BHYTPEHHUX HOPMATUBHBIX METOIUYECKUX
JOKYMEHTOB I10 00€CIIe4eHUI0 NHPOPMALMOHHONW 0€3011aCHOCTH IPOrPpaMMHO-AIIapaTHBIMU CPEICTBAMU
Ha IpeaupusTin?

Tema 2.1. [IpumeHeHHe MaTeMATHYECKUX METOI0B /IJIsl OLIEHKH Ka4eCcTBAa U BbIOOpa
HAWJIy4lllero NporpaMMHOro CpeacTBa

1. IlpuBeaure npumep MaTeMaTHYECKONH MOJIENH JIJIsl OLICHKHM KayecTBa U BbIOOpa HAWIIyUIIEero
IIPOrpaMMHOT0 cpeAcTBa? UTO MOYKHO HUCII0JIb30BATh B KAYECTBE LI€JIEBOM (PYHKIINHU, @ UTO B KAUeCTBE
rapaMmeTpoB?

2. MosxHo nu ¢ nomo1bto Excel peann3oBarh kakyroo-1u060 MaTeEMaTUYECKYIO MOJIENb, OLIEHUTD
Ka4yecTBO U C/IeaTh BEIOOp HAUIYYIIEro MPOrpaMMHOIo cpeacTBa’?

3. Uto npeacraBisieT OO0 HHTErpaJIbHBINA MOKA3aTeNb 3alIHIEHHOCTH HHPopManuu? M3 gero
OH COCTOMT?

4. Yro sBnsiercs kpurepreM kadectsa [10 aist 3ammTel nHbopManun?

5. Cy1iecTBYIOT JIM TOTOBBIE MaTeMaThyeckue (hopMyJIbl JJIs OLIEHKU KauecTBa U BbIOOpa
HaWIy4Ilero IporpaMMHOro cpeacTBa 3amuThl nHopmauuu? Eciu aa, To mpuBeauTe npumep.

Tema 2.2. Ucniosib30BaHUE THIIOBBLIX KPUNTOrpa@uYeCKUX CPEACTB U METOI0B 3aIIUThI
HH(pOpPMALMH, B TOM YHCJIe U 3JIEKTPOHHOI MOJIUCH.

1. Yto Takoe mporpaMMa-KpUIITOIIPOBaiAEp U JJIs Uero OHa Hy>KHa? MPUBEIUTE IPUMEPBHI.

2. Kakue nimarvuHsl HE00X0AMMO Yallle BCEro MOAKIIYUTH K BeO-Opay3epy, 4ToObl paboTaTh,
HanpumMmep, ¢ Ka3HayelcTBOM, HAJIOTOBOM MHCIIEKIUEH, OaHKOM, TEHCHOHHBIM (OHAOM?

3. KpaTko onummre nporecc reHepanuu Kiodei K aJeKTpoHHoi nudposoit noanucu (DLIT).
Kem renepupyrorcs kiouu?

4. J1nst yero HyHbI KOPHEBOM M JINYHBIN cepTU(dUKAT, ycTaHABIMBAEMbIN Ha paboyee MeCTO
COTpPY/IHUKA, paboTaoIEero ¢ MHPOPMALMOHHOMN cucTeMoit?

5. CymiecTBYIOT J1 0COOBIe TPEOOBaHUS K XPAaHEHHUIO U UCIIOJIH30BAHUIO KITFOYEBBIX HOCUTENEH
OUII? Ecnu ma, To Kakhe MMEHHO?

5.2.2.4T111.02.01. Ilpou3BoacTBEHHAs] MPAKTHKA

dopmoii MpoMeKyTOUHOM aTTeCcTalluy sIBIIseTCs JU(PepeHIIMPOBAHHBIN 3a4€T, B ITpoLecce
KOTOpOT0 omnpenensercs chopMUpOBaHHOCTh 0003HAYEHHBIX B IPOrpaMMe KOMIIETEHIINH.

HNHcTpyMeHTOM n3MepeHHs chOpMUPOBAHHOCTH KOMITETEHIIMN SIBIISICTCS yCTHAs UJIM MMChbMEHHAs
3aluTa OTYETa MO MPaKTUKE.

[Tpu 3amure oTyéTa 1Mo NpakTHKe HEOOXOAUMO aTh OTBET Ha JIBA TEOPETHUECKUX BOIPOCA.
JlomyckoM K MPOMEKYTOYHOHOM aTTeCTaliH SIBJISETCS BHIMOJIHEHHE BCeX TPEOOBAaHUM TEKYIEro
KOHTPOJISL.

Kputepun onieHHBaHUS TPU OTBETE HA BOIPOCHI:

- 90-100 GanoB — Mpu MPaBUIBLHOM H ITOJTHOM OTBETE Ha JIBa BOIIPOCA;
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- 8089 6amnoB — npu MPaBUILHOM U TIOJHOM OTBETE Ha OJIMH M3 BOIIPOCOB U NMPABHIIHOM, HO HE
MIOJTHOM OTBETE Ha JIPYroil U3 BOIPOCOB;

- 60—79 6amnoB — nMpu MPaBUILHOM U HETIOJTHOM OTBETE TOJILKO HA OJIUH M3 BOIPOCOB;

- 0-59 6an0B — IpU OTCYTCTBUH NPABUWIBHBIX OTBETOB HA BOIPOCHL.

Kommuectso 6ayuros|0-59 60-79 80-89 90-100

OTJIMYHO
[[Ikaya oueHMBaHKs HEY YI0BI XOPOILIO

IIpumepsl BOIIPOCOB:

Tema 1.1. AHaJIU3 NPUHIIAIIOB MOCTPOEHUS CUCTEM HH(POPMALMOHHOM 3a1MTHI
NPOU3BOJACTBEHHBIX MOAPa3/1eJIeHHUIl.

1. Yto otHOcuTCs K mHGpacTpykTrype komiuiekca AUC, APM?

2. Kakue BbI 3HaeT€ CUCTEMBI HH(POPMALIMOHHOH 3aIIUTHI, HCIIOIB3YIOIIUECS B
MIPOU3BOJCTBEHHBIX MOAPA3ACICHUSIX?

3. UTto moHUMaeTCs Mo MPUHLIUIAMH TOCTPOSHHS CUCTEM MH(POPMALIMOHHOM 3aIUThI
MIPOU3BOJCTBEHHBIX MMOAPA3ACIICHUI?

4. CpopmynupyiiTe KpaTKO OCHOBHBIE IPHHLIUIIBI TOCTPOCHUS CUCTEM HH(POPMAITMOHHON 3aIUTHI
MIPOU3BOJCTBEHHBIX MOAPA3ACICHUMN.

5. Ha ocHOBE KaKuX KPUTEPUEB MOXHO BBIIIOJHUTH AHAJIU3 IPUHILIUIIOB IOCTPOEHUSI CUCTEM
MH(OPMALIMOHHON 3alTUTHI IPOU3BOACTBEHHBIX MOAPA3ICICHUN U ClIeJaTh BBIBOA 00 UX
3¢ deKTUBHOCTH?

Tema 1.2. Texunueckasi IKCILUIyaTaAlUs 3JIEMEHTOB POrPAMMHOM M aNlIAPATHOM 3alIMThI
aBTOMATH3HPOBAHHOM CHCTEMBI.

1. YTo OTHOCHUTCS K YCIOBUAM SKCIUTyaTallMy 3JIEMEHTOB MPOrPaMMHON 3aLUThI
aBTOMATHU3UPOBAHHOW CUCTEMBI?

2. UTO OTHOCHUTCS K YCIOBUSAM TEXHUUYECKON IKCILTyaTalluy 3JIEMEHTOB allllapaTHOMN 3alUThI
aBTOMATHU3UPOBAHHOW CUCTEMBI?

3. Kakue anmapaTHble 3J1EMEHTbI CUCTEMbI 3alUTHI HYKJAIOTCS B IEPUOIUYECKOM
o0CITyKHBaHWUH?

4. Bo3MOXHa JIM 3KCIUTyaTalus 3JIEMEHTOB IPOrPAMMHOM U anmnapaTHON 3alUThI
aBTOMATHU3HPOBAHHOW CUCTEMBI MIPU HECOOTBETCTBUH KaKOro-i1nbo napamerpa? U eciau na, To npu Kakux
yCIOBUSAX?

5. Cy1ecTBYIOT JIM KaKue-Tu00 onpeiesieHHbIE CPOKH IKCILTyaTal[ui 3JIEMEHTOB TPOrPaMMHOM U
anmnapaTHOM 3alllMThl aBBTOMAaTU3UPOBAHHON CUCTEMBI?

Tema 1.3. YuacTue B IMarHOCTHPOBAHUY, YCTPAHEHUH 0TKA30B U o0ecriedeHNH
padoTOCNOCOOHOCTH NPOrPAMMHO-ANNIAPATHBIX CPeACTB obecnedeHUss HHGPOPMALMOHHOMI
0e30macHOCTH.

1. Kakue ommbku B paboTe mporpaMMHO-annapaTHRIX CPEJCTB oOecreueHus: HHPOPMAITMOHHON
0€30MMacCHOCTH YKa3bIBAIOTCS B CUCTEMHOM >KypHasie?

2. HyxHa nu kakasi-To TpyImmna JoMycKa WId 0c000e pa3pelieHe MPU BRIMOJIHEHUH TaKuX pador,
KaK HarpuMmep, yJaJeHHue MbUIM U3 allapaTHBIX 3JIEMEHTOB CPe/ICTB o0ecnedeH sl HH(PpOpMallMOHHON
6e3onacHocTu?

3. Yto npexacTaBistoT co0O0M TeCThl U MPOLEAYPa TECTUPOBAHUS KOMIUIEKCA TPOrPaMMHO-
anmapaTHbIX Cpe/ICTB oOecrieueHust HH(pOpMamoHHON 6e30macHOCTH?

4. Kakue nmpuOOpsl 1 HHCTPYMEHTHI UCTIOJIb3YIOTCS TIPH OIIEHKE KauyecTBa MUTAIOIICH CETH,
3a3eMJIEHUS, a TaKXKEe HAJEKHOCTU U30JIALUU U SKPAaHUPOBAHUA?

5. Kakue MOXHO JieniaTh BBIBOJbI HA OCHOBAHMHM 3allMCel B KypHasie 00CITyKHUBaHUS IPOTPaMMHO-
anmapaTHbIX CpEICTB oOecreueHust HHPpOpMamoHHON 6e30nmacHoCTH?

Tema 1.4. Anaim3 3¢p(PpeKTHBHOCTH NPUMEHsIEMbIX IPOrPAMMHO-ANINIAPATHBIX CPEACTB
ol0ecrieyeHnst HHPOPMALMOHHOM 0€30NIACHOCTH B CTPYKTYPHOM NOAPa3aeJeHIH.

1. Kak 1 ¢ moMonIbI0 4ero Mporu3BOIUTCS TECTUPOBAHNE C UMHUTALIMENH HHOPMAIIMOHHBIX YTPpo3?
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2. Kak kmaccu(uuupyroTcs THIIB TPUMEHSEMBIX IPOTPaMMHO-ANIaPaTHRIX CPEICTB 00eCTIeUeHUs
nH(pOpPMaIMOHHOM 0€30MMaCHOCTH B CTPYKTYPHOM TO/Ipa3ieieHun?

3. Kakue KpuTepuu UCIOIB3YIOTCS IS OLeHKHU 3()(PEKTUBHOCTH MPUMEHSIEMBIX IPOTPAMMHO-
annapaTHbIX CpeiCTB o0ecredeHuss MHPOPMALMOHHOM O€3011aCHOCTH B CTPYKTYPHOM I0Jpa3AeIeHUn?

4. Yem cnenyeT pyKOBOJCTBOBATHCS MPH MPUHATUH PEILICHHS 110 BEIOOPY UCIOIB3YEMOTO
IIPOrpaMMHO-aIIapaTHOIO CpeIcTBA 0OecredeHnss HHPOPMALMOHHON O€3011aCHOCTH B CTPYKTYPHOM
nojApazzaesieHun?

5. B xakoM Bujie Ui pyKOBOJCTBA IIPEAIPUATHS YA00HEe NPEICTaBUTh PE3Y/bTaThl aHAIN3a
3¢ EKTUBHOCTH MPUMEHSIEMBIX TPOrPAaMMHO-AIIAPATHBIX CPEJICTB oOecneueHuss HH()OpMaIMOHHON
0€30I1aCHOCTH B CTPYKTYPHOM I0JIpa3/ieIeHUuN?

Tema 1.5. Yuactue B o0ecrieueHun yuera, 00padoTKky, XpaHeHHUs U Nepegadu
KOH(}UIeHIIUAIbHOI HHpOpMaLH.

1. Ha 9yto cnenyer oOpatuTh BHUMaHUE MIPU N3YUYEHUH MTPABUI yueTa, 00pabOTKH, XpaHEHUS U
nepeaayu KoH(UASHINAIbHON HHPOPMALUU HAa IPUMEPE OINPEIEIIEHHOTO YUPEXKACHU?

2. Kakue BO3MOKHBI BUJIBI YTPO3 B MpoLIeccax ydera, 00paboTKH, XpaHEHUS U Tepelaun
KoH(puACHITMAIbHON nHpOopMarun?

3. Kakue MeponpusaTusi MOT'yT CHU3UTh BEPOSITHOCTB YIpo3 B IpoLieccax y4dera, 00paboTkH,
XpaHEeHHUs U nepesiaun KOHPUIeHIIMaabHON nHpopmanun?

4. KakuMy OCHOBHBIMH MTPUHIIUIIAMH CJIEAYET PYKOBOJICTBOBATHCS MPH pa3paboTke (b0
MOJICpHU3ALIUM ) IPAaBUI yyeTa, 00pabOTKU, XpaHEHUS U Nepeaay KoH(puAeHMalIbHOU HHpopMaumn?

5. Kakue ocHOBHBIE TPeOOBaHUS MPEIBIBISIOTCSA K CHCTEME Y4eTa 1 MOHUTOPUHTA TPOILIECCOB
00paboTKH, XpaHEHHUs U Tlepeaadn KOHPUACHITMAIbHOU HHpopManuu?

Tema 1.6. IlpuMeHeHHe HOPMATHBHBIX MPABOBbIX AKTOB, HOPMATHBHBIX METOANYECKUX
AOKYMEHTOB 110 o0ecreyeHu0 MUHGOPMALMOHHOM 0€301IACHOCTH POrPAMMHO-ANNIAPATHBIMH
CpeICcTBAMHU MPH BHINOJTHEHHH 33124 PAKTUKH

1. Kakue cymecTByt0T HOpMAaTHBHO-IIPABOBbIE aKThI [0 00eCHIeueHHI0 UH(OPMALIMOHHOMN
0€30MacHOCTH IPOTPAMMHO-aNNapaTHBIMK CPEICTBAMU ?

2. Kakue cylecTByt0T HOpMaTUBHbIE METOAMYECKUE TOKYMEHTHI 110 00€CIIeUeHUI0
MH(POPMAIIMOHHOHN 0€30MacCHOCTH MPOrPAMMHO-AMIAPATHBIMU CPEACTBAMU?

3. K10 pa3pabarsiBaeT JIOKaJlIbHbIE HOPMAaTUBHBIE IOKYMEHTHI 110 00ECIIEUEHUIO
MH(POPMAIIMOHHOM 0€30MacHOCTH MPOrPaMMHO-AIIAPATHBIMU CPEJICTBAMH Ha JJAHHOM TPEIIPUSTHN?

4. KTo KOHTpOJIUpPYET UCTIOIHEHHUE MTPABHJI 10 00eCIIeYeHUI0 NHPOPMALIMOHHOM 0€301MacHOCTH
MPOTPaMMHO-aNMapaTHBIMK CPEJICTBAMU Ha TAHHOM TMPENNTPUATHHN?

5. Eciu uMeroTcst HeKOTOpbIe MTPOTHUBOPEUUS MEXK/1Y TOCY1apCTBEHHBIMU U JTOKAIbHBIMU
HOPMAaTUBHBIMH JJOKYMEHTaMU 110 00ecredeHHI0 HHPOPMAIIMOHHOM 0€30acCHOCTH MPOTrpaMMHO-
anmapaTHbIMU CPEACTBaMU HA JAHHOM IMPENNPUATHH, TO KaKUe JOKYMEHThI UMEIOT IPUOPUTET?

5.2.3. JK3aMeH MO MOYJII0

IIpomexxyTounas arrectauus no npogeccuoHamsbHoMy Monyiato [IM 02 3amura nHbopMmaiuu B
ABTOMATU3HWPOBAHHBIX CUCTEMAX MPOrpaMMHBIMHU U IIPOrpaMMHO-AMIMNApPaTHBIMU CPCACTBAMU IMTPOXOJIUT B
BUJIC HK3aMeEHa.

YcaoBus MOATOTOBKH U NMPOLEIYyPa NPOBeIeHHs IK3aMeHa

[IpenonaBaTenu npodecCHOHANBHOTO LHMKIA pa3padaThIBAlOT KOHTPOJIbHO-OLCHOYHBIE CPEICTBa
JUISL TIPOBEJEHUSI KOMILJIEKCHOM OLIEHKH C(HOPMHPOBAHHOCTU MPOPECCUOHANBHBIX I MPOMEXYTOUHOU
aTTeCTalllu MO0 NPOoPecCHOHATBLHOMY MOJYJIIO, IEPeUeHb HATJISAHBIX TOCOOUH, MaTepUaJIOB CIIPABOYHOTO
XapakTepa, HOpMaTUBHBIX JOKYMEHTOB U Pa3IMYHBIX 00pa30B, KOTOPbIE pa3pelIeHbl K UCIOJIb30BAHUIO
Ha 9K3aMeHe.

K »k3ameHy nomyckaroTcst oOydaromuecs, He HMMEIOIINE aKaJeMHYeCKOH 3aJ0JDKCHHOCTH W B
MOJTHOM 00BbEeMe BBIMOJHUBIIME Y4YEOHBIM IUIaH WIM WHAMBHIYaJbHBIM Y4eOHBI MJIaH 1O
npodeccnoHaTbHOMY MOJYIIIO.
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5.2.4. MetoauyecKkue MaTepHAJIbl, ONpeAesONe TNPoleIypPbl OIEHUBAHUS 3HAHMIA,
YMeHHHl, HaBBLIKOB M (MJM) ONbITA [JAeSTEeJbHOCTH, XapaKTepu3ywlue 3Tamn
¢GopMupoBaHus KOMIIETEHIM I

Ha »k3ameH Bce oOydaromyiecss MPUXOIST B COOTBETCTBHHM C PACIMCAHUEM, B YCTAaHOBIIEHHOE
BpeMs. Kaxxmomy cTyneHTy BbIiaeTcs OUJIET, B KOTOPOM HMMEIOTCS YEeThIpe Bompoca U jmuct Oymaru. Ha
muct Oymaru ctyaent 3anuceiBaer ®UO, Homep Ouiera u coiepikanirecs B HEM BOIPOCHL. Bpems miis
oTBeTa Ha Bompockl 35-45 muuyt. OTBETHl AAalOTCS B NMUCbMEHHOM Buje. [lo mcTeyeHun yka3zaHHOIO
BPEMEHHU JIMCTHI C OTBETAMH CHAIOTCS IMperofaBaTeto. Pe3ynbTaTsl OlICHUBAaHUS OTBETOB Ha BOIPOCHI
JOBOJATCSI IO CBEICHMsI OOYYalONMIMXCS B TOT JK€ J€Hb. ECIM CTYIEHT BOCHOJB30BAJICS BHEITHUM
HUCTOYHUKOM HH(OpPMAIMK, €r0 OTBETHl HE MPUHUMAIOTCS, W BBICTABIISCTCS HEYHAOBICTBOPUTEIIbHAS
OIICHKA.

[loKyMeHT noanucaH aneKTPOHHOW NoAMUCHI0

AxoBneB Anekcen Hukonaesny

Pektop

OELNEPAJIBHOE TOCYOAPCTBEHHOE BHOXXETHOE OBEPA3OBATEJIbHOE
YUYPEXOEHWE BbICLWWErO OBPA30BAHNA "KY3BEACCKNN
rOCYOJAPCTBEHHbIN TEXHUYECKUNA YHUBEPCUTET UMEHW T.®.
FOPBAYEBA"
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