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BEICIIIETO 00pA30BaHUs
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[Tompa3pmeneHue: HHCTUTYT MPOGECCHOHATTBHOTO
obpa3oBaHuUsg
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CosiHoBa TaThssHa FOpreBHa

IIporpaMMa y4eOHOM IMPAKTHKH

110 NPodeCCHOHAILHOMY MOIYITIO
«JKCIIyaTanusi aBTOMAaTH3UPOBAHHBIX (MH(POPMAIHOHHKIX) CHCTEM B 3al[HIIEHHOM HCIOTHEHUH»

CneransaocTb 10.02.05 Obecmeuenue nHGOPMaXOHHON 6630IaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
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OYHasa

Kemeposo 2024 .

1707271362
1




Pabouyio mporpamMmy COCTaBHUII:

IOOIMMCAHO 311 KY3ITY
[Nompa3neneHue: yueOHO-METOOUYECKOE yIIPABIeHUE
JTOJIKHOCTD: HaYaJIbHUK yIIPaBIeHUA
Hara: 25.03.2024 16:36:09

[Ipokomnenko EBrenusa BUKTOpOBHA

Paboyas mporpamMMa o06CyKaeHa Ha 3acefaHuu Kadeapsl nHGOPMAIOHHON 6€30IaCHOCTH

IIportoxon Ne 3 oT 25.03.2024

IMOOITUCAHO 311 KY3ITY
[Toppa3penenue: yaeOHO-MeTOAUYECKOE YIIPaBIeHNE
JTOJIKHOCTE: HaYaIbHUK yIIPABIeHUA
Hara: 25.03.2024 16:36:30

[Ipokonenko EBrenvs BUKTOpoBHA

CornacoBaHO ITMKIJIOBOM-METOONYECKON KOMUCCHUEH 110 HallpaBJIeHUIO MOATOTOBKY (CIIeIMaaIbHOCTH)
10.02.05 Ob6ecneuyenue nHGOPMAIMOHHOM 6€30MACHOCTA aBTOMATU3UPOBAHHEIX CUCTEM

IMportoxon Ne ot 19.06.2024

IIOOIINUCAHO 311 KV3I'TY
[Nonmpa3nenenue: yaeOHO-METOOUYECKOE YIIPABIEHUE
[OKHOCTD: HaYaIbHUK YIIPABIEHUS
Hara: 25.03.2024 16:37:14

[IpokomneHnko EBrenusi BUKTOpOBHa

CornacoBaHO 3aMecTuTeneM gupekropa no YP UII0

IMOOITUCAHO 311 KY3I'TY
[Togpa3penenue: y4e0HO-METOOUYECKOE YIIPABIIEHNE
HomKHOCTE: 3aMeCTUTENh JUPEKTOpa 10 yuebHo# paboTe
DOata: 25.03.2024 16:37:14

[TonyaktoBa HaTtanbs CepreeBsa

CornacoBaHO 3aMecTuTeneM gupektopa no MP UTIO
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MNOOIMMCAHO 311 KY3ITY
[Nonmpa3nenexHue: yieOHO-METOOUYECKOE YIIPABIeHUE
JOMKHOCTE: 3aMeCTUTeNb UPEKTOpa 10 MeTOAu4ecKol paboTe
Hara: 25.03.2024 16:37:14

BbekiieneBa Kcenus UropesHa
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1. O0uIas xapakTepuCTHKA padodei MPporpaMMsbl MPAKTHKH

YuyeOHasa mpakTHKa SBJISETCA YaCThI0 NMPOTPAMMHE HOATOTOBKM HPO(ECCHHANIBHOTO MOZOYIIA
«BrimonHenue pabot no padoueit npodeccun «OnepaTop 3IEKTPOHHO-BHYUCIUTEIBHEIX U BEYUCIUTEIBHEIX
Malll¥H» OCHOBHOM 00Opa3oBaTebHOU IporpaMMbl B cO0TBeTCTBUU ¢ ®T'OC mo cmenuanbHocTH 10.02.05
Ob6ecneuenne nHGOPMAIMOHHON 6€3011aCHOCTA aBTOMaTU3UPOBAHHEIX CUCTEM.

[TpoxoxXpmeHMe MPAaKTUKYU HaIIpaBlieHOo Ha GopMUpoOBaHNe KOMIIETEHIUIH:

IIK 1.1. ITpor3BOAUTE YCTAHOBKY ¥ HACTPOUWKY KOMIIOHEHTOB aBTOMaTHU3MPOBAHHEBIX

(vEGOPMAIMOHHEIX) CUCTEM B 3allUIIEHHOM HCIOIHEHUY B COOTBETCTBUY C TPeOOBaHUSIMU

SKCIIJTyaTallMOHHON TOKYMEeHTaluy.

3HaTh: COCTaB U IPUHIUIE PaGOTH aBTOMATU3UPOBAHHEIX CUCTEM, ONlePAllMOHHEIX CUCTEM U Cpef;

IPUHIUIE pa3paboTKy alrOpUTMOB IIPOTpaMM, OCHOBHEIX IIPHEMOB IIPOrpaMMUPOBaHUs; Mofenu 6a3

DaHHBIX; IPUHIUIE IIOCTPOEHUS, GU3nYeCcKre OCHOBH pPaboTH nepudepuiiHEX YCTPOUCTB;

YMeTh: 0CyLIeCTBIATH KOMIJIEKTOBaHYEe, KOHGUTYPUPOBaHNe, HACTPOUKY aBTOMATHU3UPOBaHHAIX

CUCTEM B 3alTUIIEHHOM UCIIOTHEHUN U KOMIIOHEHT CUCTEM 3allUTH HH(pOpManuu

aBTOMAaTU3UPOBAHHEIX CUCTEM;

ViMeTh IpaKTUYECKUI OIBIT: YCTAHOBKA M HACTPOMKA KOMIIOHEHTOB CUCTEM 3aIIXTH MHGOpMalnuu

aBTOMAaTHU3UPOBAHHEX (MHGOPMAlUNOHHEIX) CUCTEM;

[IK 1.2. ADMUHUCTPUPOBATh IPOrPAMMHEIE U IPOTPaMMHO-allIapaTHEE KOMIIOHEHTH
aBTOMATH3UPOBaHHOM (MH(MOPMAIMOHHOM) CUCTEME! B 3aIIAIIEHHOM HUCIIOJIHEHUMN.

3HaTh: TEOPETUUECKHEe OCHOBH KOMIIBIOTEDHLIX CeTel U UX allllapaTHHIX KOMIIOHEHT, CETEBEIX MOLeNeH,
IIPOTOKOJIOB ¥ IPUHIIUIIOB afipecaliiy;

YMeThb: OpraHu30BHEBaTh, KOHQUTYPUPOBATh, IPOU3BOSUTL MOHTAXK, OCYIIECTBIATh AUATHOCTUKY U
yCTpPaHATh HEUCIIPABHOCTH KOMIIBIOTEPHEIX CeTeH, paboTaTh C CETEBLIMHU IIPOTOKOIAMHU PA3HBIX
VPOBHEH; OCYIIECTBIATh KOHGUTYPUPOBaHKEe, HACTPOUKY KOMIIOHEHT CHCTeM 3alllUThl HHGHOpMaluu
aBTOMATH3UPOBAHHEIX CUCTEM; IPOU3BONUTL YCTAHOBKY, afallTAlliioO ¥ COIIPOBOXKAEHNE TUIIOBOTO
IIPOTPaMMHOT0 00eCIeYeHusI, BXOASIET0 B COCTAB CUCTEM 3aIlUTH HHGOPMaLUu
aBTOMATHU3UPOBAHHOU CHCTEMEI;

ViMeTh IpaKTU4YeCKUH ONBIT: afMUHUCTPUPOBAHKE aBTOMAaTU3UPOBAHHLIX CUCTEM B 3allIUIIEHHOM
HCIIOJIHEHUY;

K 1.3. O6ecneunBaTh OecrnepeboitHy0 paboTy aBTOMaTU3UPOBAHHEIX (MH(GOPMAIIMOHHBIX) CUCTEM B
3aIUIIeHHOM UCIOJIHEHUY B COOTBETCTBUY C TPeOOBAHUSMYU 3KCIUIyaTAl[MOHHON JOKYMEHTAINH.
3HaTh: IOPSAJNOK YCTAHOBKY U BBOMA B SKCIITyaTalldio CPENCTB 3alUTH HHGOPMAUU B KOMIBIOTEPHBIX
ceTdx;

YMeTh: HacTpauBaTh U YCTPAHATh HEUCIPABHOCTY IPOrPaMMHO-aNIapaTHEIX CPEeICTB 3alUThl
uHGOPMalUY B KOMIBIOTEPHBIX CETAX [10 3aJaHHEIM ITpaBuiIaM;

VIMeTh IpaKTUYECKUil OTBIT: SKCIIJIyaTaluss KOMIOHEHTOB CUCTEM 3alUTH HHGOPMAaluu
aBTOMAaTU3UPOBAHHEIX CUCTEM;

1K 1.4. OcymecTBNATh IPOBEPKY TEXHUYIECKOT'0 COCTOSIHUS, TEXHIUYECKOe 00CITyKUBaHYE U TEKYIIUH
PEMOHT, YCTPAHSATh OTKAa3kl ¥ BOCCTAHABIMBATH PAO0TOCIIOCOOHOCTh aBTOMATH3UPOBAHHEIX
(vHGOPMAIIMOHHEIX) CHCTEM B 3aIIHAIIEHHOM HUCIIOJHEHUHN.

3HaTh: IPUHIUIIEL OCHOBHEIX METOLOB OPTaHU3AIUY U IPOBEJIEHNS TEXHUIECKOT0 00CITyKUBAHUS
BEIYHCIIUTEIBHON TEXHUKY U OPYTUX TEXHUYECKUX CPENCTB UHGOPMAaTH3aLUY;

YmeTs: 00ecneynBaTh paboTOCIIOCOOHOCTH, 00HAPYXKHUBATh U YCTPAHATh HEHCIIPABHOCTH;

ViMeTh IpaKTUYECKUH OIIBIT: AUarHOCTUKA KOMIIOHEHTOB CUCTEM 3aIUTH HHGOPMAINY
aBTOMATU3UPOBAHHEIX CUCTEM, YCTPAHEHNe 0TKa30B U BOCCTAHOBJIeHKE PaboTOCIIOCOOGHOCTH
aBTOMATU3UPOBAHHEX (MHGDOPMAIMOHHEIX) CUCTEM B 3aIIUIIEHHOM UCIOIHEHNH;

2. CTpyKTypa M coaepKaHHe padodyel mMporpaMMsbl MPAKTHKH

2.1 O6beM IpPaKTHKH H BHABI PabOTHI

Bupn yueOGHOH paboThI 00BeM 4acoB
O0s13aTenbHAsI Harpy3kKa (Bcero) 108 gacoB
ITpomesicymouHas ammecmauvus 8 popme .
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2.2 TeMaTHYECKHH I/IaH U COepKaHHE MPAKTHKH

HaumMmeHoBaHHe TeM 0OoBem
Buasl padot
NPaKTHKH 4acoB
Bun npodeccHoHaILHOM esITeIbHOCTH: JKCIUTyaTallusl aBTOMAaTH3HPOBAHHbBIX
(uHPOPMAIIHOHHBIX) CHCTEM B 3alllHIEHHOM HCIIOTHEHHH

Pazgmen 1. YcraHoBKa, | 1.1. YcTaHOBKa IPOrpaMMHOTO 00€CII€UEeHHUST B COOTBETCTBUU | 12

HacCcTpoOHKa M | C TEXHUYECKOU NOKyMeHTalueu

3KCIIyaTalusi CeTeBBbIX

onepamHoOHHBIX CHCTEM.
1.2. Hacrtpo#ika mapamMeTpoB paboOTH OpPOrpaMMHOTO | 6
obecmedyeHus, BKJIOYasi CUCTEMHl yIpaBleHUs 0Oa3zaMu
OaHHBIX.
1.3. HacTpolika KOMIOHEHTOB INOACHUCTEM 3alUTH | 6
“HpOpMaIMKY OIEePAlMOHHBIX CHUCTEM.
1.4. YnpaBneHue y4eTHEIMYU 3alIACAMU II0JIb30BaTes el 6
1.5. Pa6ora B omepaluMoHHBIX CUCTEMax ¢ cobmiomeHueM | 6
OeNCTBYOIUX TpeboBaHUH 110 3aluTe HHGOPMALUU
1.6. YcraHOoBKa 00HOBIEHUS IPOTPAMMHOI0 00eCIIeueHus 6
1.7. KoHTpoOnb I€JIOCTHOCTL IOACHCTEM 3alIUTH | 6
“HGOPMaIMK ONMepaldOHHEIX CHUCTEM.
1.8. BrimonHeHNE pPe3epPBHOT0 KOMMPOBAHUS W aBapUUHOTO | 6
BOCCTAaHOBJIeHUs pPabOOTOCIOCOOHOCTH OIEPAIUOHHOHN
CUCTEMHBI ¥ 06a3bl MaHHHIX
1.9. Hcnonb3oBaHWE NIPOTPaMMHEX CPEeACTB [Ond | 6
apXUBUPOBaHUS MHGOpPMaUUU

Pazgen 2. IIpoBemenue | 2.1. [IpoBemeHue aypguTa 3allUO[eHHOCTH |6

ayguTa 3alIMIIEeHHOCTH | aBTOMAaTHU3UPOBAHHONU CHUCTEME

AQBTOMAaTH3HPOBaHHOM

CHCTEMHBI.
2.2. YcraHOBKa, HaCTpOMKa M JIKCIIyaTalus CETEBHX | 6
OTIEPaIlMOHHEIX CHUCTEM
2.3. IuarHOCTHKA COCTOSHMS IMOMACHCTeM 0e30IacCHOCTH, | 6
KOHTPOJIb HATpPy3KU M PEXUMOB pabOTH CeTeBOH
OTIepaIlMOHHON CUCTEMHI.
2.4. Opranusanus paboT C yoajleHHHIMHU XpaHUIUMaMu | 6
OaHHBIX U 6a3aMU MaHHBIX.
2.5. OpraHu3auusl 3alldIIeHHON Iepefaydyd OaHHBEIX B | 6
KOMITLIOTEPHBIX CETSIX.
2.6. BrimonHeHWe MOHTa)Xa KOMIBIOTEPHEIX CeTeH, | 6

opraHu3anus ¥ KOHQUIyPUPOBaHMe KOMIBLIOTEDHHIX CETeH,
yCTQHOBJIEHWE W HACTpPOMKa IapaMeTPOB COBPEMEHHBIX
CETEBEIX IIPOTOKOJIOB.
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HaunMmeHnoBaHHe TeM 0OoBeM
Bugge! pador
MPaKTHKH 9aCcoOB

Bun npodeccHoHAILHOM IesITeIbHOCTH: JKCIUTyaTallus aBTOMAaTH3HPOBAHHbBIX
(uHpOPMANIHOHHBIX) CHCTEM B 3allIHIEHHOM HCIIOTHeHHH

2.7. OcymiecTBIeHNE OUATrHOCTUKU KOMIBIOTEPHEIX ceTel, | 6
ompeneNeHHe HEUCIPABHOCTEH W CcOOEB MOACHCTEMEI
0e30IaCHOCTH ¥ YCTPAHEHWE HEWCIIPaBHOCTEH.

2.8. 3anonHEeHVe OTYETHOU JOKYMEHTAIUU [10 TEXHUYECKOMY | 6
00CITyKMBAHUIO ¥ PEMOHTY KOMIIBIOTEPHEIX CETEH.

Bcero: 108

3. Yc10BuSA peaii3aliiy NPOrpaMMbl NIPAKTHKH

3.1 TpeGoBaHHsI K MUHHMA/ILHOMY MaTepPHaILHO-TEXHHIECKOMY 00eCIIeYeHHIO0

O6opynmoBaHue pabOYMX MECT:

1. CneunansHoe nomernenue Ne 1406 mpencTtasisieT co60i yu4eOHYI0 aygUTOPUIO [ MPOBENEHUS
3aHATUY JIEKIMOHHOTO THIA, 3aHATUN CEMUHAPCKOT0 THIIA, TPYIIOBRX U MHAWBUAYAIbHLIX KOHCYJIbTAIUH,
TEKYIIEr0o KOHTPOJIS ¥ IPOMEXKYTOYHON aTTeCTalIH.

[TepeuyeHs OCHOBHOTO 060PyNOBAHUA:

KommnexkT mebenu (CTONb U CTyINbs). [TpoekTop. IlepcoHanbHbIM KOMIBIOTED.

IMepeuens nporpaMMHOT0 obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpayzep CryTHUK.

2. CrnernuanbHoe momemenue Ne 1435 mpepcTaBisgeT coboi yueOHYIO ayIUTOPHUIO AJIsI IPOBENEHUS
3aHATHUH JIEKIMOHHOTO THIIA, 3aHITUN CEMHUHAPCKOTO THIIA, TPYIIOBHX U MHAUBUAYAIBHLIX KOHCYJIbTAIUH,
TEKYIEr0o KOHTPOJIS ¥ IPOMEXKYTOYHON aTTECTAIH.

[Tepe4yeHs OCHOBHOTO 060PYOOBAHUS:

Komniext mebemnu (cTomnwl u cTymbs). [IpoekTop. [lepcoHanbHEIe KOMIBIOTEPHL.

Iepeuens nporpammuoro obecrneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpayzep CryTHUK.

3. CmemnuanbHoe momemienre Ne 1251 mpepcTaBiseT coboi yueOHYIO ayIUTOPHUIO A IPOBEHNEHUS
3aHATUH JIEKIMOHHOTO THIIA, 3aHITUN CEMHUHAPCKOTO THIIA, TPYIIOBHX W MHAUBUAYAIbHBIX KOHCYJIbTALUH,
TEKYILET0 KOHTPOJIS ¥ TPOMEKYTOYHON aTTECTAIVH.

[TepeyeHs OCHOBHOTO 060PYOOBAHUS:

KommnekT mebemnu (CTONH U CTyNbs). [TpoekTop. ITepcoHanbHbie KOMITBIOTEPHI.

IMepeuens nporpammuoro obecrneuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CiyTHUK.

4. CnemnuansHoe moMmelnenue Ne 1147 mpepcrTaBisieT co6oit moMellneHUe OIS TPYIIOBEX U
MHOWBUAYaNbHBIX KOHCYNIbTAllUM, TEKYIero KOHTPOISA U IPOMEXYTOYHOM aTTecTallul, a TakXke IOMeIleHus
OJIsI CAaMOCTOSITENIbHOM PaboTH, MacTepPCKue U NabopaTOpuy, OCHAIIEHHEE 000PYIOBAaHUEM, TEXHUYECKUMHU
cpenctBaMu 00y4YeHHUs ¥ MaTepHajaMH, YYUTHBAKOIIUMYA TPeOOBaHUS MEXOYHAPOMHBIX, HAlMOHATBHEIX U
MEXT0CYOapCTBEHHLIX CTAHAAPTOB B 00J1aCTH 3aIlUTH UHGOOPMAIIH.

[Tepe4yeHs OCHOBHOTO 060PYOOBAHUS:

CrnenuanusupoBaHHas Mebenb (CTonbl ¥ CcTynbs); KoMmMmyraTopsl, MeTtannuuyeckue poJIbCTaBHU C
MPYXUHHBIM MexaHu3MoM, Genrie 1650MM*2270MM; Cerid mMetannuyeckuit; Cuctemubie 6moku ITS (i3-
10100/H410M/8 Gb/SSD 240Gb/BIT AA500W); Touka goctyna D-link; MouuTopsr 23.6" AOC 24B1H VA
1920x1080 (16:9), 250km/m2, 5mc, VGA, HDMI, uepHuiie; CucteMHble OnokuMasteroMiddleMCO05,
IntelCorei510400 2.9GHz, 8GbRAM, 240GbSSD, DOS, mporpaMMHO-alIapaTHHN KOMIIJIEKC LIS
o0HapyXKeHWsT KOMIBIOTEPHEX aTak VipNet, cpemctBo moBepeHHOW 3arpy3ku (CI3) CobGonb

5. ITomernerue [71s1 CAaMOCTOSTENIbHOM PabOTE 00yJIaIomUXCs:

CnemuansHoe noMmernieHre Ne 1237 mpencraBisieT coboi MOMeIEHUS [ CAMOCTOSTEIbHON paboThL,
OCHAlleHHbIE KOMIIBIOTEPHON TEXHUKOM C BO3MOXKHOCTBI0O NOOKJIIOYEHUS K HHGOPMAIUOHHO-
TeIeKOMMYHUKaIMOHHOU ceTd VMHTepHET U obecnedyeHHeM [OCTyIa B 3JIEKTPOHHYI0 MHGOPMALKUOHHO-
o0pa3oBaTeNbHyI0 cpefy 06pa30BaTeIbHON OPraHU3alNy:

[epeueHs OCHOBHOTO 060PYIOBAHMUS:
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Kommnekt mebemnu (CTOMEL U CTYmbs). IlepcoHanbHele KoMubpioTephl. KommyTtaTop AlliedTelesynLayer 2
SmartSwitch,

[Tepeuens nporpaMmHOro obecnevenusi: LibreOffice. MozillaFirefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3sepCrnyTHUK.

6. [TomelneHue OJI9 CaMOCTOSITENIbHON paboTE 00y4aroIIUXCS:

CnemuansHoe mometnenue Ne 1211 mpencTaBiseT co6o# MOMEIIEHUs /IS CAaMOCTOSTEIbHON pabOTHI,
OCHallleHHbE KOMIBIOTEPHON TEXHUKOM C BO3MOXKHOCTHI0O NOOKNIOYEHHS K HHDOPMAIUOHHO-
TEeIeKOMMYHUKAIIMOHHOW ceTH MHTepHET M 06ecmedyeHHeM [OCTyIa B 3JEKTPOHHYIO0 MHGOPMALHUOHHO-
00pa3oBaTeNbHYI0 Cpeny 00pa30BaTeIbHON OPraHU3aLUu:

[TepedyeHs OCHOBHOTO 060PYOOBAHUS:

Conenuanu3upoBaHHas Mebenb (CTONB YU CTYJIbS); KOMIBIOTEPHAsS TE€XHHUKA C BO3MOXKHOCTBIO
MOAKITIOYeHUusT K ceTu «MHTepHeT» M obecmedyeHUEM OOCTyMa B 3MEKTPOHHYI MHPOPMAIMOHHO-
obpasoBaTenbHyio cpeny Ky3['TY, B ToM uyucrne:

IIPOEKTOD, SKpaH HaCTEHHEIN MOTOPU30BaHHAIN.

IMepeuens nporpammuoro obecneuenust: LibreOffice. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3epCnyTHUK.

7. Cunenuanpuoe momemnieHue Nel134 mpemcTaBnseT co00¥ KOMIBIOTEPHHIM KIacC OCHAIIEHHBIN
COBPEMEHHOU BEIYUCJIUTENILHOM TEXHUKOM M3 pacyeTa OfHO pabodee MECTO Ha KaXkAOro 00y4arollerocs npu
IIpOBeNeHNN yueOHRIX 3aHATHH B JaHHBIX KJlaccax:

[TepeuyeHs OCHOBHOTO 060PyNOBaHUA:

CrnenuanusupoBaHHas Me0enb (CTONH U CTynbs), NabopaTopHoe obopymoBaHUe, IepCOHANIbHEIE
KOMIIBIOTEPE

Tepedens nmporpaMMmuoro obecnedenusi: CITPYT, Autodesk AutoCAD 2017, Autodesk

Inventor, CIIPYT-TII, SprutCAD, Autodesk AutoCAD 2018, KOMIIAC-3D, Microsoft Windows,
SprutCAM,

CITPYT-OKII.

8. CmenuansHoe mometmenue Ne 1149 npencraBnsgeT cofoit 1abopaToOpPUI0 TEXHUUECKUX CPELNCTB
3aMmuTH UHGOPMAalXy, OCHAIIEHHYIO alllapaTHEIMU CPeLCTBaMU ayTeHTU(UKAIUY [0Ib30BaTeNs; CPEICTBAMU
3amuTH UHGOPMAalUY OT YTeUYKU 10 aKyCTUYeCcKoMy (BUOPOaKyCTM4YeCKOMY) KaHaly ¥ KaHaly 0O0YHEIX
37IeKTPOMAarHUTHEIX U3Ny4YeHUH U HaBONOK; CPeCTBaMU M3MepeHUs TapaMeTpoB GU3NYecKux mnonei (B8 ToM
Yuclie 37eKTPOMArHUTHEIX M3NIyYEHUHM M HABOKOK, aKyCTUYECKUX (BUOpPOAKyCTHUeCKUX) KoneOaHuU);
CcTeHmaMu GU3NYECKON 3aUUTH 00bEKTOB HHGOPMATHU3AIMY, OCHAIIEHHBIMY CPEICTBAMHU KOHTPOJIS HOCTYIIA,
CUCTEMaM¥ BUOEOHAOIIONEHNS ¥ OXPaHbl 00BEKTOB BUPTYaIn3al[UH.

[TepedyeHs OCHOBHOTO 060PYOOBAHUS:

KomnnekT mebenu (CTONMH W CTynbs). IlepcoHanbHBEIE KOMIbIOTEePH. CeTeBOoe 000pymoBaHUeE,
TeXHHUYeCKue, IPOrpaMMHble ¥ IIPOrpaMMHO-allapaTHbe CPefcTBa 3allUTH MHGOpPMaUuM U CPencTBa
KOHTPOJIS 3alUIIeHHOCTH NHpOopManuu.

Mowno6mok (Intel Core i5-10400 / 8 Gb RAM); ropu3oHT KabemnbHHI opranusaTop (25B-1U-02BL);
KOMMYTaI] maHenb KaT.5 (27B-U5-24BL 24 ports); koMMmyTal maHenb KaT.6 (27B-U6-24BL 24 ports); mkad
koMmmyTan Eurolan (S3000-22U 600x600 MM, mepen - cTekno, 3am - Metaini, 60F-22-66-31BL); kommyTaTop
ynpasnseMsiit (D-Link DGS-3130-54TS 48 ports); nporpaMMHo-annapatauii komiiekc (Infotecs IDS-1000);
MOJYJb JOBepeHHOM 3arpy3ku ("Cobosb-4"); CpeCcTBO aKTUBHOM 3aIIXUTH MHGOPMAIUK OT YTEUKU 3a CUET
HaBOOOK MHGOPM CUTHAja Ha Ienu 3a3eMmyieHus u snekrponutanus ("Cornarta-PC3"); Touka moctyma Wi-fi
mByxauana3onHas (D-Link DWL-8620AP); matu-kopabt kKatT 5 (Eurolan); maty-kKopas! kKat 6 (Eurolan);

kabenbHBIN TecTep (CableMaster-800); kommyTatop ymnpasnseMbiii (D-Link DES-1210-28 28 ports);
KoMMyTaTop HeynpasiseMuit (D-Link DSS-100E-9P 8+1 ports); Mmapirpytusartop npoopHo# (D-Link DSR-150
8 ports); Wi-Fi mapmpyTtusatop gByxpuana3onseii (D-Link DWR-980 4 Lan-ports).

ITepeuens nporpaMMHOTO obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHUK.

9. CneumansHoe nomemenue Nell146 mpepcraBnsier coboil nmabopaTopuio MHOOPMALMOHHEBIX
TEXHOJIOTUH, CeTel U CHUCTEM Iepefayu WHGOpMaUuUu, IPOrpaMMUpPOBaHus U 6a3 HaHHBEIX, OCHAIIEHHYIO
pabounMu MecTaMy Ha 0a3e BHUUCIUTEIbHON TEXHUKHU, NOJKIIOUEHHEIMU K JIOKAJbHOM BHIYUCIUTEILHON
ceTu U HHGOPMAIMOHHO-TeJIEKOMMYHUKaIMOHHOM ceTy "VIHTepHeT"; mporpaMMHEIM 00eclieYeHuEeM CeTeBOI0
obopyrmoBaHus; 00y4amIqUM NOPOTPAaMMHEIM o0ecnedeHHeM; 3SMYISITOPaMU aKTHUBHOTO CETEBOIO
000py0BaHUST; IPOTPAMMHEIM 00eCIedeHreM MeXKCEeTeBOT0 SKPAHUPOBAHUS U MOHUTODPHHTA TEXHUYECKOTO

ITepeyeHs OCHOBHOTO 060PYOOBAHUS:

Kommekt me6enu (CTOJIBL ¥ CTYJIBS).
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MynsTumMenua-mpoektop BenQ MP721C; HoyTt6yk AcerAspire5102WLM.; IIpoektop Aser P1383W ¢
KpoHIITeHHOM, Buneo Kabenem 20 m; Cerid metannmuueckuit; Cinunr-cucreMa RODA RS\RU-A 18B cepust
Arctic; Cnnunr-cuctema RU-A07B cepust Arctic; 9kpaH HaCTeHHBIY pynoHHBEIN Projicta ProScreen 183*240
cM.; Cuctemutiit 6mok MK Office (Intel Core i3/41'6/5001°6); IP-kamepa ZQ-IPC3-DAS-36VI Kamepa BHYTP.,
kynonbHas, 1/2.8 "SONY; Mono6mok Powercool, Poccusi; MHorodyHKIMOHANBHOE yCTPOHCTBO (MOY)
PANTUM M6500; ITpunTep nasepuuit Kyosera Ecosys P2040dn.A4 4\6) 1200*1200dpi. mymisKkc, ceTeBow;
[Tepeuendb mporpaMmuoTo ob6ecnedenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CryTHUK.

3.2 UadpopManuoHHOE 00ecIeYeHHE peaTn3alHi MPOr PaMMbI

3.2.1 OcHoBHas nIuTEpaTypa

1. Bataes, A. B. OmepauuoHHBIE CUCTEMBl U CPEdHl : yueOHUK st 00pa30BaTENbHBIX YUPEXKIEHUH
cpepHero mpodeccroHaNnbHOr0 00pa3oBaHus M0 YKPYIMHEHHOU T'PYIIe cheluanbHocTed "MHboOpMaTUKa U
BHIUKCIIMTEIbHAA TexHuKa" / A. B. baraes, H. FO. Hamotus, C. B. Cunuisis ; A. B. Bataes, H. FO. HamoTus,
C. B. CununnH. - 5-e u3ganue mepepaboranHoe - MockBa : Akagmemus, 2021. - 285 c. c. -
(TIpodeccuonanbHoe o6pa3oBanue : MHDOpMaTHKa U BEIYUCIUTENbHAS TexHUKA). - URL: https://academia-
moscow.ru/reader/?id=539321 (maTta obparmmenus: 05.02.2024). - TeKCT : 37€KTPOHHEBIH.

2. KoMneoTepHEIE CeTH : Y4eOHUK [N CpefHero mpodeccuoHanbHOTO 00pa30BaHUS IO
cuenuanbHOoCcTAM 09.02.06 "CeTeBoe u cucteMHOe agMuHucTpupoBanue", 09.02.07 "MudpopmannoHHbe
cucTeMH U nporpammupoBasue” / B. B. Bapunos, Y. B. Bapunos, A. B. Ilponerapckui;, A. H. [Teinekus ; B. B.
Bapunos, U. B. bapunos, A. B. [Iponertapckuii, A. H. IIeibkuH. - 4-e u3[. UCIp. 4 gom. - MockBa : AKageMus,
2021. - 192 c. c. - URL: https://academia-moscow.ru/reader/?id=551458 (mata o6pamenus: 05.02.2024). -
TeKcCT : 37IeKTPOHHEIN.

3. Ilepnoga, O. H. CoagMuHUCTpUPOBaHuE 06a3 JaHHHEIX ¥ CEPBEPOB : YUeOHUK IJIs CTYIEHTOB CPETHETO
npodeccuoHanbHOTo oOpa3oBaHus mo cmenuanbHocTH 09.02.07 "HHbDOpPMANHUOHHEIE CHCTEMBl U
nporpammupoBanue” / O. H. Ilepmoga, O. I1. JIsnuna ; O. H. IIepnoga, O. II. JIsnuHa. - MockBa : AKagemMus,
2020. - 304 c. c. - (IlpodeccuonanbHoe oOpasoBaHume). - URL: https://academia-

moscow.ru/reader/?id=480248 (maTta obparmenusi: 05.02.2024). - TeKCT : 371€KTPOHHBIH.

3.2.2 lonojHUTE/IbHAsA IUTEpaTypa

1. Cumoposa, H. II. Ba3sl JaHHEIX : TPAKTUKYM 10 IPOEKTUPOBAHUIO PENISIIUOHHHIX 6a3 JaHHBIX :
yuebHOe mocobue : [16+] / H. I1. CumopoBa ; TeXHONOTHYECKUY YHUBEPCUTET, UHCTUTYT TEXHUKY U IIUPPOBHIX
TexHonoruit, ®akynpreT UHGOKOMMYHUKALMOHHEIX CUCTEM U TeXHOJIOTUU. - MockBa ; Bepnun : upekT-
Mepgua, 2020. - 93 c¢. : un. - Pexum pocTyma: no mnopgnucke. - URL:
https://biblioclub.ru/index.php?page=book&id=575080 (gata obparuenus: 14.06.2024). - bubnuorp.: c. 85. -
ISBN 978-5-4499-0799-8. - TekCT : 57IEKTPOHHBIN.

3.2.3 MeTonuueckasi TuTepaTypa

1. TlpodeccuoHanbHEIM LUK : METONMYECKHE MaTepHajb Ajisg 00y4YaloUIuxcs HaIpaBJIeHUS
nogroToBku 10.02.05 "O6ecneuyenue WHGOPMANMOHHON 6€30TMACHOCTH aBTOMATHU3MPOBAHHBIX cuCTeM" /
Kysbacckuil rocynapcTBeHHEN TexHudeckul yuusepcutet uM. T. @. 'opbauera ; Kadenpa nrnbopmManmonHOR
6e3omacHocTH, coctaBuTtenu: E. B. ITpokonenko, A. B. MexBenes, A. I'. Kupenbepr. - Kemeposo : KyaI'TY,
2020. - 290 c. - URL: http://library.kuzstu.ru/meto.php?n=9964 (gata obpamenus: 05.02.2024). - TekcrT :
3JIEKTPOHHBIN.

2. MeTogmueckue yKasaHus M0 0QOPMIIEHHUIO OTYETOB IO MPAKTHKE, KYPCOBHX pPaboT (IIPOEKTOB) U
BHITYCKHEIX KBaTU(PUKAIMOHHBIX padoT : mmsa Bcex crenuanbHocTed CIIO / Ky36acckui rocynapCTBEHHBIN
TexHU4YecKui yHuBepcuter uM. T. ®. ['opbauesa ; Kadbenpa nHGopMaTUKY ¥ MHOOPMAILMOHHEIX CUCTEM,
coctaButenu: H. C. TTonyskToBa, T. C. CemeHoBa. - Kemeposo : KysI'TY, 2022. - 1 daiin (762 K6). - URL:

http://library.kuzstu.ru/meto.php?n=10478 (mata obpamenus: 05.02.2024). - TeKCT : 3€KTPOHHBIH.

3.2.4 Pecypcsol HHPOPMAIHOHHO-TEIEKOMMYHHKAIIHOHHOH ceTH «UHTEepHeT»

1. 3UOC KyaI'TY:

a) dnekTponHas O6ubnmoreka Ky3['TY. - TeKCT: 37eKTPOHHHI // HayuyHo-TeXHWYeCcKas 6ubnuoTeka
Kys6acckoro rocyiapCTBEHHOT0 TEXHUYECKOT0 yHuBepcuteTa uM. T. @, 'opbayesa : caiiT. - Kemeposo, 2001
- . - URL: https://elib.kuzstu.ru/ . - TeKCT: 371€KTPOHHEIH.
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https://academia-moscow.ru/reader/?id=539321
https://academia-moscow.ru/reader/?id=539321
https://academia-moscow.ru/reader/?id=551458
https://academia-moscow.ru/reader/?id=480248
https://academia-moscow.ru/reader/?id=480248
https://biblioclub.ru/index.php?page=book&id=575080
http://library.kuzstu.ru/meto.php?n=9964
http://library.kuzstu.ru/meto.php?n=10478

b) IMopTan.Ky3I'TY : AsTomatu3upoBanHas Uadopmarnmonsas Cuctema (AWC) : [cait] / Ky3bacckuit
TOCYHapCTBEHHEN TexHu4Yeckuit yHuBepcuteT uM. T. @. 'opbauesa. - Kemeposo : Ky3I'TV, [6. r.]. - URL:
https://portal.kuzstu.ru/. - Pezkxum gocTyma: [ns aBTOPU3. IOJIb30BaTeNel. - TEKCT: 37eKTPOHHBIN.

c) OnekTpoHHOoe obOyuenwue : [caiT] / Ky3bacckuii rocyqapCTBEeHHBIN TEXHUYECKUN YHUBEPCUTET UM. T.
®. 'opbauesa. - Kemeposo : Ky3I'TY, [6. r.]. - URL: https://el.kuzstu.ru/ . - Pexxum moctyma: s aBTOpHUS.
nonbs3oBaTened Ky3I'TY. - TekcT: 31eKTPOHHEIN.

2. ®CTIK Poccuu : PefepanbHas Cyxk0a 10 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTPOJTIO : OQHUITMATbHEIN
caut /| ®AY «'HUUU TIT3U ®CTIK Poccum». - MockBa, 2004 - . - URL: www.fstec.ru. - TekcT:
3JIEKTPOHHBIH.

3. SecurityLab.ru : uadopmanuoHHL# mopTan no 6e30macHOCTH : cauT. - MockBa. - URL:
https://www.securitylab.ru/ . - TeKCT: 371€KTPOHHBIH.

4. MemapTameHT o6pa3oBaHus Bomoromckou obmacTtu : opunmanbHeM caitT. - Bomorma. - URL:
http://depobr.gov35.ru/ . - TeKCT: 37I€EKTPOHHEIN.

5. BIOMETRICS.RU : Poccuiickuit 6uoMeTpuuecKuit mopTan : cait. - Mockea, 2000 - . - URL:
www.biometrics.ru . - TeKCT: 31€KTPOHHBIX.

6. InformationSecurity/udpopmarmonHas 6e30macHOCTb : caiT. - MockBa. - URL: http://www.itsec.ru.
- TeKCT: 37IeKTPOHHBIH.

7. eLIBRARY.RU : mayuHas 3nekTpoHHas 6ubGnuoreka : caiit. - MockBa, 2000 - . - URL:
https://elibrary.ru. - PexxuM mocTyma: s 3apeTUCTPHUP. IOIb30BaTeNnel. - TEKCT: 91eKTPOHHBIH.
8. T'apaHuT. py : uHGOPMAUUOHHO-TIPAaBOBO# mopTan : caT. - Mocksa, 1990 - . - URL:

https://www.garant.ru/ . - TeKCT: 371eKTPOHHEIH.

9. KoncynberauTllnioc : KoMObp0TepHass COIpaBOYHO-IIpaBOBasd CUCTeMa : cauT. - Mocksa, 1992 - . -
URL: www.consultant.ru . - TeKCT: 3€KTPOHHEIN.

10. EguHoe OKHO gocTyma K 00pa30BaTeNIbHBIM pecypcaM : nHGopMaImonHas cucteMa : cat / ®TAY
T'HUU UTT «Mudopmuka» . - Mocksa, 2005 - . - URL: http://window.edu.ru/ . - TeKCT: 31eKTPOHHEIH.

11. Poccutickoe o6pa3oBanue. emepanbHbIi 00pa3oBaTeNbHEIN mOpTan : cait / ®T'AOY II10 LIPTOIT u
WT. - Mocksa, 2002 - . - URL: www.edu.ru . - TeKCT: 37IeKTPOHHEIH.

4. ®oHJI OLIEHOYHBIX CPEICTB
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DOHJL OLEHOYHHBIX CPEACTB IJIsI MPOBEEHUS TPOMEKYTOYHON aTTECTAlMK 00YJAOIIUXCS 10 yueOHOU
IIpakTUKe 0 IpodecCuoHaNIbHOMY MOAYII0 "OKCIIyaTalus aBTOMAaTU3UPOBaHHEIX (MHQOPMAIMOHHEIX"

4.1. MMacoopT ¢poHTA ONEHOYHBIX CPEICTB

[MnaHupyeMble pe3yabTaThl 00YYEHUS 0 TPAKTUKE.

ITpakTrKa HampaBjeHa Ha GOpMUPOBaHKE CIIENYIOUINX KOMIIETEHIIUHN BEITYCKHUKA:

®opMa TeKyInero
KOHTPOJIsI 3HAHWH,
yMEeHHH,

Bup 3HaHUSA, YMEHHUsI, IPAKTHIECKHH OIBIT,
. Kon NPAaKTHYECKOro ONBITA,

npodeccuoHaTbHOH Heo0XomuMbIe 1Isi (POPMHPOBAHUS

KOMIEeTeHIHH . HEOOXOIMMBIX ISt
DesATeIbHOCTH COOTBETCTBYIOIIEH KOMIETEeHIIHH

¢opMmupoBaHus
COOTBETCTBYIOIIEH
KOMNEeTeHIHH
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Bup
npodeccuoHanbHOH
DesATeILHOCTH

Kog
KOMIIeTeHIIUH

3HaHMsA, yMEHHsI, IPAKTHYECKUH OIBIT,
HeoOxomuMeIe 11si GOpMHUPOBaHUST
COOTBETCTBYIOIEH KOMIIETEHIIHH

®opMa TeKyInero
KOHTPOJIsI 3HAaHUH,
yMeHHIH,
NMPaKTHYECKOT0 ONBITA,
HeOOXOTHUMBIX /IS
¢dopMupoBaHua
COOTBETCTBYIOIIEH
KOMIETEHIUH

9KcOnnyartanus
ABTOMATH3UPOBAHHBIX
(MEbGOPMALUOHHEIX)
CHCTEM B 3aIIUIIEHHOM
WCIIOJIHEHUHU

K11

3HaTh: CcoCTaB ¥ INPUHOUOE PaboTH
aBTOMATU3UPOBAHHLIX CHUCTEM, OIepaldOHHEIX
CHCTeM ¥ Cpef; HOPUHIOUIE pa3paboTku
aNropuTMOB IIpPOrpaMM, OCHOBHHIX INIPUEMOB
IpOrpaMMUPOBaHUS; Mopmenu 6a3 HDAHHBIX;
IPUHIUIB IOCTPOEHUS, QpU3ndecKue OCHOBHI
paboThl mepudepUiHEIX YCTPORCTB;

VYMeTh: oOCymecTBIATh KOMIJIEKTOBaHUE,
KoHburypupoBaHUE, HAaCTpPOUKY
aBTOMATH3UPOBAHHEIX CUCTEM B 3alIUIIeHHOM
UCIOJIHEHUY KW KOMIIOHEHT CHCTeM 3allUTH
“HGOPMaLl aBTOMaTH3UPOBAHHBIX CUCTEM;
HAMeTs ONPAKTHYECKHH ONBIT: YCTAHOBKA U
HACTpOlKa KOMIOHEHTOB CHUCTEM 3aljUTH
nabpopManuu aBTOMATHU3UPOBAHHBEIX
(MEGOpPMAIUOHHLIX) CHCTEM;

[IpoBepka OT4YéTa IO
pasfeniaM IPaKTHKH.

MK 1.2

3HaTh: TEOPETUYECKHE OCHOBHI KOMIIBIOTEPHEIX
ceTell W UX aNlapaTHEIX KOMIIOHEHT, CETEBHIX
MofieIieli, TPOTOKOJIOB ¥ MPUHIUIIOB afpeCalliy;
YMeTb: OpraHMW30BHBATb, KOHOUIYPHPOBATh,
IIPOHU3BOOUTH MOHTAaX, OCYILIECTBIIATH
OMAarHOCTHUKY M YCTPaHATh HEUCIPABHOCTH
KOMIIBIOTEPHHIX CeTeHd, paboTaTh C CETEBEIMHU
IPOTOKOJIAaMH Pa3HHIX YPOBHEH; OCYIIECTBIATh
KOHQUTYPUDPOBAHUE, HACTPOUKY KOMIIOHEHT
cucTeM 3AM[HUTH AEHbGOPMANHUHK
AQBTOMATU3HPOBAHHEIX CHCTEM; IPOM3BOIUTH
YCTaHOBKY, afalTalui0 ¥ CONPOBOXKIEHHUE
TUIIOBOTO IIPOTPAMMHOTO 00€CIeYeHHus,
BXONAIIEr0 B COCTaB CHCTEM 3alUTEH
“HGOPMALMY ABTOMATH3UPOBAHHON CHCTEMEL;
HMmeTh NPAaKTHYECKHH
ONMBIT: AOMUHHUCTPHPOBAHHUE
AQBTOMATH3WPOBAHHBIX CHCTEM B 3ALIUIIEHHOM
HCIIOJIHEHUHY;

I[IpoBepka OTYETa IO
pa3genaM IPaKTHKH.

K 1.3

3HaTh: MOPIMOK yCTAHOBKH W BBOJA B
9KCIUIyaTallMI0 CPEeCTB 3AIIUTH HHGOPMAILUK B
KOMITBIOTEPHBIX CETSIX;

V¥MeTh: HacTpauBaTh U YCTPAHATH
HEUCIPAaBHOCTH MPOTPaMMHO-aNIapaTHHX
CPe[CTB 3alIUTH WH()OPMALUX B KOMIbIOTEPHBIX
CETSIX TI0 3a[JaHHEIM [TPaBUIIaM;

HAMeTh MPAaKTHYECKHH OMBIT: 9KCIITyaTalUsI
KOMIIOHEHTOB CHCTEM 3allUTH HHMOpMaIuu
aBTOMATH3UPOBAHHHIX CHCTEM;

[IpoBepka OT4YéTa IO
paspmenaM NPaKTHKH.

K 1.4

3HATh: NPUHIMIE OCHOBHEX METOMOOB
OpraHU3alU¥ ¥ NPOBENEHHUS TEXHUIECKOTO
00CTyXKMBaHUS BHYUCIUTENBHON TEXHUKU U
OPYTUX TEXHUYECKHUX CPEACTB MHGDOPMATH3AIMY;
YMmeTh: obecmeumBaTh paboTOCIOCOOHOCTS,
00HapyKUBaTh M YCTPAHATb HEUCIPABHOCTY;
HAMeTh NpaKTHYECKHH ONBIT: OMArHOCTHKA
KOMIIOHEHTOB CHCTEM 3alllUThl WHPOPMALHUHU
aBTOMATHU3UPOBAHHKIX CHCTEM, YCTPaHEHHE
OTKa30B U BOCCTAHOBJIEHHE paboToCIocobHOCTH
aBTOMATU3UPOBAHHLIX (MHGOPMALMOHHEIX)
CHCTEM B 3allUINEeHHOM HCIIONHEHUH;

[IpoBepka OTYETa MO
paspeniaM IpPaKTHKH.

4.2, TunoBbie KOHTPOJIbHLIE 3aJaHUS WIH HHbIE MaTepPHaIbI
TeKy'H.II/Iﬁ KOHTPOJIb yCII€BA€MOCTH U ATTECTALMOHHBIE HCIBITAHUSA 06yqa10m1/1xc;{ MOTYT GBIT])
OpraHu30BaHH C ucnoab3oBaHueM pecypcoB IUOC KysI'TY. [lonHHN oepedeHb OIEHOYHEIX
MatepuanoB pacrmonoxen B OMOC KyaI['TV.: https://el.kuzstu.ru/login/index.php.
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Texymumit KOHTPOJIb YCIIEBAEMOCTH ¥ aTTECTALMOHHbIE UCIIHITAHUS MOTYT IPOBOOUTHCS B MUCEMEHHOM
¥ (U1u) yCTHOMU, U (UNIK) 3JIeKTPOHHOU dopMe.

4.2.1. OneHoYHbIE CPEJCTBA IPH TEKYIeM KOHTpOoJIe

Tekymuit KOHTPOOb M0 yueOHOU MPaKTUKE 3aK/II0YaeTCs B MTOATOTOBKE U CHaye OTYETA IO pa3fesiaM
npakTuku. OTYET HOMXKEH COflepKaTh CIIeyIOlINe CBeIeHHUS:

. TUTYJIbHEIH JIUCT;

IeJTh;

3afaHue;

TeopeTu4YecKue OCHOBEL;

. OIIMCaHNe UCIOJIb3yeMbIX KOMIIOHEHTOB;
. CKPHHIIOTH Pa3paboTaHHEIX 3JIEMEHTOB.

R

B 065{3aTeJ'IBHOM IIOpsAfKe K OTYETY IIPUKJIAAbIBAIOTCS (I)aﬁnm, CO3aHHBEIE B MIPOIIEeCCE BHIIIOJIHEHUA
pabor.
KpuTepuu OleHUBAHMS:

90-100 6amIoB - MpU PAaCKPHITHY BCEX PA3MENiOB B IIOJTHOM 00HEME;
80-89 6asnmoB - Mpu PaCKPHITUYU BCEX PA3MEJIOB C HEJOYEeTaMUy;

60-79 6anmoB - TPy PaCKPHITUU HE BCEX PA3[eNioB B IOJTHOM 06BEME;
0-59 GanmoB - IPK PACKPHITHN HE BCEX Pa3IerioB.

KonuuecTBo 0asIIoB 0-59 60-79 80-89 90-100
IIIkana oleHUBAHUS HEeyn YIOBT XOPOIIIO0 OTJINYHO

ITpumepol munoswix 3adaHuii Ha NPAKMUKY:

1.1. YcTaHOBKa HPOrpaMMHOro o0ecCHedYeHHsI B COOTBETCTBHH C TEXHHYECKOH
TOKyMEeHTaI[Heu

3amaHue 1. M3yuuTe TeXHHUYECKYI0 HOKYMEHTAIUI0 ycTaHaBnuBaeMoro I10; mopsgok yCTaHOBKHU
mopynest ITO; cTpykTypy OyOyIIMX KaTajoroB; alnapaTHEle TpeOOBaHUA K KOMILIOTEPY, Ha KOTOPOM
IJIaHUpyeTcsd pa3BepHyTh [10.

3apmaHue 2. BrimonHUTe MEepBUYHYI yCTaHOBKY [1O Ha 3amaHHBINM KOMIBIOTED, YIOBIETBOPSIIOMNUNI
anIapaTHEIM TPeOOBaHUIM.

3apgaHue 3. BrmonHKUTE TOHKYI0 HACTPOUKY IO B COOTBETCTBUY C OKyMeHTaluel

3apmanue 4. Co3gaiTe (ecnu HyKHO) TECTOBYIO YIETHYIO 3allUCh YCJIOBHOTO IT0JIb30BaTEJIS U IPOBEPLTE
HOCTYI K OCHOBHOMY (yHKUHOHay [10

1.2. HacTpoHKa mapaMeTpoB pa®oThl MPOrpaMMHOr0 00eclmed4eHHsi, BKII0UYasi CHCTEMbI
ynpaBjieHus1 6a3aMH JaHHBIX.

3apgaHue 1. BrnmonHuTe TOHKYI HacTpoliky IIO / CYB], Bkniodass BOIPOCH WHPOPMaIUOHHON
6e30I1aCHOCTH, CETEBOE B3aUMOJENCTBUE (€CITH HYKHO)

3amanue 2. BrimonHuTe nopkmoueHue Tpebyemoit Bl K HacTpoeHHO! paHee CYB]T

3aganue 3. [IpoBepbTe OT MMEHHU PSNOBOTO IOJIb30BaTeslsd M agMuHucTparopa ¢yuknuu CYBI mo
ynpasnenuto B]I.

3apanue 4. [IpoBepbTe BO3MOXKHOCTh 9KCIOPTa (BEIIPY3KM) M UMIIOPTa (3arpy3Ku) maHHHIX B/u3 BII ¢
nomotrsio CYB]T

3aganue 5. [IpoBephTe C MOMOIIBI0 UHCTPYMeHTOB SQL BO3MOXKHOCTH gocTyma K B]I.

1.3. HacrTpoiika KOMIIOHEHTOB MOICUCTEM 3aIUTHI HHPOPMaUH ONepPalHOHHBIX CHCTEM.

3apmanue 1. Hactpouts mratHyo (3amuTHUK Windows) Uy BHEIIHIO aHTUBUPYCHYIO IPOTpaMMy Ha
aBTOMATHU4YeCKOe CKAHWPOBAHWE MCIONHSIEMHX (alioB U DPeryiasipHOe aBTOMAaTHYeCKoe OOHOBIEHUE
QHTUBUPYCHBIX 0a3. [Ipu HEOOXOOUMOCTH HOOABUTH HafleKHbIE CIEeNU(GUYHBIE TPOTPAMMEL B KaTETOPHIO
«JToBepeHHBIE» UMK «MCKII0UeHUI»

3apmanue 2. HacTpouTh MeXKCETEBOU 9KpaH AJI HOMAIIHUX, KOPIIOPATUBHEIX, O0IIECTBEHHLIX CeTel Ha
6JI0KMPOBKY BHEIIHeTO TpaduKa B HaHHEIN KoMIboTep. [Ipyu He0OXOOUMOCTH OISl HOBEPEHHEIX UCTOYHUKOB
HaCTPOUTH UCKIIIOYEHUS.

1.4. YopaBjieHue y4eTHBIMH 3alMCsIMH I10/Ib30BaTe/ el

3apmanue 1. Co3maTh HYXHOe KOJIMYECTBO YYETHHIX 3alMCed, MPUCBOUTH UM COOTBETCTBYHOIIUE
TIOJIHOMOYHS ¥ 3aaTh IAPOJIH [JIs JIOKAIIBHOTO KOMIIBIOTEDA.

3agaHue 2. BBecTM KOMIBIOTED B OOMEH, a 3aTEM BBECTH YYETHYH 3alUCh MOJIb30BaTeNsd B

COOTBETCTBYIOIIYIO HOMEHHYIO TPYIIIY.
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3apmanue 3. HacTpouTs 415 0/1b30BaTENs IIepeMeliaeMblil TPoQuIb B Ipefenax foMeHa.

1.5. PaGoTa B omepamHOHHBIX CHCTEMAaX C COOII0geHHEeM JeHCTBYIOIIUX TPeOOBaHUH IO
3amuTe HHGOPMANHU

3amanue 1. ITOOKMIOYUTH K KOMIIBIOTEPY U HACTPOUTH CPENCTBO allapaTHON ayTeHTHPUKAIUU
TI0/Th30BaTEIS.

3apmanue 2. HacTpouTh TPYIIIOBYIO IOIUTHUKY 6€30MacHOCTH TakK, UTOOH TpeGoBasach [IMHA ITaposis He
MeHee 8 CUMBOJIOB, C Y4€TOM CJIOKHOCTHU TIapoJIisi ¥ CMEHH ero 1 pa3 B MecsIl.

3amanue 3. Iy Hauboiee BaXKHEIX MAIOK YCTAHOBUTDL PEXKUM IM(POBAHUS B CBOUCTBAX

3apmanue 4. HacTpouTh CHHXPOHU3AUUIO TPEOYEMOH TaKy C 06JIaYHEIM OUCKOM.

1.6. YcraHOBKa 00HOBJIEHHSI HPOTPAaMMHOI0 00€eCIeYeHHsI

3apmanue 1. [Tomyuuts uHbOpManuio o Tekymei Bepcun [10 u npoBepuTh Hanuyne 06HOBIEHUN

3amanue 2. BLISICHUTE CTI0COGBI YCTaHOBKY 00HOBIEHUMN

3amanue 3. [IpounTaTh EpeYeHb UCIPABIIEHNH B HaHHOM OOHOBIIEHUY ¥ BO3MOXKHEIE TPOOIIEMEI.

3apanue 4. [IpUHATH pelleHre 0 He0OXOOUMOCTH YCTaHOBKY OOHOBIIEHUH U €CNH TIOJI0XKUTENbHOE, TO
YCTaHOBUTH €TO.

3apmanue 5. [TpoBeputs paboty I10 mocne yCTaHOBKYM 0OHOBIEHMUS.

1.7. KoHTPO/Ib EeJI0CTHOCTH MOJCHCTEM 3alIUThl HH(POPMAIIMH OIIEPAllHOHHBIX CUCTEM.

3apmanue 1. O3HAKOMUTHLCS C HACTPOMKAMHU TPYINOBEIX ¥ JIOKAJIBHBIX MONUTUK 0€30MaCHOCTH Ha
KOMIIBIOTEDE, eCNIX OH He B foMeHe. Ecnu B cocTaBe LOMeHa, TO U3YUYUTh IPYNNOBYI0 IPUHAAIEXHOCTD
TIO/Th30BATENS ¥ €T0 TIOJTHOMOYHS.

3apmanue 2. O3HAKOMUTBLCS C MepPeuYHEM YCTAaHOBJIEHHHIX 00HOBIEHMM, KacaeMo WHGOPMALUOHHOM
6e3omacuocT OC, ¥ eclii UMEIOTCS He YCTaHOBJIeHHbIe 0OHOBIEHUS, TO YCTAHOBUTD HX.

3apmanue 3. [Ipy IOMOIIX CIIELAANbHLIX YTUIUT BHIIOIHUTH IPOBEPKY LIEJIOCTHOCTHU MONCHCTEM 3aIlUTHI
uHpopManmu B faHHO# OC, IOIYYUTb OTYET ¥ CAETIATH BHIBOT

1.8. BpinmojiHeHHe pe3epPBHOr0 KONMHPOBAHHMS M aBapPUHHOT0 BOCCTAHOB/IEHHSA
PadoTOCIIOCOOHOCTH ONMEPAIlHOHHOM CHCTE€MbI M 0a3bl TaHHBIX

3aganue 1. HacTpouTh aBTOMaTHYECKYI0 apXUBalUio JaHHBIX C 3alaHHON MePUOAUYHOCTEIO.

3agaHue 2. BKIIOYUTh ¥ HACTPOUTHh BO3MOXKHOCTh aBTOMATUYECKOTO CO3JaHUS TOYEK BOCCTAHOBIIEHUS
CHUCTEMBI

3aganue 3. Co3gaHWe [UCKAa aBapUMHOTO BOCCTAHOBIEHMUS CHCTEMBl M INPOBEpPKa €ro
paboToCTIOCOOHOCTH.

3apmanue 4. HacTpouTh 1 IpoBepUTh PaboTy aBTOMAaTHYECKOM PeryaspHor apxuBanmy Bl Ha 3aaHHBIN
OUCK

1.9. ¥Ucnonb30BaHHE NPOrPaMMHBIX CPEICTB /IS apXHBHPOBaHUA HHPOPManuu

3apauue 1. CpaBHUTHL CTeNEHb CXKaTusl Hauboiee MONAPHEIX apxuBaTopoB: WinRAR, 7-Zip, WinZip,
WCIIONb3YsT OJUH U TOT K€ TECTOBHIH (ari.

3aganue 2. M3yuurte ¢yHKIHUOHAJ, YHOOGCTBO MCIONIb30BAaHUS M BO3MOXKHOCTb HHTErpaluu
apxusupymwouiero [10 B coctaB OC (KOHTEKCTHOE MEHIO)

3apmanue 3. YCTaHOBUTE W HACTPOMTE BaM¥ BHIODAHHBIN apXUBATOP, TPOBEPHTE €T0 pPadoTy.

2.1. ITpoBeeHue ayauTa 3alMIEHHOCTH aBTOMAaTH3HPOBAHHON CHCTEMBI

3amanue 1. O3HaKOMHUTLCS C IepeYHeM KpUTepues 3amuineHHocT AUC B Tabmulle, eCiu ero HeT, TO
COCTaBUTL.

3apmanve 2. 3am0IHUTH TAOIUIy OTBETAMU Ha BOIIPOCHI 110 KaXKAOMY KPUTEPHUIO.

3aganue 3. [Ipy HAMTUYUY CHEeIMATU3UPOBAHHOTO [10 BHIIOMHUTH TECTHI [AJIT aHANTHM3a YSI3BUMOCTHU U
TIONTYYUTh OTYET.

2.2. YcTaHOBKA, HACTPOMKA M IKCIUTyaTAIlUs CETEeBBIX ONEePAllHOHHBIX CHCTEM

3apmanue 1. BumonHuTh mepBuuHyio yctaHoBKy OC Windows Server 2012 (2016) Ha cepBep nu60 ero
SMYJISIUIO B CPefie BUPTYaIbHBIX MaIIuH

3apmanue 2. HacTpouTh cepBep B KaYeCTBE HOMEH-KOHTPOJIIEPA JIOKAJbHOM CETH, a TaKXKe CIIyXKOHI
DHCP u DNS. IIpoBeputs ux paboTy.

3apanue 3. B cooTBeTcTBUU C pa3paboTaHHOM MONUTHUKOM OGe3omacHoCTH (ecnu He paspaboTaHa, TO
CleyaTh 3TO) BHIIOJIHUTH HACTPOWKY 6E30MacHOCTH, a TaKXKe MOJMUTHUKY JIOKANIbHHIX, TJT00aTbHBIX U
YHUBEPCAJILHBIX TPYIII TOIh30BaTeNe.

2.3. IMarHOCTHKAa COCTOSTHHS MOACHCTEM 0e30MacCHOCTH, KOHTPOJIb HarPpy3KH H PeKHMOB
padoTHI CeTEeBOH ONEePallMOHHOM CHCTEMBI.

3apmanue 1. MU3yuuTh cucteMHble xKypHaimel OC, oTHOCSMIMECS K MOAcUcTeMe Oe3omacHoCTH. [Ipu
HayIu4yuu Ipo06JIeM BEIIUCAThH UX.

3agaHue 2. C IOMOLIBI0 CHCTEMHEIX MOHUTOPOB PECyYpCOB OILIEHUThH CTeleHb 3arpy3ku U
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TIPOU3BOAUTENILHOCTH JAHHOTO KOMITBIOTEDA.

3apmanue 3. C momomibio crnenuanu3upoBanHoro 10, Tuna Traffic Inspector (unu aHamoruyHoOro)
U3y4uTh 3GGEKTUBHOCTb PABOTH CETU U CTEIeHb 3arpy3KU CeTeBOr0 KaHaja, IIPOXONSANIIero Yepe3 JaHHbIN
KOMITBIOTED.

2.4. Opraru3anus padoT ¢ yJajJleHHBIMH XpaHHIHINAMH JaHHBIX H Da3aMH JaHHBIX.

3amanue 1. HacTpouTh MOIb30BATENIbCKUE KOMMIBIOTEP AJisg paboTH C yOaJleHHBIM XPaHUIUIIEM
OaHHHX. Pa3pelenue Ha ynaneHue U U3MeHeHUe (QaiiyioB - B COOTBETCTBUY C IOIUTHKON Oe3omacHocTH. Kak
BapHMAaHT - B KAYECTBE yaJIeHHOT0 XPaHWINIIA MOTYT HMCIIONb30BATHCS 00MayHEle AUCKU. CHHXPOHU3AIMS
[OJIZKHA BHITIOJIHATHCS aBTOMATHYECKH.

3apanue 2. Hactpouts kmueHTCKy0 CYB]II mist paboTs ¢ yoaneHHou Bl B COOTBETCTBUM C MONUTUKOMN
0e30I1aCHOCTH.

3aganue 3. OT UMEeHM afMUHUCTPATOPA MONYYUTh HHGOPMAIIMIO O KOTHYECTBE U UCTOYHUKE 3aITPOCOB
Ha NpUMepe OHOTO T0JTb30BaTeNs.

2.5. Opranu3anmsi 3allMIIeHHOH NepeIaYyH JaHHBIX B KOMIbIOTEPHBIX CETSIX.

3aganue 1. BriGbpaTth Haubonee MOOXOASAINME 3AI[ULIEHHBIE TMPOTOKOJE Mepefayd HAaHHBIX I
COOTBETCTBYIOIET0 yPOBHS Mopenu OSI.

3amanue 2. BeiOpaTh Haubonee mogxonsantue [10 mis mudpoBanus GaiiioB U TeHePAluU KITIOYeH,

3apmanve 3. BEIIOJTHUTE HACTPOMKY BEHIOPAHHEIX IPOTOKOJIOB ¥ 10 muppoBaHus U reHepaluy KiIoden
Ha KJIMEHTCKOT'0 KOMIIbIoTepa. HacTpouTh 3amuineH bl KaHaa Ha OCHOBE COEOUHEHUS IIPOBONHOM JIOKaIbHON
CeTH.

2.6. Belno/IHEHHEe MOHTAaXa KOMIbIOTEPHBIX CeTeH, OpraHU3allHusi U KOHGHUrypupoBaHHE
KOMIbIOTEPHBIX CeTeH, yCTaHOB/IEHHE H HACTPOHMKAa MapaMeTPOB COBPEMEHHBIX CEeTeBBIX
IPOTOKOJIOB.

3aganue 1. BeIIOMHUTH MOHTaX ¢parMeHTa (WM MMOJHOCTHIO) NoKanbHOUW ceTu Ethernet B
COOTBETCTBHUM CO CXeMOW C pa3MelneHus B Kabejb-KaHalaxX ¥ YCTAHOBKOW HACTEHHHIX MHGOPMAILMOHHBIX
PO3€ETOK.

3agaHue 2. YCTaHOBUTE (II0 BO3MOXKHOCTH) B FeOMETPUYECKOM LIeHTPe JIOKANbHOU CETU KOMMYTATOD U
TIOIK/TIOUYUTh K HEMY CETMEHTHI CETH TI0 TOTIOJIOTHH «3BE3Ma».

3aganue 3. [IpoBepUTh Ha y371aX CETH HaIU4MeE CETEBHIX IPABEPOB U MTPU HEOOXOOUMOCTH YCTaHOBUTH
UX.

3apganue 4. [Tpu orcyrctBuu DHCP - cepBepa HacTpouts py4ynywo [P-ampecanuio COriacHO IPOTOKOILY
TCP/IP Ha KaXX[oM CETEBOM y3II€.

3apmanue 5. Ecnu TpeGyeTcs BHXOM M3 JIOKAJIBHON CETH B CETb UHTEPHET, TO BHIIIOJHUTL HACTPOUKY
MeXKCEeTeBOI0 9KpaHa Ha KaXXIOM CeTeBOM y3Je.

2.7. OcymecTBIeHHE THArHOCTHKH KOMIbIOTEPHBIX CETEH, onpeie/ieHHe HEHCIIPAaBHOCTEH U
Cc00eB MOICUCTEMbI 0€30IIaCHOCTH H YCTPAaHEHHE HeHCIIPaBHOCTEH.

3apanue 1. C moMoIIbI0 CENMAIbHOTO UHCTPYMeHTa (060pymoBaHHUS) ONMpenenuTe MecTo oOphiBa
Kabens «BUTas mapa».

3aganue 2. C mMOMOIIBI0 CETEBOTO CKaHepa OmpemenuTe Haubojee W HaMMeHee 3arpyXKeHHHIE
HampaBJIeHUs IepPefady TakeToB. II0NbTaiTeCh HAUTH 3aKOHOMEPHOCTD TIOSIBJIEHHUS TUKOBEIX 3HAYEHUH.

3amaHue 3. Ha ogHOM K3 KOMILIOTEPOB B JIOKAJIbHOM CETU CeTeBas KapTa uMeeT «(iym», 4To
nmectabunmusupyet padoty cetu. Heobxomumo 06HaPyKUTh MPOOIEMHYIO CETEBYIO KapTy.

3apmanve 4. C momoinsio ITO mpodeccruoHanbHOro (GariepBoia, YCTAHOBIEHHOTO Ha KOMIBIOTEpE
MTPOAHAU3UPYHUTE MOMKITKYA TECTOBEIX aTak.

3amanue 5. [IpoaHanu3upynTe CUCTEMHBIE XKYPHAIH 6€30IaCHOCTH ¥ CHOPMUPYITE CITUCOK ITPoOIieM U
BO3MOKHBIX PEIIEHUH.

2.8. 3ano/iHeHHEe OTYETHOH JOKYMEHTAIHMH M0 TEeXHHYECKOMY O00CIYXKHBAHHIO H PEMOHTY
KOMIIbIOTEPHBIX CEeTeH.

3amaHme 1. CocraBeTe Tabnuny B Excel unu Word, B cTonbumax kKoTopo¥ OymeT ciemyrooiias
vHpoOpManus:

- maTa obpalleHus KI1ueHTa

- maTa yCTpaHeHus Mpo6IeMel

- omcaHue MPoOIIeMEl CO CI0B KIIMeHTa

- oImucaHue TPo6IeMbl CITeIHaTHCTOM [TOCIE ee aHalu3a

- 3aMeYeHHEIE COMYTCTBYIOUIME MMPOOIEMbI B CETH ¥ PEKOMEHJALIUY 110 YCTPAHEHUIO

- PabOTHI IO YCTPAHEHHIO TPOGIEMEI CIIEIIMATUCTOM C YKa3aHUEM THIIa PaboT - ITAHOBHIE /| aBaPUUHEIE

- TIOANXCE CIIeNMATUCTa

3apmanue 2. BHecuTe nHOPMAIUIO 0 HEIAaBHO IPOBEIEHHEIX PAab0Tax U MPEeACTaBbTe AJIS IPOBEPKHU
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IIpernofaBaTerio.

4.2.2. OueHOYHBIE CPEICTBA MPH MPOMEXKYTOYHOM KOHTPOJIe (3adeT, MU PUPHHITEPOBAHHBIH
3a4eT)

dopMo¥ MPOMEKYTOUHON aTTECTAllUU SBNsSIeTCS nuddepeHIUMPOBAHHEIN 3a4eT, B MPOIlecce KOTOPOTro
otpefenseTcs chopMUPOBAHHOCTh 0003HAUYEHHHKIX B IIPOTpPaMMe KOMIIETEHIIAHN.

WHCTPYMEeHTOM u3MepeHus cPOPMUPOBAHHOCTH KOMIIETEHLMM SBISETCS yYCTHAs WU MUCbMeHHas
3alluTa 0TYeTa 110 IPaKTHUKe.

[Tpu 3aumTe 0TYETA O MPAKTHKE HEOOXOAMMO aTh OTBET HA [IBa TEOPETUYECKUX BOIpOca. [omycKoM
K IPOMEXKYTOYHOHO!N aTTECTAIMY SIBIISETCS BEIIOJHEHNE BCeX TPEeOOBaHMH TEKYIIEr0 KOHTPOIIS.

Kputepuu olleHVBaHUS TPU OTBETE Ha BOIPOCH:

- 90-100 6anmoB - Ip¥ MPaBUIBHOM ¥ ITOJTHOM OTBETE Ha [Ba BOMPOCA;

- 80-89 GannoB - Mp¥ MPABUIBHOM ¥ IIOJTHOM OTBETE Ha OJWH M3 BOMPOCOB U MPABUILHOM, HO He
TIOJTHOM OTBETE Ha APYTOM U3 BOIIPOCOB;

- 60-79 6annoB - MpH MPABUIFHOM U HEIIOJTHOM OTBETE TOJIBKO Ha OOMH U3 BOIIPOCOB;

- 0-59 6annoB - MPU OTCYTCTBUY NMPABUIBHEIX OTBETOB HA BOIIPOCHL.
KonuuectBo 6anmos|0-59 |60-79(80-89 [90-100

[IIkana oIleHUBAHYSI|HEY|yOOBI[X0POLIO|OTIHYHO

IIpumepvl eonpocos K 3autume omuemos:

Pa3zgen 1. YcraHOBKA, HACTPOMKA M 9KCIUTyaTAllMsl CETEBBIX ONMEPAIHOHHBLIX CHCTEM.

1.1. YcTaHOBKa HpPOrpaMMHOro o0ecHnedYeHHsI B COOTBETCTBHH C TEXHHYECKOH
DOKyMeHTallHeH.

1. Ha 4T0 HykHO 00paTUTh BHUMAHKE IIPK BEIOOPE alapaTHOTO U CUCTEMHOTO 00eCIIeYeHus oI
pa3BepThBaHUsA crienuanbHoro 10 umu AUC?
2. YTO0 menaTh, eCnu apoJjib YYETHOU 3alUCU C afMUHUCTPATUBHEIMU [IpaBaMu yTePSH, HO Hy2KHO YCTAHOBUTh
ro?
. Yro BrIIO4aeT B cebs nepsryHasa ycraHoBKa [10? OnummTe KpaTKo e€ alropuTM.
. Uto BKTIOYaeT B ceOst TOHKas HacTpoiika I10 mocie nIepBUYHOM YCTaHOBKH ?
5. YTo menaTh, eCIM YCTAaHOBKA MM HAacTpoika I1O He UAET 10 3aJaHHOMY aJTOPUTMY M BHIIAET OIIHOKY?

S~ W

1.2. HacTpoiika mapamMeTpoB padOTHI MPOrPpaMMHOr0 oGecmedeHHsi, BKI04Yasi CHCTEMBI
yIpaB/ieHHsi 6a3aMH JaHHBIX.

. Kakue mapaMeTphl OTHOCSTCS K HHGOPMaIMOHHOH 0e30IacHOCTH Ipu HacTpoiike I10 / CYB?

. Kakue meicTBUS BHIIONHSIOTCS MPH MORKIoYeHun Tpebyemoit Bl k umetomeiics CYBI]?

. Kakue petictBus npu pabote ¢ B]l 4acTo 3amperneHtl HEKOTOPEIM [10JIb30BATENISM?

. B kakux ¢popmaTax MOTYT OBITH UMIIOPTUPOBAHLL / SKCIIOPTUPOBAHHE JAHHEIE IO 3ampocy u3 / B BII?
. Kaxue komanpas SQL yalle BCero UCIOIb3yIOT agMUHUCTPaTOphl B]I fyis moctyna u npoBepky BII?

U W N =

1.3. HacTpoiika KOMIOHEHTOB MOICHCTEM 3aIUTHI HHGOPMaAIMHU OIePAIIHOHHBIX CHCTEM.

1. Kakue KOMIIOHEHTEL BXOAST B COCTAB IIOICUCTEMEI 3aIUTH UHGOPMAINK OTePalliOHHEIX CUCTEM?

2. B KaKuX KOHCOJIAX / allIlyIeTax HaXOAsaTCsa HHCTPYMEHTEL 11 HACTPOUKY KOMIIOHEHTOB [TOJCHUCTEM 3alllUTHL
rH(bOpMaIMK ONepaluoHHBIX cucTeM Ha mpumepe OC Windows.

. Kakum yrposam MoxeT IIPOTUBOCTOATH ITOACUCTEMA 3alIUTH HHGOPMAIUK OllepalliOHHEIX CUCTEM?

. Kakum o6pa3om BEIIONHSETCS HACTPOHKa 6€30II1aCHOCTH JIOKAJIbHOTO KOMITBIOTEpa?

5. Kakum 06pa3oM BHIIOJIHSAETCS. HACTPOMKa 6e3011aCHOCTH KOMIIBIOTEPA, BKIIIOUEHHOI'0 B COCTAaB JOMeHa?

S~ W

1.4. YopaBjieHHe y4eTHBIMH 3allHCSIMH II0/Ib30BaTeIeH

1. Kakue [eliCTBUS BBEIIOIHSIOTCS DU HACTPOMKe YUETHEIX 3alKCel Ha JIOKaJIbHOM KOMIIbIOTEpe?
2. Kak u KTO MOKEeT BHECTH CYLIECTBYIOLIETO II0Ib30BATENIS JOMEHA B IPynITy ¢ 60Jiee BEICOKUMHU
IIOJIHOMOYUSAMU?
. OnuummTe KpaTKoO aJifOPUTM CO3[aHUS IepeMelaeMoro npoduis noab30BaTes
. Kax BrImomnHseTCa BBOL / BRIBOJ II0JIb30BATEILCKOI'0 KOMITBIOTEPA B / U3 JOMEHa?
5. fBnsgeTcs nu BCTPOEHHas CUCTEMHAs y4eTHas 3aluch ADMUHUCTPATOP aHaIorOM CO3aHHOM yUeTHOH
3aIUCH C IIpaBaMU afMUHUCTPATOpa?

> W

1.5. PaGoTa B OonepamHOHHBIX CHCTEMaX C COOI0eHHEeM JeHCTBYIOIUX TPeOOBaHHH IO

3amuTe uHGopMauu
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. KakuM MUHEMaIbHBEIM TpeﬁOBaHI/IHM HOJI2KEH yHOBJIETBOPATEL I1aPOJIb, YTOOHI JIaHHBIfI KOMIIBIOTEP CUUTAJICA

3allUIIIeHHBIM 1 0e30mmacHBIM?

. KakuMu gonKHE OBITh HaCTpOﬁKH CIIAIIero pexrnMa U 3aCTaBKH, YTOORI TaHHBIN KOMIIBIOTEP CHUTAJICSA

3aIUULIEHHEIM U 0€30IaCHEIM?

. Kak MoxkHO chopMynupoBaTh ODHUM NPERIoKeHNeM 60jiee XKEeCTKYI0 IOUTHKY HHHOPMALUOHHOH

6e30I1aCHOCTH, IPUMEHSIEMOM Ha KOMIIBIOTEPE U IIpu paboTe B ceTu?

. UTo maeT BKIIIOYEHHE MTapaMeTpa «ImudpoBaHue» B CBOMCTBaX (daiina?
. Kakue mapamMeTpsl MONMUTHK 0€30IaCHOCTH JIOKAJIBHOTO KOMITBIOTEPA GOJIbIIIE BCETO BIMSIOT HA 3aAIIUTY

uHbopManuu?

1.6. YcTraHOBKA 00OHOBJIEHHSI HPOTPAaMMHOT0 00€eCIeYeHHsI

. Kakum o6pa3om Ha mpumepe OC Windows MOKHO y3HATh Kakue OOHOBJIEHUS YCTAHOBJIEHHI?
. Kakue cnoco6e! ycranoBku o6HOBNIeHu# [10 cymecTByOT?

. Kak BrimomnusieTcss 0OHOBIeHUe MpoIuBKY (firmware) [ms pa3nuyHbIX YCTPONUCTB?

. Bcerpa mu HyXHO cpa3y ycTaHaBiIuBaTh 00HOBNEHUE [107?

. MoxHO ¥ ymanuTh ycTaHOBNIeHHOE 00HOBNIEeHHEe T10?

1.7. KOHTPOJ’IB IIEeJIOCTHOCTH IMOJCHCTEM 3alllUThI m-l(l)opmaunn OIlePallHOHHBIX CUCTEM.

. Kakue d)aKTOpLI BIIMAIOT Ha IEJIOCTHOCTHh IIOACHUCTEM 3allIUThI I/IHdt')OpMaLII/II/I OnmepauroOHHBIX cucrem?
. Kakumu BHEITHUMU CpenCTBaMi MO2KHO YCUJIUTD LEJIOCTHOCTD IMOOCHUCTEM 3AIlIUTHL I/IH(bOpMaHI/II/I

OnnepanmroOHHBIX cucrem?

. Kakumu IIPOTrPaMMHEBIMH CPEACTBAMU MOZKHO OII€HUTH IIEJIOCTHOCTh U HAJE€2XKHOCTh ITIOACUCTEM 3alllUTEI

rHbOpMaIuu OnepanuoHHEIX CUCTEM?

. BO3MOXKHO 71 3KCIITyaTHPOBATh KOMIIBIOTED, HAa KOTOPOM O0Hapy2KeHa Gpelb B MOJCUCTEME 3aIUTH

uHGOPMAINUY OIIEPAI[MOHHON CUCTEMbL?

. Ecnu na KOMIIBIOTEPE B COCTaBe O(l)I/ICHOfI JIOKAJIbHOM CeTHu 06Hapy>KeHa YA3BUMOCTB B LIEJIOCTHOCTH

IIOACHUCTEMEI 3alllUThL I/IHdI')OpMaHI/II/I, TO YTO HY2KHO CHeJIaTh B IIEPBYIO oqepenb?

1.8. BrinmojHeHHe pe3epBHOro KOIHPOBAaHHSA H aBapnﬁnoro BOCCTAHOBJIEHHS

paﬁOTOCHOCoﬁl{OCTIfI onepaunonﬂoﬁ CHUCTeMbI H 0a3bI JaHHBIX

1.

U W N

O WN -

O W N -

Kak HacTpouTh aBTOMaTUYECKYIO0 apXUBaliio JaHHbIX Ha npuMepe OC Windows? OmumimTe KpaTko
aNrOPUTM.

. 17151 4eTo HYXKHBI TOYKHM BOCCTAHOBJIEHHSI CUCTEMBI, KaKue MTPOBIEME MOXKHO PELINTh C TIOMOIIbIO UX?
. Ha Kakue HOCUTENH PEKOMEHAYETCS JejIaTh PE3EPBHOE KOIMPOBAHNE JaHHBIX?

. C Kako¥ MepruogMYHOCTHI0 PEKOMEHAYETCS BEIIOHATE Pe3ePBHOE KOMUPOBAHUE aHHBIX?

. Kakumu nporpaMMHEIMY CPeICTBAMHU MOXKHO CO3[aTh 00pa3 OnepaluoHHON CUCTEMEI?

1.9. Ucnonb30BaHHE NPOrPaMMHBIX CPEICTB /IS apXHBHPOBaHUA HHPOPManuu

. B uem otnuuue BcTpoeHHHX B OC CpefCcTB apXyBalluy OAaHHLIX U apXUBaTOPOB?

. Kakoit apxuBaTop nopmepkuBaeT 60IblIee KOMHYEeCTBO (OPMATOB apXUBOB?

. Kakue napameTphsl apXMBUPOBAaHUS MOXKHO HaCTpauBaTh B apXUBaTOpax?

. M0XHO ¥ UCIIOH30BaTh apXUBATOP B PeXKHUMe KOMaHIHOM CTPOKU?

. KakuMmu momonHuTENbHEIMA QYHKINSIMU KPOME apxXuBaluy / eapxuBanuu obmamaeT apxuaTop WinRAR ?

Pa3nen 2. [IpoBegeHue ayauTa 3alMIIEHHOCTH aBTOMAaTH3HPOBAHHOH CHCTEMBI.
2.1. ITpoBeeHue ayauTa 3al[UIEHHOCTH aBTOMAaTH3HPOBAHHON CHCTEMBI

. Kakue xputepuu uCnons3yrTCs A7 aHanu3a 3amunesaocta AVC?

. KT0 yrionHOMOY€eH IPOBOAUTH ayAUT 3alIUINEeHHOCTH aBTOMATU3UPOBAHHON CUCTEMBEI?

. KT0 momxeH yCTpaHsTh BEIIBIIEHHEIE B X0[le ayAuTa HECOOTBETCTBUA?

. Kakue yactu AWC nopgmnexaT poBepKe B X0e ayouTa 3allUileHHOCTH aBTOMaTU3UPOBAaHHON CHCTEMBI?
. Kakoe crnermranbroe [10 / TeCTH UCIIONB3YIOTCS AJIS TPOBEIEHUS ayauTa 3alIUIIeHHOCTH

aBTOMATHA3UPOBAHHOU CUCTEMBI?

2.2. YcTaHOBKa, HaCTpOfIKa H IKCI'TyaTallusi CeTeBbIX OIIePAIlTHOHHBIX CHCTEM

. Kakue oCHOBHEIE CeTEBBIE HACTPONKM HEOOXOMMMO CHeNaTh B yCTaHOBIeHHOU ceTeBor OC?
. Kakue ceteBrie Mogyu ¥ KoMrnoHeHTH ecTh B OC Windows Server Standard 2012 (2016) ?
. K uemy cBoguTcs HacTpoiika cinyx6s DHCP Ha cepBepe u KIHEHTe?
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4. K ueMy cBOgUTCSI HaCTpoika ciayxk0b DNS Ha cepBepe U KITHEHTE?
5. Kakue KOMIIOHEHTH CETEBOTO NMOJKITIOUEHNS KaK MUHUMYM IOJIKHbI ObITh aKTUBHEL M HACTPOEHHI IJI
B3aUMOMENCTBUSI KOMIBIOTEPOB B JIOKAIbHOU CeTu?

2.3. JuarHoCTHKa COCTOSTHUS NMOACHCTEM 0e30IMacCHOCTH, KOHTPOJIb Harpy3KH H PEXHMOB
PaboTEHI CeTeBOi ONEePAIHOHHOH CHCTEMBI.

1. T'me 8 OC Windows HaxomsATcsi cucTeMHbIe KypHanbl OC, OTHOCSIIHECS K mofcucTeMe 6e30macHOCTH?

. TlosicHUTE KPaTKO TIe HaXOAUTCS U KaK MOJIb30BaThCS CUCTEMHEIMU MOHUTOPAMU PECYPCOB?

. KpaTko omummte ocHoBHEIE BO3MoxKHOCTH I10 Tuma Traffic Inspector (uiu aHanoruyHoro)

. Kakumu mporpaMMHBIME ¥ allllapaTHRIMU CPEACTBAMU MOXKHO OUArHOCTHPOBATH COCTOSTHUS IMTOOCHUCTEM
6e3omacHocTu ceteBoit OC?

5. B03MOXKHO NT¥ KaK-TO aKTUBHO YIIPaB/ISATh HArPy3KOU CETEBOU ONEePallMOHHOM CUCTEMEL?

> W N

2.4. Opraau3anusi padoT C yIa/IeHHBIMH XpaHWIHIIAMH JaHHBIX H 0a3aMHu JaHHBIX.

1. OmumuTe KPaTKo anroOpuTM pPaboTH C yAaJeHHBIM XPaHUIUIIEM JaHHBX Uiu BT

2. OnuuTe OCHOBHBIE NeHCTBUS 110 HAacTpoiike KnueHTCKyo CYB]I nns pabots! ¢ ynanerHo# B B
COOTBETCTBUH C MTONIUTUKON OE30MaCHOCTH.

3. Kak opranmu3oBaTh CETEBOW KaHall st PaboTH C KECTKUM AMCKOM, PACIION0XEHHKM Ha KOMIIBIOTEDE,
HaxXOoASsIIeMCsI B IPyroM ropope?

4. Yto Takoe pennukanusg Bl 1 0y 4ero oHa HyKHa?

5. Kakue ceTeBrle TPOTOKOJIBI HCIIOIB3YIOTCS JIs PAOOTHL C yIaTeHHEIMU XPaHUIUIIAME JaHHbBIX uiu BI1?

2.5. Opranu3anus 3allUIIeHHOH epefadyd JaHHBIX B KOMILIOTePHBIX CeTsIX.

1. TIpuBeguTe IpUMeEpE! 3alUILEHHBIX CETEBLIX IPOTOKOJIOB

2. Kak obecrneunTs 3aIUTy IPOBOJHON KOMIIBIOTEPHOM CETH OT pacIpocTpaHeHus e [IOMUH, a Takxke
3aIUTy caMoi ceTu oT BHelrHux [ITOMUH?

. Kakue kaHab epegayy JaHHEIX ABASAIOTCS 00Jiee 3aUUIEHHEIMY ~ BHIEJIEHHEIE UITH KOMMYTHAPYEMEIE?

. B kakux ciy4asix ompaBraHo UCIIONIb30BaHUE IPOTOKoa https ?

5. Kaxoit pusuyeckuit KaHas lepefayy JaHHEIX o0eclieurBaeT HaUOOIbIIYIO 3aMIUIIIEHHOCT TaHHbIX?

> W

2.6. BolmojiHeHHe MOHTaX)a KOMNOBIOTEPHBIX CeTel, opraHu3anus U KOHGHUTrypHpOBaHHE
KOMIOBIOTEPHBIX CeTei, YCTaHOBJIEHHEe M HAaCTPOHKa mapaMeTPOB COBPEMEHHBIX CeTeBBbIX
IIPOTOKOJIOB.

1. IlepeuncnuTe OCHOBHEIE ITPaBUila MOHTaXa Kabess BuTas mapa st cetu 1 Gb / s.

2. Kakue CcymecTBYIOT BapUaHTHl pa3MelleHusI CEeTEBHIX KOMMYTaTOPOB?

3. Kakue ocHOBHbBIE HACTPOUKY TPeOyeTCs BEIIOIHUTH HA CETEBHIX aialiTePax KOMIIbIOTEPA U B KAKUX
ciIy4dasax?

4. B Kakux CIy4asix UCIONb3yeTcs ceTeBoi npoTokon TCP/IP Bepcuu 6 ?

5. Kak HacTpouTh BX0[ U3 ceTy MIHTepHET Ha KOHKPETHEIN KOMIILIOTED JIOKAIbHOU CeTu?

2.7. OcymecTBIeHHE THArHOCTHKH KOMIbIOTEPHBIX CETEH, onpeieieHHe HEHCIIPAaBHOCTEH U
c00€eB MoACHCTEeMbI 0€30IMaCHOCTH U YCTPaHeHHe HeHCIIPaBHOCTEH.

. HeM oT/IM4aeTCs CeTeBOM CKaHED OT CETEBOI0 TecTepa?

. Kakumu cpencTBaMu MOXKHO OIpefeNuTh TpabuK CeTH, OMNOKY, KOITU3UU?

. K KakuM HeraTUBHLIM SBIIEHUSIM [IPUBOAUT HaIUuWe CETEBHIX IIeTeNb U BCeTia JIM OHU BPEOHEI?

. Kakue cymecTByiOT BUEI MEKCETEBHIX 3KPaHOB?

. CymectByet nmu B OC Windows CHCTeMHBIN KypHaJ, 0TPaXKaloIui HapyIleHus B paboTe cetu ? Eciu Oa,
TO THe UMEHHO?

O WN -

2.8. 3ano/siHeHHe OTYETHOM JOKYMEHTAIMH IO TeXHHYECKOMY OOCIYXKHBAHHI0O H PEMOHTY
KOMIIbIOTEPHBIX CEeTeH.

1. KTo u {151 4ero JOJIKEeH 3alOJIHATh OTYETHYIO JOKYMEHTANXIO 10 TEXHUYECKOMY 00CITyKUBaHUIO U
PEMOHTY KOMIIBIOTEPHEIX CETen?
2. B kakoM Bufie ¥ ¢popMaTe MOKET BECTHCh OTYETHAS HOKYMEHTALUS 0 TEXHUYECKOMY 00CITyKUBAHUIO U
PEMOHTY KOMIIBIOTEPHEIX CETEN?
. Begercs nu oTyeTHasa mokyMmeHTtauus gis cetd Wi-Fi, uMeromieiicsa B OpraHu3alydn’?
4. T'me moMKHA XPAHUTHCS OTYETHAS JOKYMEHTAIMS 10 TEXHUYECKOMY 00CITyKMBAHUIO ¥ PEMOHTY
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KOMITBLIOTEPHEIX CETeH?
5. fIBnseTCs M1 OTYETHAs JOKYMEHTAIMS [0 TEXHUYECKOMY 00C/TyKMBAHUIO ¥ PEMOHTY KOMIIBIOTEPHEIX CETeN
OOKYMEHTOM ITOBLIIIEHHOM CEKPETHOCTH?

4.2.3. MeToguuecKue MaTepHaibl, ONpeneIANIHe NMPOoueayphl ONEeHUBaHHUsI 3HAHHUH,
YMEHHH, NMPAKTHYECKOro OIbITa, HEOOXOMUMBIX st (POPMHPOBAHHUS COOTBETCTBYIOIIHUX
KOMIeTeHI UM

ITo uTOraM HPAKTUKU ATTECTYIOTCS 00ydalolluecs, BHIIOJNHUBINNE HNPOTPaMMy NDPAKTUKH U
IIpefCTaBUBIINe WHOWBUAyabHBIE OTYETH 10 IIPaKTHKeE.

DOpMOii UTOTOBOTO KOHTPOJISI MPOX0XKAECHUS MPAKTUKY SIBJIIETCS 3a4eT C OLIEHKOM.

3a4yeT MPOBOAUTCS C YYETOM 3AIIUTH OTYETOB, COCTABJIEHHEIX B COOTBETCTBUHU C TPEeOOBAHUAMU
IIPOrpPaMMBbl TPAKTHUKY, HA OCHOBAaHUY YTBEPKAEHHOTO 3a[jaHuUs HA IPAKTHUKY.

3ammTa OTYeTa IPOBOAUTCS PYKOBOOUTENIEM IPAKTUKY OT KadenpH.

[Tpu npoBefgeHUU TEKYIIero KOHTPOJIS 00y4amoUUics NpenCcTaBIsgeT BHIIOJHEHHEE 3JIeMeHTEH
(pa3pensl) oTyeTa 10O IpPaKTUKE.

[TpenomaBaTens aHANU3UPYET UX COLepKaHNe Ha COOTBETCTBHUE, IIOCIIE YeTo OLleHWBaeT NOCTUTHYTHIN
pe3ynbTar.

[Tpu mTPOBEEHUH TPOMEKYTOYHON aTTECTAIL[MY 00YYAIOIIUIICS TPEACTABIISET OTYET 0 IPAKTHKE.

[TpenogaBaTenb aHANTU3UPYET COOEPKAHNE 0TUETA, 3aTeM IIyTeM Gecembl ¢ 06yJalOUMMCST BEISABIISIET
€ro CrIoCOOHOCTh 000CHOBEIBATE IIPUHATHIE PEIICHNUS.

5. UHbIE CBegeHus U (MIM) MaTepHaIbl

OTuer 1o IIPaKTUKE ABJII€TCA OCHOBHBIM OOKYMEHTOM, XaPaKTEPU3YIIIUM pa60Ty o6yqafomer0051 BO
BpeMd IPAKTUKU. OTYeT COCTaBNSETCS B COOTBETCTBUU C HpOFpaMMOfI IIPAKTUKU U COOEPAKUT Clieayroiue
pa3aerinr:

1. TUTyNBHBIN TUCT.

2. Pabouuii rpaduk (mIaH) IPAaKTUKY, YTBEPKIEHHbIH 3aBeAyIONINM Kadenpoi U COTIIaCOBAaHHEIH C
pykoBopuTeneM npakTuku oT Ky3['TY u (unu) npennpusTus.

. BemeHnne.

. BrImonHeHVe WHOUBUAYAIbHOTO 3aJaHus.

. BBIBOTIHL.

. CIMCOK MCIO0Th30BAaHHBIX KICTOYHUKOB U IUTEPATYPHL.

o Ul B~ W

TpeboBaHus K 0POPMIIEHHIO OTYETA

Pe3ynbTaThl MPaKTUKYU NOMXKHBL ObITH 0POPMIIEHH B GOopMe 0THETa, B COOTBETCTBUU C TPEOOBAHUSIMMU:

CTpaHuIls He 06BOASITCS B PaMKaX, IOJIS HE OTHOEINSIOCs YepToii. Pa3aMepk! monei He MeHee: JIeBOTO -
30 MM, npasoro - 10 MM, BepxHero - 20 MM 1 HUXKHeErO - 20 MM. Hymepanus cTpaHUn oT49eTa - CKBO3HAaA: OT
TUTYJIBHOTO JIUCTA L0 MOCJIeTHETr0 JIUCTA IPUTIOKEHUH.

HowMmep cTpaHullbl Ha TUTY/IBHOM JIUCTE HE IIPOCTABIITIOT.

HowMmep cTpaHulb CTaBAT B [eHTPe HUXKHEHN 4aCTH JINCTa, TOYKA II0CIe HOMepa CTPAHUIIE He CTaBUTCS.

CTpaHuls, 3aHaTHeE TabIUIaMy U WITIOCTPALUSIMHU, BKIIOYAIOT B CKBO3HYIO HyMepaluio.

O6beM oTyeTa IO IMpakKTHUKe MONXKeH ObITh He MeHee 16 cTpanwull (6e3 yuyeTa MPUTOKEHUMH)
MamuHonucHoro Tekcta (mpudt 14nt, Times New Roman, yepe3 1 unTepBam). OT4eT HOJKEH OHITH
oTmeyaTtaH Ha popmate A4 u mommuT. ONKMCAHUS MONXKHE OBITH CXKAaTHIMU. OO0BEM MPHUIOKEHUH He
PErIaMeHTHUPYETCS, @ UX COfepKaHKe OMPeesaeTCss 00yJaIIUMCs CaMOCTOSITETBHO.

OdopmaeHue popmya

DOpMYyJIEL HOJIKHEL OBITH 0QOPMIIEHE! B pefakTope ¢hopmyn. B ¢popmynax B KadyeCTBE CUMBOJIOB CIIENYeT
IPUMEHSATh 0003HAYEHNUS, YCTAHOBJIEHHEIE COOTBETCTBYIOIIMMY I'OCYLAapPCTBEHHEIMY CTaHAapTaMu. Pacyer mo
dbopMynaM BefeTcs B OCHOBHEIX eNMHUIIAX M3MepeHus, GOPMYJIHl 3alUCHBAIOTCS CIIeAYIOMUM 00pa3oMm:
CHayaJa 3amuckiBaeTcss popmysa B 6YKBeHHOM 0003HaYEHUH, [TOCIIe 3HAaKa PaBeHCTBa BMECTO KaXkHoou OYKBHI
TIOACTABISIETCS ee YMCJIeHHOe 3HaYeHNe B OCHOBHOM CHCTeMe eIMHUI] U3MEePEeHUs; 3aTEM CTAaBUTCS 3HAK
PaBeHCTBa U 3allMCHIBAETCS KOHEYHBIN Pe3yNbTaT C efuHuLel u3mMmepenus. [1oscHeHWs CHMBOJIOB ¥ YMCIIOBBIX
K03 duureHTOB, BXOAIAMUX B GOPMYIy, €CIH OHM HE MOSICHEHH paHee B TEKCTE, HOJIKHE OBITh TPUBEEHE
HEIOCPeACTBeHHO mof dopmysol. [losgcHeHUST KaXkOoTo CUMBOJIA ClefyeT HaBaTh C HOBOM CTPOKU B TOMU
TIOCJIef0BATENIbHOCTH, B KOTOPOY CHMBOJIE IIpUBeNeHH B GopMmysie. [IepBas CTpoKa MOSCHEHUS HOJIXKHA
HAYUHATBCS CO CJIOBA «THe» 6e3 IBOETOYMS MOCTIE HETO.

[TepeHocuts HOPMYIH Ha CIEOYIONIYI0O CTPOKY IONYyCKaeTCd TOJIbKO Ha 3HAKaX BHIIOJIHSEMEBIX

1707271362
18



omepauuil, mpuYeM 3HAK B Hadaje ClefyIONleld CTPOKU NMOBTOPSAIOT. [Ipu mepeHoce GopMyIH Ha 3HaKe
YMHOXKEHUS IPUMEHSIIOT 3HaK «X»,

dopmya HyMepyeTcs, ecliy fajiee 10 TEKCTY oHa OymeT BocTpeGoBaHa. PopMyIIH, 3a UCKIIIOYEHUEM
bopMyn, moMelaeMEIX B IPUTOXKEHUY, SOMIKHE HyMepoBaThCSI CKBO3HOM HyMepanuel apabckumu nudpamuy,
KOTOpBIE 3alKCHIBAIOT HA YPOBHE (GOPMYIIEL CIIpaBa B KPYTJIEIX CKOOKax. [lomycKaeTcsa HyMepalus B Ipepeax
pasmena. B atom cnyyae HoMep GOPMYJIE COCTOUT U3 HOMepa pasfelia U IOpAfKOBOI0 HoMepa GOpMYIIHL,
pa3feNeHHBIX TOYKOH.

CCHIIKM B TEKCTe Ha IIOPSAKOBEIE HOMEpa (GOPMyJ JAlOT B KPYTJIEIX CKOOKaxX, HapuMep, B popmye
(9.1).

DopMyJIEL, TIOMEINAaeMble B IPUI0KEHUSAX, TOKHE HYMEePOBAaThCS OTHEIBHOM HyMepaluel, apabckuMu
nudpaMu B Ipemenax KaxmoTro NPUIOXKEHUs ¢ mobaBneHWeM IMepepn Kaxmod nudpoit 0603HaYEHUS
npunoxenus. Hampumep, dopmyna (A.1).

O¢opmaeHue uaatocmpauutl

WnmocTpauuoHHEY MaTepyuas MOXKeT ObITh IPEICTABIIEH B BUAE CXeM, TpaduKoB U T.I. MmocTpanuy,
TIOMeIleHHEBIE B TEKCTE ¥ IPUIOKEHUAX 0TYETa, UMEHYIOTCS PUCYHKaMH.

WnmocTpaluy BEIIOIHAIOTCS B rpaduuecKux pefakTopax M paclojaraloTcs II0ocie IepBOM CCHUIKY Ha
HUX ¥ KaK MOXKHO 6JIMKe K CCHUIKE Ha HUX B TEKCTE.

VnmiocTpauuu, 3a HUCKIIIOYEHHEM HJUTIOCTPALU NMPUIOXKEHWH, CleayeT HyMepoBaTh apabCKuMu
nudpamMu B mpefeiax pasmena, 1ubo CKBO3HOM HyMmepauuei. Hanpumep, «Pucynok 1», «Pucynok 1.1»,
«Pucynoxk 2.1».

CCHUIKY Ha WITIOCTPAIHIO Nal0T B CIEYIOeM BUE: «B COOTBETCTBUU C PUCYHKOM 1».

Wnnioctpanusi mpu HeoOXOZMMOCTH MOXKET MMETh HaUMEHOBAHWE ¥ MOSCHUTEIbHbIE HAHHBIE
(mompuCcyHOUHHIM TeKCT). CoBo "PUCYHOK" U HauMeHOBaHUE TIOMEIIAIOT IIOCTIEe MTOSICHUTENBHOTO TeKCTa 6e3
TOYKY B KOHIIE.

Bce pucynku ¢popmara 6osnbirero, 4eM A4, BHIHOCSTCS B IIPUJIOKEHNUS.

ITocmpoeHue mabauy,

CnoBo «Tabmuia», ee HOMep U Ha3BaHUe [TOMeINAlOT cjieBa Hapg Tabnuiel. Haspanue Tabnuiel, npu
€ro Ha/JIM4Wy, JOJIKHO OTpPaXaTh ee coflepxKaHue, ObITh TOUHBIM, KpaTKuM. Ha3BaHue TabnauIbl 3aUCHBAIOT
4yepes TUpe 1ociie cioBa «Tabnuia» ¢ mponucHol 6yKBE 663 TOUKU B KOHLe. Hampumep: «Tabnuma 2.1 -
TexHUYECKUE JaHHEIE».

3aronoBkY rpad ¥ CTPOK TAOGNUIEI MAMIYTCS C IIPOIUCHOM OYKBHL, a MTO3ar0oJI0OBKY rpad- CO CTPOUHOH
OYKBHI, €CJIM OHU COCTABIISIIOT OOHO MPEMJIOKEHNE C 3aT0JIOBKOM, HJIM C IIPOIMUCHON OYKBHI, €CJTH OHU UMEIOT
CaMOCTOSITEJIbHOE 3HAYEHKE. B KOHIIe 3aroji0BKOB U MO3ar0JIOBKOB TaOIHIl TOYKHM HE CTABST. 3aT0JIOBKH U
[I0[I3ar0JIOBKU rpad yKashBaloT B eIUHCTBEHHOM YUCIIE.

3aroJyioBKu rpad 3amuCHBAIOT TapajUleIbHO CTPoKaM Tabnuilsl. [Ipu He0OXOMMMOCTH OOMYCKAeTCs
[IepIeHANKYIIPHOE PACIIOIoKeHNe 3ar0JI0BKOB Ipad.

Tabnuily B 3aBUCHMOCTHY OT ee pa3Mepa IIOMeIIaloT 107 TEKCTOM, B KOTOPOM BIIEPBEIE laHa CCHUIKA Ha
Hee, WIN Ha CJIELYIOUIEH CTPAHHUIE, a IPU HeOOXOOMMOCTH, B HPUIOKEHUN K NOKYMEHTy. [lomycKaeTcs
IIOMEINATh TabIUIly BIOJb IJINHHOU CTOPOHEI INCTAa JOKYMEHTA.

Ecnu B KOHIle CTpPaHHUILI TabnuIla MPEPHBAETCS, €€ IPONOJIXKEHNE MOMEINAlT Ha CJIeAyIoInen
ctpaHnure. Ilpu nepeHoce TabIUIb HA APYTYI0 CTPAHUIY Ha3BaHUE IIOMEIIAIOT TOJILKO Haf IEPBOM YaCThIO
tabnumsl. CrnoBo «Tabuia» yKa3kBaiOT TOJIBKO ONUH Pa3 CeBa Haf IePBOM YacThIO TAOIMIEL 8, HAR OPYTUMHI
YacTIMU TUIIYT cjIoBa «IIpomoykeHre TaGNUIE» C YKa3aHUEeM HOMepa TaOIUIEL.

Bce Tabnuikl, 3a UCKIIIOUEHNEM Ta0INUI IPUIOKEHUM, HyMepyI0TCs apabckuMu IudbpaMy CKBO3HOU
HyMepanuei. [lonyckaeTcda HyMepoBaTh TabNULEl B Ipefefiax pasfena. B aToMm ciydae HoMep Tabmulbl
COCTOMT U3 HOMEPA pa3ena U IOPSIIKOBOT0 HOMepPa TabIHIIE], Pa3leIeHHOTO TOYKOH.

Tabnuubl KaXmoro NpuiiokeHUs 0003HAYAIOT OTHENbHOM HyMepalueld apabckumu nudpamu C
noOaBreHus meper 1uppo 0603HaAYEHUS TPUTOKEHUS, HanmpuMep, «Tabmuia A.1», ecu oHa IpuUBeeHa B
TIPUJIOKEHu: A.

Ha Bce TabuIbl HOKyMeHTa [JOJIKHEI OBITh IPUBEIEHE! CCHIIKY B TEKCTE, IIPY CCHIJIKE CJIOBO «TabiIuIia»
MIUIIETCS ONIHOCTRIO C YKa3aHUeM ee HoMepa.

OgopmaeHue cnucka sumepamypel

CHuCOK IUTepaTypH ABNsgeTcs 00s3aTeIbHHM (HEHYMepOBaHHEIM) pPa3[elioM oT4yeTa, 0bopMIseTcs B
cootBercTBum ¢ IOCT 7.1-2003 "CucTeMa CTaHOAPTOB IO WHGOPMAIUHU, OMOIHOTEUHOMY ¥ U3[ATEILCKOMY
meny. bubnuorpaduueckas 3amuch. bubnumorpaduueckoe omumcanue. OOume TpeGOBAHUS U MpPaBUIIa
COCTaBJIEHU", BKIIIOYAETCA B COIepKaHue OTYeTa.

CHuCcoOK [ONKEH COmepXkaTh CBeeHUsI 000 BCEX MCTOYHMKAX, MCIOJIb30BAHHKIX IMPU COCTABIEHUU
oTyeTa. PacmonaraTh UCTOYHUKYU B CHUCKE PEKOMEHAYETCS B NOPAOKe NOSBJIEHUS CCHUIOK B TEKCTe.
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B0o3M0XKHO U IpyToe pa3pelleHHOe HOPMaTUBHEIMYU JOKYMEHTAMU PACII0I0OKeHNe UCTOYHUKOB B CIIUCKE.

Ocpopmaerue npusoxceHull

[TpunoxeHus: opopMIISIOT KakK IPOLOIKEHNE 0TUEeTa ¥ IOMEIIA0T B KOHIIe OTYETa B IIOPSIAKE CCHUIOK
Ha HUX B TEKCTe. B TeKCTe oTyeTa Ha BCe NPUIOKEHUS NOMKHE ORITH HaHHEl CCHUIKU. Kaxmoe npusioxeHue
cllefyeT HaYMHATH C HOBOTO JIUCTa C YKa3aHUEM Ha Bepxy nocpefguHe cTpanuisl ciosa «[IPUJIO2KEHUE» u
ero o6o3Hauenus, Hanpumep, «[IPUJIOKEHUE A». [IpunoxeHue JONKHO HUMETh 3ar0JI0BOK, KOTOPHIHT
3aIKCHIBAETCS CHMMETPUYHO OTHOCUTENIBHO TEKCTA C IIPOIUCHON GYKBHL OTHETTBHOU CTPOKOH.

[Tpunoxenus 0003HAYAIOT 3arjJaBHEIME OykBamu andaBuTa, HauyuHas ¢ A, kKpome OykB E, 3, 1,0,4, b,
bl, b. Honyckaetcst 0003Ha4YeHNe IPUIIOKEeHNsT OyKBaMU JIaTUHCKOro andasuTa, 3a uckimwoyerneM Oyks I u O.
[TpunoxeHus BHIIONHAIOT Ha UcTaxX dopMarta A4, A3, A4X3,A4x4, A2, Al o TOCT 2.301.

[TpunoxeHus DOJXKHBL UMETh OOILIYIO C OCTAJIbHOM YaCThI0 TOKYMEHTa CKBO3HYI0 HYMEPAIUio CTPAHUII.
Bce mpunoxeHus OONKHE OHTh II€PEYUCTIEHEl B CONePKaHUM OTYETa U C yKa3aHUeM UX HOMEDPOB U
3aroJiIoBKOB
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[loKyMeHT noanucaH aneKTPOHHOW NOoAMUCHI0

AxoBneB Anekcen Hukonaesuy

Pektop

SEOEPAJIbHOE IOCYOAPCTBEHHOE BIOOXXETHOE OBPA3OBATEJIBHOE
YUYPEXOEHWE BbICWWEO OEPA30BAHNA "KY3EACCKIN
rOCYOAPCTBEHHbIN TEXHUYECKN YHUBEPCUTET UMEHW T.®.
TOPBAYEBA"
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