10.02.05.01-2025

MWHOBPHAYKH POCCHUH
dbemepanbHOe TOCYIapPCTBEHHOE OIOKETHOe 06pa30BaTeNIbHOE YYPEKISHHE
BHICIIEr0 00Pa30BaHUS
«Ky30accKu# rocy1apCTBeHHbIM TeXHHYECKHH yHuBepcuTeT umenu T. @. 'opbayeBa»

WHCTUTYT IpodheCcCHoHaNbHOTO 00pa30BaHus

IMMOOITMCAHO 311 KY3ITY
[Tompa3pmeneHue: HHCTUTYT MPOGECCUOHATTBHOTO
obpa3oBaHus
I OMKHOCTE: MUPEKTOP UHCTUTYTa JlaTa:
25.02.2025 10:46:36

CosiHoBa TaThssHa FOpreBHa

IIporpaMMa DIPOU3BOICTBEHHOH MPAKTHKH

110 NPodeCCHOHAILHOMY MOIYIIIO
«IKCIIyaTanusi aBTOMAaTH3UPOBAHHLIX (MH(POPMAIHOHHEBIX CHCTEM B 3al[UIIEHHOM HCIOTHEHUH»

CneransaocTh 10.02.05 Obecmeuenue nHGOPMAXOHHON 6630IaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

[TpucBauBaeMas KBanuduxanus
"TexXHUK 110 3alIuTe UHGOpMaIuy "

®opMEI 00yUeHUS
OYHada

KemepoBo 2025 1.

1739934174
1




Pabouyio mporpamMmy COCTaBHUII:

IIOOIIMCAHO 311 KY3ITY
[Mogpa3menenue: Kabeapa HHGOPMAHOHHON 6€30IIaCHOCTH
IMomKHOCTh: 3aBenyomii Kadenpoii ( K.H.,CIIH)
Iata: 19.02.2025 12:21:51

[Ipokomnenko EBrenusa BUKTOpOBHA

Paboyas mporpamMMa o06CyKaeHa Ha 3acefaHuu Kadeapsl nHGOPMAIOHHON 6€30IaCHOCTH

IIportoxon Ne 5 o1 21.02.2025

IIOOITMCAHO 311 KY3ITY
[Monpa3smenenue: Kabenpa HHGOPMAMOHHON 6€30IIaCHOCTH
omKHOCTE: 3aBefyommii Kadenpoii ( K.H.,CIA)
Iata: 21.02.2025 12:23:13

[Ipokonenko EBrenvs BUKTOpoBHA

CoracoBaHO ITMKIJIOBOM-METOOUYECKON KOMUCCHUEH 110 HallpaBJIeHUIO OATOTOBKY (CIIeIMaaIbHOCTH)
10.02.05 O6ecneuyenue nHGOPMAIMOHHOM 6€30MAaCHOCTA aBTOMATU3UPOBAHHEIX CUCTEM

IIportoxon Ne 5 ot 21.02.2025

IMOOITACAHO 311 KY3ITY
[MTogpa3menenue: Kadenpa HHGOPMAMOHHON 6€30IIACHOCTH
IomXHOCTD: 3aBefyomui Kapenpou ( K.H.,CIIj)
Oara: 21.02.2025 12:24:38

[IpokomneHnko EBrenusi BUKTOpOBHa

CornacoBaHO 3aMecTuTeneM gupekropa no YP UII0

IMOOITMCAHO 311 KY3I'TY
[MTogpa3menenue: Kadenpa HHGOPMAMOHHON 6€30IIACHOCTH
HomKHOCTE: 3aMeCTUTENh JUPEKTOpa 10 yuebHo# paboTe
Oara: 22.02.2025 12:24:38

[TonyaktoBa HaTtanbs CepreeBsa

CornacoBaHO 3aMecTuTeneM gupektopa no MP UTIO
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IIOOIMUCAHO 311 KY3ITY
[Mompa3snenenue: kadenpa nHGOPMAILMOHHON 6€30MaCHOCTH
omKHOCTE: 3aMeCTUTENb IUPEKTOPa 10 MEeTOAUYeCcKoi paboTe
Iata: 23.02.2025 12:24:38

BbekiieneBa Kcenus UropesHa
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1. O0uIas xapakTepuCTHKA padodei MPporpaMMsbl MPAKTHKH

[Ipou3BOACTBEHHAS IPAKTUKA SBNISETCS 9aCThI0 IPOrPaMMEl IIOOTOTOBKY IPO(eCcCHHANIBHOIO MOAY IS
«JKCIJTyaTalusl aBTOMaTU3UPOBAHHEIX (MH(YOPMAIIMOHHEIX) CUCTEM B 3aIUIIEHHOM HCIOHEHUU» OCHOBHOM
obpa3oBaTenbHOM mporpaMMhb B cooTBeTcTBUU ¢ ®I'OC mo cmenmansHOCcTH 10.02.05 «Obecmeuenue
“HGOPMaMOHHOM 6€30I1aCHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM>.

[TpoxoxXpmeHMe MPAaKTUKYU HaIIpaBlieHOo Ha GopMUpoOBaHNe KOMIIETEHIUIH:

[IK 1.2. ADMUHUCTPHPOBATH IPOrPaMMHEIE U IPOrPaMMHO-annapaTHbIe KOMIOHEHTHI

aBTOMAaTU3UPOBAHHOM (MHGOPMAIMOHHOM) CUCTEMEI B 3aIIUNIEHHOM UCIOJTHEHNHU.

3HaTh: TEOPETUYECKNe OCHOBE KOMITBIOTEPHEIX CETEN U UX allllapaTHHIX KOMIIOHEHT, CETEBEIX MOLIeJeH,

IIPOTOKOJIOB U IIPUHIIUIIOB afipecaluy;

YMeTh: OpraHu30BEBaTh, KOHOUTYPHUPOBATh, IPOU3BOAUTE MOHTAXK, OCYIIECTBIATh TUATHOCTUKY U

yCTpaHATh HEUCIIPAaBHOCTY KOMIIBIOTEPHEIX CeTel, paboTaTh C CETEBLIMU IIPOTOKOJIAMHU Pa3HAIX

YDPOBHeI; OCYIIECTBIATh KOHOUTYPUPOBaHUE, HACTPOUKY KOMIIOHEHT CUCTEM 3alllUTH UHGOpMAINn

aBTOMAaTU3UPOBAHHEIX CUCTEM; IPOU3BONUTEL YCTAHOBKY, afalTallio ¥ COIIPOBOXIEeHNe TUIIOBOTO

IPOrpaMMHOr0 00ecliedeHus], BXONAMIIET0 B COCTaB CUCTEM 3aIUTH HHGOPMaLuu

aBTOMAaTU3UPOBAHHON CUCTEMBL;

ViMeTh IpaKTUYECKUH ONBIT: afMUHUCTPUPOBaHNE aBTOMATU3UPOBAHHLIX CUCTEM B 3aIIUIIEHHOM

UCIIOTTHEHUY;

K 1.3. O6ecneunBaTh GecriepeOoiHyI0 paboOTy aBTOMaTU3UPOBAHHHIX (MH)OPMAI[MOHHEIX) CUCTEM B
3AIUIIEHHOM HCIIOJTHEHUH B COOTBETCTBUH C TPEOOBAHUSIMHU SKCILTyaTAl[MOHHON OKYMEHTAI[HH.
3HaTh: MOPSMOK YCTAHOBKY U BBOJA B 3KCIIIyaTAlldI0 CPECTB 3aIUTH HH(GOPMAIUU B KOMITBIOTEPHBIX
CeTsIX;

YMeTh: HaCTPaWBaTh U YCTPAHATh HEUCIIPABHOCTH TPOTPAMMHO-AMIIaPAaTHEIX CPEMICTB 3aIIUThH
uH(OpMAIMU B KOMITBIOTEPHBIX CETSX 110 3aaHHEIM ITPABHUIIAM;

WMeTh MPaKTHYECKHIi OIIBIT: IKCIIIyaTallis KOMIIOHEHTOB CHCTeM 3alllUTh HH(pOpMAIUu
ABTOMATU3UPOBAHHEIX CUCTEM;

IK 1.4. OcyuiecTBIATh MPOBEPKY TEXHUYECKOT'O COCTOSTHUS, TEXHUYECKOEe 00CTYKUBaHUE U TEKYIIUH
PEMOHT, YCTPaHATh 0TKa3kl ¥ BOCCTaHaBIUBaTh pab0TOCIOCOOHOCTh aBTOMaTU3UPOBAaHHEIX
(vEGOPMAIMOHHEIX) CUCTEM B 3aIIUIIEHHOM UCIIOIHEHUY.

3HaTh: IPUHLIUIIE OCHOBHEIX METOIOB OpraHU3alluy U IPOBeIeHUs TeXHUYECKOTr0 00CIyKUBaHUS
BBIYUCIIUTEILHOM TEXHUKY U OPYTUX TeXHUYECKUX CPENCTB UHGOPMaTH3alLY;

YMeTs: 06ecneunBaTh paboTOCIOCOOHOCTh, 00HAPYKUBATh U YCTPAHATh HEUCIIPABHOCTY;

ViMeTh IpaKTUYECKUil ONBIT: AUarHOCTHKA KOMIIOHEHTOB CUCTEM 3alllUTH UHGOpMAIUN
aBTOMAaTU3UPOBAHHEIX CUCTEM, YCTPaHEeHNe 0TKa30B U BOCCTAHOBNIeHUE paboTocrocobHOCTH
aBTOMAaTHU3UPOBAHHEX (MHGOPMAlUXOHHBIX) CUCTEM B 3alUIIEHHOM UCIIOIHEHUY;

2. CTpyKTypa M comepxkaHHe padodyeH mIporpaMMsbl IPAKTHKH

2.1 O6beM NMpPaKTHKH U BHBI pa0OThI

Bup y4e0HO# paboThI 06bem yacoB
Obs13aTeTbHAsA Harpy3ka (Bcero) 108 gyacoB
ITpomescymouHana ammecmauvus 8 popme 3ayema .

2.2 TeMaTHYECKHH IUIAH U CONepXKaHUE NPAKTHKH
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HauMeHOBaHHE TeM 0OoBeM
Buge! pador
MPaKTHKH 9acoB
Bun npodeccHoHAILHOM IesITeIbHOCTH: JKCIUTyaTallus aBTOMAaTH3HPOBAHHbBIX
(uHpOPMANIHOHHBIX) CHCTEM B 3allIHIEHHOM HCIIOTHeHHH

Pasgen 1. OnmepauuoHHBE | YyacTue B yCTaHOBKE U HaACTPONKe KOMIIOHEHTOB | 6

CHCTEMBI ¥ 6a3Hl MaHHBIX ABTOMATHU3UPOBAHHHEX (MHGOPMAIMOHHEIX) CHCTEM B
3aIIXAIIEHHOM HCIIOJIHEHUY B COOTBETCTBUHU C TPEOOBAHUSIMU
9KCIIyaTalluOHHON HOKYMEHTalluu
O6cnyXkuBaHKUE CPEOCTB 3aIUTH HHOGOPMAIUU MPUKIATHOTO | 6
¥ CHCTEMHOTO IIPOrPaMMHOT0 00ecIeueHus
HacTpoiika mporpaMMHOTO ofecrnedeHus ¢ cobmomeHueM | 6
TpeGoBaHU 10 3aIUTE HHPOPMALUU
HacTpolika cpencTB aHTUBUDPYCHOM 3alllUTH AJISI KOPPEKTHOU | 6
PaboTH MPOTPaMMHOTO 00eCIIeYeHUs 10 3aJJaHHEIM MTa0I0HaM
VHCTpyKTax MoIb30BaTesiedl o cobmoneHuu TpeboBanui mo | 6
3amuTrte mHPOpPMamuu mpu paboTe C MPOTPAaMMHHM
obecreueHreM
HacTpoiika BCTPOEHHBIX CPEACTB 3AIMUTH MHGOpMamuu | 6
IIPOTPaMMHOTO 00eCmedeHus
ITpoBepka QYHKIIMOHUPOBAHUS BCTPOEHHBIX CPEMCTB 3aIlUTH | 6
rH(bOpPMaIMK MPOTPaMMHOT0 o0ecreyeHust
CBoeBpeMeHHOe oOHapyXeHHe ITIPU3HAKOB Hanu4yusd | 6
BPEOOHOCHOT'0 MPOTPAMMHOTO 00ecCIredeHus

Pa3pmen 2. CeTu u cucteMn | O6CnyXuBaHUE CPEACTB 3aUUTH HHPOPMaAIUH B | 6

nmepenayu uHOpPMAIUK, | KOMIOBIOTEPHBIX CHCTEMAaX M CETIX

9KCINNyaTalus

KOMIBIOTEDPHBIX ceTed, | O6GCAyXuBaHUEe CHCTEM 3aIMUTH HHPOPMAIHUH B | 6

aBTOMATU3UPOBAHHEX | aBTOMATU3WPOBAHHEIX CHCTEMax

(rHMDOPMAIIMOHHEIX) CHUCTEM

B 3AlUINEHHOM MCIIOMHEHUH | YyacTue B MPOBENEHHUM perIaMeHTHHX paboT mo | 6
3KCIJiyaTallU¥ CHUCTeM 3alUTH HHPOpPpMaLuUu
ABTOMATHU3UPOBAHHBIX CHCTEM
IIpoBepka pabGoTOCHOCOOHOCTH CHUCTEMH 3aIMUTH | 6
rHGOpManuy aBTOMATU3UPOBAHHON CUCTEMEL
KoHTpONb COOTBETCTBUS KOHGUTYpalUUU CUCTEMHl 3alUTH | 6
vHpopManuyu aBTOMaATU3UPOBAHHOU CHUCTEMEH ee
9KCITyaTallMOHHON NOKyMeHTaluu
KouTponb cTabUNIbHOCTU XapaKTEPUCTUK CHUCTEMBI 3aIIUTH | 8
“HGOPMAaIMK aBTOMAaTU3UPOBAHHOW CHCTEMEI
BeneHue TexXHHYECKOM [QOKyMeHTanuu, cBsizaHHouU c | 10
3KCIJyaTauue® CHUCTeM 3allUTH HUHboOpPMaAUuUu
AaBTOMATHU3UPOBAHHKEX CHUCTEM
YyacTtue B paborax 1o o0ecredyeHno 3alIUTh UHGOPMaLUK | 2
IIpY BBHIBOJIE M3 SKCIUIyaTallMd aBTOMAaTH3UPOBAHHBIX CUCTEM

Bcero: 108
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3. YcoBus peanu3anuy NporpaMMbl NPaKTHKH

3.1 TpeGoBaHHsI K MUHHMA/IbHOMY MaTepPHaILHO-TEXHHIECKOMY 00eCIeYeHUI0

O6opymoBaHue paboyux MeCT:

1. CneuuansHoe nomeinenue Ne 1406 npepcTaBnsieT co0oi yueOHYI0 ayIUTOPUIO [JIST TPOBEHEHUS
3aHATUH JIEKIMOHHOTO THIa, 3aHATUN CEeMUHAPCKOT0 THUIA, TPYIIOBHX U MHAWBUAYAIbHBIX KOHCYIbTAIUH,
TEKyIero KOHTPOJIS ¥ IPOMEKYTOYHON aTTeCTaINH.

ITepeyeHb OCHOBHOTO 060PYOOBAHUS:

Komnext me6enu (CTOIH 1 CTyibs). [IpoekTop. [IepcoHaNbHEIN KOMITBIOTED.

[Tepeuens nporpaMmHOro obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHHK.

2. CnenuanbHoe moMmelnenue Ne 1435 mpepncraBnseT cobod yuyebHYIO aygUTOPHUIO AJIS MPOBENEHUS
3aHATUH JIEKIMOHHOTO THIA, 3aHATUN CEeMUHAPCKOI0 THUIA, TPYIIOBHIX U MHAUBUAYAIbHBIX KOHCYIbTAIUH,
TEKyIIero KOHTPOJIS ¥ IPOMEKYTOYHON aTTeCTallH.

[epeueHs OCHOBHOTO 060PYIOBAHMUS:

KomnexTt me6emu (CTomE u CTyibs). [IpoekTop. [lepcoHaNbHEIE KOMITBIOTEDHL.

Iepeuens nporpaMMHOTo obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHUK.

3. CnenuansHoe nomemenue Ne 1251 mpepcraBnsger coboit yueOHYIO ayIUTOPUIO IJI IPOBENEHUS
3aHATUH JIEKIIMOHHOTO THIA, 3aHATUN CEMUHAPCKOI0 THUIA, IPYIIOBHX U MHAUBUAYAILHLIX KOHCYJIbTAIUH,
TEKyIIero KOHTPOJIS ¥ IPOMeXKYTOYHON aTTeCTallHu.

[epeyeHb OCHOBHOTO 060PYIOBAHMUS:

Kommnnekt me6enu (cTomnst u cTymbs). IIpoektop. [IepcoHambHBIE KOMITBIOTEPEL.

ITepeuens nporpaMMHOTO obecmeuenus: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3ep CnyTHUK.

4. CrnenuanbHoe nomemenue Ne 1147 mpencraBiseT co00i IOMeIleHHe [JIS T'PYIIOBHX H
VHOWBUOYAILHEIX KOHCYJIbTALUM, TEKYIIEro KOHTPOIS U IPOMEXYTOYHOM aTTecTalluy, a Takke IOMeIIeHs
IJI CaMOCTOSITeNIbHOM paboTH, MacTepckue U jabopaTopuy, ocHalleHHEE 000pyIOBaHUEM, TEXHUYECKUMU
cpencrBaMu o0y4eHUS U MaTepualaMU, YUUTHBAIOMKUMY TpeOOBaHUSA MeXIOYHapONHBIX, HAllMOHATIbHEIX U
MeXKT0CyOapCTBEHHBIX CTAHAAPTOB B 00JIaCTH 3aIIUATH UHGOPMAIIHH.

[epeueHs OCHOBHOTO 060PYIOBAHMUS:

Cnenuanu3upoBaHHast MeOenb (CTONMH U CTyNnbs); KoMMmyTaTophl, MeTannudyeckue POJIBCTABHU C
NPYXUHHBIM MexaHu3MoM, Gensie 1650Mm*2270MM; Ceiid metannmyeckuit; Cucremutie 6moku ITS (i3-
10100/H410M/8 Gb/SSD 240Gb/BIT AA500W); Touka goctyna D-link; Morutopsr 23.6" AOC 24B1H VA
1920x1080 (16:9), 250km/m2, 5mc, VGA, HDMI, uepunie; Cuctemurle 6nokuMasteroMiddleMCO05,
IntelCorei510400 2.9GHz, 8GbRAM, 240GbSSD, DOS, mporpaMMHO-aNlapaTHBH# KOMIIJIIEKC M
oOHapyKeHusT KOMIbIOTepHHIX aTak VipNet, cpenctBo moBepenHo¥ 3arpy3ku (CII3) CoGomb

5. ITomelneHue [IyI1s1 CAMOCTOSITENIBHOM PabOoTH 06yYIaromuXCs:

CmenuanpHOe moMetnerue Ne 1237 mpencTasisieT co00¥ IOMEIeHUs OIS CaMOCTOSITeIbHOM PabOTEHI,
OCHAIIEeHHbIE KOMIBIOTEPHONW TEXHUKOM C BO3MOXKHOCTBI0O MOOKIIOYEHUS K HHOOPMAIHMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTd MHTepHET M 06ecredYeHHeM [OCTyIa B 3JIEKTPOHHYIO MHGOPMALUOHHO-
00pa3oBaTeNIbHYI0 Cpeny 00pa30oBaTeIbHON OPraHU3alluu:

[Tepe4yeHs OCHOBHOTO 060PYOOBAHUS:

Kommnekt mebenu (CTOMH U CTy/bs). [lepcoHanbHble KoMIbioTEPH. KommyTtaTop AlliedTelesynLayer 2
SmartSwitch,

IMepeuens mporpaMMHOTO obecneuenus: LibreOffice. MozillaFirefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpay3epCnyTHUK.

6. [ToMeleHne OJIT CAaMOCTOSTENNEHON PAbOTE 00yJarOLIUXCS:

CmenuanbHoe moMetnenue Ne 1211 mpencTasisieT co00¥ IOMEIeHUs OIS CaMOCTOSITeTbHONU PabOTEHI,
OCHAIIeHHLIE KOMIBIOTEPHONW TEXHUKOM C BO3MOXKHOCTBI0O MOOKJIIOYEHUS K HHOOPMAIUOHHO-
TeJIeKOMMYHUKAIMOHHOM ceTd VHTepHET M 06ecrnedyeHUEM [OCTYyIA B 3JIEKTPOHHYI0 MHGOPMALKUOHHO-
o0pa3oBaTeNIbHYI0 cpeny 00pa3oBaTelbHON OpraHu3alluy:

[TepeueHb OCHOBHOTO 060PyNOBAHUSA:

Cnenmanu3mpoBaHHass MeOenb (CTONB U CTYJNbS); KOMIOBIOTEPHAS TEXHWKA C BO3MOXKHOCTHIO
mongKioyeHUus: K cetu «HHTepHET» M obecrmedeHHWEeM [LOCTYyIA B 3JEKTPOHHYI MHGOPMAIMOHHO-
obpa3oBaTenbHy0 cpeny Ky3['TY, B ToM uwmcie:
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POEKTOP, 3KpPaH HACTEHHbIH MOTOPU30BaHHbIH.

[lepeyenp mporpaMMHoro o6ecnedeHus: LibreOffice. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. BpaysepCnyTHUK.

7. CneyuasbHoe noMeuieHne N°1134 mnpefcraBisieT cOG0M KOMIBIOTEpPHbIM KJIAcC OCHAIleHHBIN
COBpPEMEHHOH BBIYHUCJIHUTEJbHON TEXHUKOH M3 pacyeTa OZHO paboyee MeCTO Ha KaXJ0ro o6ydarollerocs npu
NpoBe/leHNH y4eOHbIX 3aHATHH B JaHHBIX KJaccax:

[lepeyeHb OCHOBHOI'0 060PY0BaHHUS:

CneuuanvusupoBaHHass MebGesb (CTOJBl M CTyJibs), JlabopaTOpHOe 0060pyAOBaHHE, NepPCOHAIbHbIE
KOMIIbIOTEPHI

[lepeyenpb nporpammHoro o6ecnedenus:: CIIPYT, Autodesk AutoCAD 2017, Autodesk

Inventor, CIIPYT-TII, SprutCAD, Autodesk AutoCAD 2018, KOMIIAC-3D, Microsoft Windows,
SprutCAM,

CIIPYT-OKII.

8. CnenuanbHoe mnoMeuieHHe N2 1149 mnpencrtaisieT co60il J1aGoOpaTOPUID TEXHUYECKUX CPELCTB
3alUThl MHGOPMALMH, OCHAILEHHYIO alllapaTHbIMU CPeACTBaMU ayTEHTUQUKALMU [10J1b30BaTEIS; CPELCTBAMH
3alUThl HUHOPMALMHU OT YTEYKH N0 aKyCTHYeCKOMYy (BMOPOAKyCTHYeCKOMY) KaHa/ly M KaHaly M060YHBIX
3JIEKTPOMAarHUTHBIX M3JIy4eHUH U HaBOJOK; CPeJiCTBaMU U3MepeHUs napaMeTpoB Gpu3nyecKux nosen (B ToMm
YyycJle 3JIeKTPOMAarHUTHBIX M3JIydeHUH M HaBOJAOK, aKyCTHUYeCKUX (BUOPOAKyCTHUYECKUX) KoJeGaHuM);
CTeHAaMH $U3NYECKOH 3aUiuThl 06'beKTOB HHPOPMaTHU3al MY, OCHAIleHHBIMU CPeJCTBAMH KOHTPOJISA AOCTYIIA,
CHUCTEMaMH BU/leOHABJII0IeHUS M OXPaHbl 00'bEKTOB BUPTYaJIU3aL .

[lepeyeHb OCHOBHOI'0 0GOPYOBaHUS:

Kommniekt Me6enn (crospl MU cTyabs). IlepcoHanbHble KoMIbloTepbl. CeTeBoe 060pyJLoBaHUe,
TeXHU4YeCKHe, NMpPOrpaMMHble W IPOrpaMMHO-anmnapaTHble CpeAcTBa 3alUTbl HMHPOpMalMU U CpeJCcTBA
KOHTPOJIA 3alMIIEHHOCTH HHPOPMaLUH.

Mono6s10k (Intel Core i5-10400 / 8 Gb RAM); ropusoHT KabenbHbIH opranusdartop (25B-1U-02BL);
KOMMyTal|, naHesb KaT.5 (27B-U5-24BL 24 ports); komMyTal naHesb KaT.6 (27B-U6-24BL 24 ports); mwkad
kommyTal, Eurolan (S3000-22U 600x600 MM, nepef - cTekso, 3af - Mmetaaa, 60F-22-66-31BL); komMyTaTop
ynpasasiemblit (D-Link DGS-3130-54TS 48 ports); nporpaMmMHo-annapaTHblii koMiuiekc (Infotecs IDS-1000);
MOJy/b A0BepeHHOH 3arpy3ku ("Co6osb-4"); cpeACTBO aKTMBHOW 3alUThl HHGOPMALMM OT yTEYKH 3a CYET
HaBOJOK MHQOpPM CUTHa/a Ha LeNu 3a3eMseHUs U ajekTponuTaHus ("Conarta-PC3"); Touka pgoctyma Wi-fi
nByxauamnaszonHas (D-Link DWL-8620AP); natu-kop/pb! Kat 5 (Eurolan); natu-kopgs! kat 6 (Eurolan);

kabenbHbId TecTep (CableMaster-800); kommyTtatop ymnpaBiseMblid (D-Link DES-1210-28 28 ports);
KOoMMyTaTop HeynpaJsieMblii (D-Link DSS-100E-9P 8+1 ports); mapupytusatop npoBogHo# (D-Link DSR-150
8 ports); Wi-Fi mapmpytusaTtop aByxauana3oHHbid (D-Link DWR-980 4 Lan-ports).

[lepeyenp nporpamMmMHoro o6ecnedeHusi: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpaysep CnyTHHK.

9. CnenuanbHoe mnoMeuleHHe Ne1146 mnpeacTaBiaseT cob6oil Ja6opaTopyuio UHGOPMALMOHHBIX
TEXHOJIOTUH, ceTed M CHUCTeM Iepefadyd HHOPOPMALMM, NMPOrpaMMHUPOBAHMUS M 06a3 JAHHBIX, OCHALIEHHYIO
paboyuMH MecTaMMU Ha 6a3e BBIYMCJAUTENbHON TEXHUKH, NOAK/IIOYEHHBIMU K JIOKQJbHON BBIYMCIUTETBHOMN
ceTU U UHPOPMaALLMOHHO-TeJIeKOMMYHUKALlMOHHON ceTU "UHTepHeT"; NporpaMMHbIM 06eclieYyeHHUEeEM CeTEBOro
060pyAOBaHUSA; O0Oy4alOUUM TNPOrpaMMHBIM o6ecledeHHEM; 3MYJASTOpaMH AaKTHBHOTO CETEBOTO
060py/i0BaHMs; NIPOrpaMMHBIM ob6ecreyeHHeM MeXCeTeBOT0 3KpaHHUPOBAHUS U MOHHUTOPHHTA TEXHHUYECKOI'o
COCTOSIHUSI aKTUBHOTI'O CETEBOI'0 060PY/J0BaHHUS.

[lepeyeHb OCHOBHOT'0 0GOPY/OBAHHS:

KommniekT Me6esy (CTOJIBI M CTYJ/IbS).

MynbTuMenua-npoexktop BenQ MP721C; HoyT6yk AcerAspire5102WLM.; IIpoektop Aser P1383W c
KpoHLITEHHOM, BUZeo KabeseMm 20 M; Ceiid Meramnnyeckuid; CruimHr-cucreMa RODA RS\RU-A 18B cepus
Arctic; CruinHr-cucreMa RU-A07B cepusi Arctic; JkpaH HacTeHHbIH py/soHHBIN Projicta ProScreen 183*240
cM.; CucremHbii 610k MK Office (Intel Core i3/4I'6/500I'6); IP-kamepa ZQ-IPC3-DAS-36VI Kamepa BHyTp.,
KynoJsibHas, 1/2.8 "SONY; MoHo6s0k Powercool, Poccusi; MHoropyHKIMOHa/ibHOe ycTpoicTBo (MOY)
PANTUM M6500; IpunTtep nasepHbit Kyosera Ecosys P2040dn.A4 4\6) 1200*1200dpi. AynJjskc, ceTeBo;
[lepeyenp nporpammHoro ob6ecneyenus:: Libre Office. Mozilla Firefox. Google Chrome. 7-zip .Microsoft
Windows. ESET NOD32 Smart Security Business Edition. Kaspersky Endpoint Security. Bpaysep CnyTHHK.

3.2 HHpopMalIMOHHOEe 00eCleYeHHE PeaAH3allHH IIPOrPaMMbI

3.2.1 OcHOBHasA AHTepaTypa

1. BartaeB, A. B. OmepaunuoHHble CHUCTEMBI U CpeAbl : yYeOHUK JJIs1 CTYJEHTOB Y4YpEeXJIEeHUH cpefHero

npodeccroHanbHOro obpaszoBanus / A. B. bataes, H. 10. Hantotus, C. B. CununpiH ; A. B. bataes, H. 10. Hantotus, C. B.

CHHMLBIH. - 6-e u3j, crep. - MockBa : Akagemus,, 2023. - 288 c. c. - ([IpodeccuonanbHoe ob6paszoBaHue). - URL:
https://academia-moscow.ru/reader/?id=689071#copy (aaTa o6paenus: 19.02.2025). - TeKCT : 371eKTPOHHbIH.
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2. KomnbloTepHble ceTH : yueGHUK [JIsl CTYAEHTOB YUYpeXxJeHUi cpeiHero npodeccioHaJbHOro o6pa3oBaHus /
B. B. BapuHos, U. B. BapuHos, A. B. [Iponietapckuii, A. H. [IbuibkuH ; B. B. BapuHos, U. B. bBapuHos, A. B. [IposieTapckui, A.
H. [IbL1bKUH. - 6-e u3f,., crep. - MockBa : Akajgemus, 2024. - 192 c. c. - ([IpodeccuonanbHoe o6pasoBanue). — URL:
https://academia-moscow.ru/reader/?id=798284 (zaTa o6paueHus: 19.02.2025). - TekcT : 371eKTPOHHBIM.
3.2.2 /lono/iHMTe/IbHAA JTUTEpaTypa
1. MepsoBa, O. H. CoagMUHUCTpUpPOBaHUEe (a3 JAaHHBIX U CEPBEPOB : YYEOHUK JJIS1 CTYAEHTOB yUpexJeHUH
cpefHero npodeccuoHanbHOro o6pasoBanus / O. H. [lepsoBa, O. I1. JIanuHa ; O. H. [lepsioBa, O. I1. JIanuHa. - 3- e U3z,
ucnp. - MockBa : Akazgemus, 2023. - 304 c. c. - URL: https://academiamoscow.ru/reader/?id=616608#copy (zaTa
ob6pateHus: 19.02.2025). - TeKCT : 3J1€KTPOHHBIH.

3.2.3 MeToau4yecKass AHTepaTypa
1. MpodeccHoHaNbHBIA LMKJI : MeTOAMYECKHe MaTepHasbl JJIsi 06y4yarolMXCs HalpaBJeHUs IOATOTOBKU

10.02.05 "O6ecnedyenne WHGOPMALVOHHONW 6€30MACHOCTH AaBTOMAaTH3WpPOBaHHbIX cucteM” / Kys6acckui
roCylapCTBEHHBbIN TexHU4eckUd yHuBepcuteT uM. T. @. l'opbaueBa ; Kadesnpa mHPopmanmoHHOH 6Ge30macHOCTH,
cocraButenu: E. B. [Ipokonenko, A. B. MexaBezes, A. I. Kupen6epr. - KemepoBo : Kys3['TY, 2020. - 290 c. - URL:
http://library.kuzstu.ru/meto.php?n=9964 (nara o6pauienus: 19.02.2025). - TeKcT : 371eKTPOHHBIH.

2. MeTtoauyeckue ykas3aHUs MO OQOPMJIEHHIO OTYETOB IO INPAKTHKe, KYPCOBBIX PaboT (HpOEKTOB) H
JUIJIOMHBIX NPOeKTOB (pa6ot) : aas Bcex cnenuaabHocted CIIO / Kys6acckué rocyiapcTBeHHBIH TeXHUYeCKUH
yHuBepcuteT UM. T. ®. TopbaueBa ; Kadeapa unHbopmaTuku ¥ HMHPOpPMAIMOHHBIX cuUcTeM, cocTaButesu: H. C.
[lonysktoBa, T. C. CemeHoBa. - KemepoBo : Kys3I'Ty, 2022. - 1 ¢ain (762 K6). - URL:
http://library.kuzstu.ru/meto.php?n=10478 (zaTta o6pamenus: 19.02.2025). - TekcT : 3/1eKTPOHHBIH.

3.2.4 Pecypchl HHGOPMALIHOHHO-TEACKOMMYHHKAIIHOHHOH ceTH «HHTEepHeT»

1. 3U0C KysI'TY:

a) JnektpoHHass 6ubauoreka KysI'TY. - Tekct: aysiekTpoHHBbIH // Hay4yHo-TexHH4Yeckas GUOJIMOTEKA
Kysbacckoro rocyapcTBeHHOro TexHU4eckoro yHuBepcuteta uM. T. @. F'op6auesa : caiiT. - Kemeposo, 2001
- .- URL: https://elib.kuzstu.ru/ . - TekcT: 3/71leKTPOHHBIH.

b) MopTtan.Kys['TY : ABromaTusupoBaHHass HHPopmanuonHHas Cucrema (AUC) : [caitt] / Kys6acckuit
rocyJJapCTBeHHbIM TexHHU4YeCcKUH yHuBepcuTeT uM. T. ®. ['opbaueBa. - Kemepomo : KysI'TY, [6. r.]. - URL:
https://portalkuzstu.ru/. - Pexxum foctyna: i aBTOpH3. MoJjib30BaTeseld. — TeKCT: 3/IeKTPOHHBIH.

c) dyeKTpoHHOE o6y4deHHUe : [cailT] / Ky36acckuii rocyZlapCTBEHHbIH TEXHUYECKUN YHUBEPCUTET UM. T.
®. l'opbaueBa. - Kemeposo : Ky3I'TY, [6. r.]. - URL: https://el.kuzstu.ru/ . - Pexxum gocrtyna: Ajisi aBTOpHS.
noJsib3oBaTesied Kys['TY. - TeKcT: 3/1eKTpOHHBIH.

2. ®CT3K Poccuu : PepepasbHas ciy6a 0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO : 0QUIIUATbHBIN
cat / ®AY «'HUHUU NT3U SCTIK Poccum». - MockBa, 2004 - . - URL: www.fstec.ru. - Tekcr:
3JIEKTPOHHBIH.

3. SecurityLab.ru : uHpopManMoOHHBIA mopTas Mo 6e30HMacCHOCTU : calT. - MockBa. - URL:
https://www.securitylab.ru/ . - TekcT: 371€eKTPOHHBIH.

4. JlenapTaMeHT oGpa3oBaHUA Bousiorosckoit o6sacty : opuinuanbHbli calT. — Bosorga. - URL:
http://depobr.gov35.ru/ . - TeKcT: 371€eKTPOHHBIM.

5. BIOMETRICS.RU : Poccuiickuii 6uomerpudyeckuid moprasa : calT. - MockBa, 2000 - . - URL:
www.biometrics.ru . - TeKkcT: 3/1eKTPOHHBIH.

6. InformationSecurity/UHdopmanonHasi 6e30macHOCTb : calT. - MockBa. - URL: http://www.itsec.ru.
- TeKcT: 371EKTPOHHBIH.

7. eLIBRARY.RU : HayyHas 3JieKTpoHHas G6ubGJJuoTeKa : caT. — MockBa, 2000 - . - URL:
https://elibrary.ru. - Pexxum foctyna: fjisl 3aperucTpuyp. noJjib3oBareseil. - TeKCT: 3/IeKTPOHHBIH.
8. T'apaHT. py : uHPOpPMALLUOHHO-IPAaBOBOU mopTaJj : caT. - MockBa, 1990 - . - URL:

https://www.garant.ru/ . - TeKkcT: 371eKTPOHHBIH.

9. KoncyabTaHTIlII0C : KOMIBIOTEpPHAA CIPAaBOYHO-NIPAaBOBas CUCTeMa : calT. — MockBa, 1992 - . -
URL: www.consultant.ru . — TeKcT: 3/1eKTPOHHBIH.

10. EanHOe OKHO JocTyna K o6pa3oBaTeJbHBIM pecypcaM : MUHPoOpMaIMoHHas cucreMa : cat / OTAY
THUU UTT «MHdpopmMuka» . - MockBa, 2005 - . - URL: http://window.edu.ru/ . - TeKCT: 3/1eKTPOHHBI.

11. Poccuiickoe o6pasoBaHue. PesiepanbHblil 06pa3oBaTebHbIN nopTas : cat / PrAOY AIO LPTOII u
WUT. - MockBa, 2002 - . - URL: www.edu.ru . - TeKCT: 3/1eKTpOHHBIH.

4. POHA OLLEHOYHBIX CPEACTB
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QOHJ OLEHOYHHIX CPEACTB AJS NPOBENEHUS IPOMEXKYTOUHON aTTeCcTaluu O0yYaloIIUXCsS II0
MIPOM3BOACTBEHHOM NIPaKTHKe IO IPodecCcHoHaTpbHOMY MOAYII0 "JKCIJTyaTalus aBTOMATHU3UPOBAHHEIX
(vH(DOPMAIIMOHHEIX) CUCTEM B 3aIUIIEHHOM UCIIOTHEHUUN"

4.1. ITacuopT GoHIA OIIEHOYHBIX CPEICTB

[InaHupyeMble pe3yiabTaThl 00YYEHHS 0 IPaKTUKE.

ITpakTHKa HampaBjeHa Ha GOPMHUPOBaHNE CIENYIOIINUX KOMIIETEHIUH BRITYCKHUKA:

Bup npodeccuonanbHomn
IesITeIbHOCTH

Kopm,
KOMIIeTeHIIHH

3HaHUsl, yMEeHHs], IPAKTHYECKHH OIBIT,
HeoOxoguMbIe 111 popMHUpPOBaHUSA
COOTBETCTBYIOIIEH KOMIETEHIIUH

®opMa TeKyIuiero
KOHTPOJIA 3HAHUH,
yMeHHH,
MPAaKTHYECKOr'0 OMbBITA,
HeO00XOTHMBIX [IJIsI
dopmupoBanus
COOTBETCTBYIOIIEH
KOMIIeTeHIIHH

9Kcnjayatramusa
AaBTOMAaTH3HPOBaHHBIX
(MHPOPMAMHOHHBIX)
CHCTEeM B 3allUIIéHHOM
HCIIOTHeHHH)

MK1.1

3HaTh: COCTAaB X MNPUHOUIOH paboTH
aBTOMATU3UPOBAHHEIX CHCTEM, ONEPAIMOHHEIX
CHCTEeM ¥ Cpef; NPUHUUNH pa3paboTku
QITOPUTMOB IPOTPAMM, OCHOBHEIX IPHEMOB
IpOTPaMMHUPOBAHUS; MOLenu 0a3 [gaHHBX;
OPUHIUIE [OCTPOEHUS, QU3NIECKHE OCHOBEH
paboTH nepudepUrHEX YCTPOUCTB;

VYMeTh: oOCymecTBISATH KOMIJIEKTOBaHUE,
KoHburypupoBaHue, HaCTPOUKY
aBTOMATH3UPOBAHHHIX CHCTEM B 3AlIUIIEHHOM
HUCHOJHEHUH U KOMIOHEHT CHCTEeM 3allUTH
nH(OpPMALKK aBTOMATHU3UPOBAHHHIX CHUCTEM;
HMeThr NPAKTHYECKHH ONBIT: YCTAaHOBKA U
HaCTpoMKa KOMIOHEHTOB CHCTEM 3aljUTH
nHbopManuu ABTOMATU3UPOBAHHEIX
(nEpOpPMAIIMOHHEIX) CHUCTEM;

[IpoBepka oT4€Ta IO
paspmenaM IPaKTHKH.

MK 1.2

3HaHUA: TEOPETHUYECKHE OCHOBH KOMIIBIOTEPHBIX
ceTelf ¥ WX alMapaTHEIX KOMIIOHEHT, CETEeBHIX
MofieJiell, TPOTOKOJIOB ¥ IPUHITAIIOB affpeCalliy;
VYMeHHusA: OpraHW30BHIBATh, KOHOUTYPHUPOBATE,
IIPOU3BONUTH MOHTAX, OCYIIECTBIISITh OUATHOCTUKY
U YCTPAHATh HEUCIPABHOCTH KOMIBIOTEPHEIX
ceTel, paboTaTh C CETEBLIMH ITPOTOKOIAMHU PA3HEIX
VPOBHEHN; OCYIIECTBNATH KOHGUTYPHDPOBAHUE,
HAaCTPOMKY KOMIOHEHT CHCTEeM 3aIlUTH
nHGOpMAIU¥ aBTOMATU3MPOBAHHEIX CHCTEM;
IPOM3BOOHUTL YCTAHOBKY, ajalTalui0 U
CONPOBOXKIEHME TUIOBOTO IIPOTPAMMHOTIO
obecIieyeHus1, BXO[SIIEr0 B COCTaB CUCTEM 3aIIUTH
uH(OpMaLUK aBTOMATH3UPOBAHHON CHCTEME;
IIpakTHYECKHH ONBIT: aJMUHUCTPUDPOBAHUE
aBTOMATH3UPOBAHHEIX CHCTEM B 3AU[UIIEHHOM
HCTIOJTHEHUH;

[IpoBepka oTYéTa IO
pasfenaM IIPaKTHUKH.

MK 1.3

3HaHUA: IIOPSAOOK YCTAaHOBKKH KU BBOOa B
9KCIIyaTalulo CPeacTB 3allUThL HH(bOpMaIIHH B
KOMITIBIOTEPHEBIX CETHAX;

YMeHnusn: HaCTpauBaThb U YCTPAHATH
HEUCIIPaBHOCTHU NMPOTPaMMHO-aNapaTHEIX CPECTB
3allUThI HH(I)OpMaLII/II/I B KOMIIBIOTEPHBIX CETAX II0
3aJaHHBIM IIPpaBUJiaM;

HpaKTH‘{ECKHﬁ OIBIT: 9KCIJIyaTanusa
KOMIIOHEHTOB CHCTE€M 3allUTEHI I/IHd)OpMaI.IHI/I
ABTOMATHU3HWPOBAHHLIX CHUCTEM;

I[IpoBepka OTYETA IO
pasfenaM IpPaKTHUKH.

MK 1.4

3HaHHUsI: TPUHIUIOE OCHOBHHX METOMNOB
OpraHM3alUXd U MPOBEJEHUS TEXHUUIECKOTO
00CIyXKUBAHUS BHIYMCIUTEIbBHOW TEXHUKU WU
OPYTUX TEXHUYECKUX CPENCTB MHOPOPMATH3AINY;
VMmenusi: obecneuuBaTh PabGOTOCIOCOOHOCTD,
o0HapyXuBaTh ¥ YCTPAHSTh HEHUCIPABHOCTH;
IMpakTHYEeCKHHM ONBIT: [JUHATHOCTHKA
KOMIIOHEHTOB CHCTEM 3allWTh HHGOPMAI[HU
aBTOMATU3UPOBAHHKIX CHCTEM, YyCTpPaHEHUE
O0TKAa30B ¥ BOCCTAHOBJIEHHE PabOTOCIOCOOHOCTH
aBTOMATU3UPOBAHHKIX (MH(GOPMALMOHHHBIX) CUCTEM
B 3alIUIIEHHOM HCIIOTHEHNUHN;

[IpoBepka oT4Y€Ta IO
pasgenaM IIPaKTHUKH.

4.2, TunoBbie KOHTPOJIbHBIE 3alaHUA WIH HHbIE MaTEepPHaAJIbI
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Tekymuii KOHTPOJIb YCIIEBAEMOCTH ¥ ATTECTAIMOHHEIE MCIHTAHUS 00y4YalomuXCsi MOTYT OBITH
OpraHu30BaHH C ucnoab3oBanueM pecypcoB IUOC KysI'TY. [lonHHN HepedeHb OIEHOYHEIX
MaTepuanoB pacrmonoxen B OMOC KyaI['TV.: https://el.kuzstu.ru/login/index.php.

Texkymuit KOHTPOJIb YCIIEBAEMOCTH U aTTECTAI[MOHHBIE UCIIHITAHUSI MOTYT MMPOBOAUTLCS B MUCHhMEHHOMN
¥ (MK) YCTHOM, ¥ (M) 3NMeKTPOHHOU GopMe.

4.2.1. OuneHoYHBIE CPEICTBA IPH TEKYIEM KOHTpOJIe

Tekymuil KOHTPOAb 110 IPOU3BOLACTBEHHOM NIPAKTHKE 3aK/I04aeTcs B IIOOTOTOBKE U Ccoade OTYETa II0
pasgernaM mpakTuku. OTUeT HOJIXKeH COofepKaTh ClIeyIolle CBeNeHus:

. TUTYJIbHBIM JIUCT;

IIeJib;

3a/laHue;

TeopeTU4YeCKrUe OCHOBHI;

. OTIMICAHME UCII0b3YEeMBIX KOMIIOHEHTOB;
. CKPUHIIOTH pa3paboTaHHbIX 3JIEMEHTOB.

O U WN

B o6st3aTensHOM MOPSIOKE K OTUETY MPUKIANbIBAIOTCS (Qaiiiibl, CO3MaHHEE B IPOLECCEe BHIMOMHEHMS
pabor.
Kpurtepuu oleHMBAHUS:

90-100 6amoB - MpU PACKPHITHH BCEX Pa3MesioB B IIOJTHOM 00LEME;
80-89 6anoB - MpX PACKPHITUHU BCEX PA3MeJIOB C HEJOYeTaMHu;

60-79 6annoB - MPY PACKPHEITHH HE BCEX PA3esIoB B MOTHOM 00LeMe;
0-59 6anmoB - IpPY PACKPHITUU HE BCEX Pa3ferloB.

KonuuecTBo 6annos 0-59 60-79 80-89 90-100
[ITkasna omeHNBaHUA Heyn VIOBII XOPOIIIO OTJINYHO

[IpuMepEH! TUIIOBHIX 3alaHUM Ha IPaKTUKY:

Tema 1.1. YyacTHe B yCTaHOBKE M HAaCTPOMKe KOMIOHEHTOB aBTOMAaTH3MPOBAaHHBIX
(uHdOopManHOHHBIX) CHCTEM B 3allMIIEHHOM HCHOJIHEHHH B COOTBETCTBHH C TpeOGOBaHHSAMH
3KCIUTyaTalMOHHOM JOKYMEHTalluu

3aganue 1. M3yunTe sKCINIyaTaluoOHHYI0 HoKyMeHTanuio K AVC. BrlscHUTE OPSANOK YCTAHOBKYU €€
KOMITOHEHTOB, OIHUCAHNE CPEACTB MH(POPMAIMOHHON 3aIMUTH, TPeOOBAHUS K allllapaTHOMY 00eCledyeHno, Ha
KOTOpOe IIJIaHupyeTCs ycTaHOBUTh AUC.

3apanue 2. [Io 3agaHui0 HaCcTaBHUKA BHIIOJIHUTE IEPBUYHYIO YCTAHOBKY YKa3aHHBEIX KOMIIOHEHTOB
AVC Ha 3afaHHEIH KOMIIBIOTED, VIOBIETBOPSIOMNY alapaTHREM TPeOOBaHUIM.

3apmanue 3. [IponabniogaliTe ¥ 3aKOHCIEKTUPYHTE MEWCTBUS HAaCTaBHUKA IO HACTPONKE CUCTEMBI
vHpopMalmorHoM 3amuTel AKC.

3apmanue 4. o 3afaHuIo HAaCTaBHUKA BEIITOJIHUTE TECTH [Js1 MPOBepkKu PyHKIMoHUpoBaHus AUC u ee
CUCTEMEHI 3alUTHl. 3aKOHCIIEKTUPYHUTE [TONTydYeHHEIE HABEIKU.

Tema 1.2. O6cnyXKHBaHHE CPEeACTB 3allUThl HHPOPMAanHUH NPHUKIATHOTO H CHCTEMHOTO
MPOTrPaMMHOTO 00ecIe4YeHHusI.

3apanue 1. O3HAKOMbBTECH C BAPHAHTAMU CPELCTB 3alIUTH KMHGOPMAIUU IPUKIAAHOT0 U CUCTEMHOI0
IporpaMMHOro obecnedenusi. [IpoaHanusupyiTe Kaxgoe U3 CPencTB.

3apmaHue 2. CpenaiiTe BBIOOD CpenCcTBA 3alUTH MH(GOPMAUUU U BHIIOJIHUTE €r0 YCTAHOBKY U
HaCTpOUKY.

3apganue 3. BrlmonHKTE IOMHYI0 HACTPOUKY YCTAaHOBIEHHOTO CPENCTBA 3alIUTH HHOOPMAaIUH.

3apganue 4. [IpoBepbTe 0TCYTCTBHE KOHQIUKTOB C OCHOBHEIM 3aIlXIIaeMbIM IIPUKJIAAHBIM U CUCTEMHBIM
I10, a TakXe CTeleHb 3arpy3Ku alnapaTHO! CUCTEMEH (IaMsITh, XKECTKUU OUCK, IIpolieccop, ceTh). [Ipu
4Ype3MepHOU 3arpy3Ke yoanuTe JaHHOE CPEACTBO 3aIUTH U YCTAHOBUTE IPYTroe, IOBTOPUB II. 2 - 4.

Tema 1.3. HacTpo#ka mporpaMMHOro o0eciedeHHsi C COOII0IeHHeM TPeOOBaHUH 10 3AlUTe
uadopmanuu.

3apmanve 1. M3yuute TpeGoBaHus 1o 3amuTe uHbopManuu oyig 3agassoro [10.

3apanue 2. OneHUTE BO3MOXKHOCTh YOOBIIETBOPEeHUS TpeboBaHUM 10 3amuTe HHGOPMalUy B TaHHEIX
KOHKDETHBIX YCIIOBUSX.

3apanue 3. Ecnu BeIIeyKa3aHHbIe TPeOOBAHUS NPUMEHUMEI, TO BHIIOJIHUTb HACTPOUKY BHYTPEHHUX
CPEMACTB 3aIIKUTH MHPOPMAIMH, a TP HEOOXOAUMOCTH B COOTBETCTBHUY C 1.1 MPUMEHUTH BHEILTHNUE CPEACTBA
3aIUTH HHPOPMAIUY.

Tema 1.4. HacTpoiKa CpeICTB aHTHBHPYCHOH 3alIHUTHI [Jisi KOPPEKTHOH PadOTHI
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NPOrpaMMHOI0 00eCmedYeHHsi M0 3aJaHHBIM ITa0I0HAM

3aganve 1. BHIIOJTHWUTH MEPBUYHYI0 YCTAHOBKY aHTUBUPYCHOro I10, HacTpouTh OOHOBIIEHUE
AQHTUBUPYCHHIX 0a3.

3apmaHue 2. M3y4uTh BO3MOXKHEIE BapHaHTH HACTPOEK OJIS aBTOMAaTH3alluy IIOMCKA U YCTPaHEHUS
BUPYCHEIX yTPO3.

3apmanue 3. Hactpouts paboTy aHTHBUPYCHOTO 1O B COOTBETCTBHY C 3aJaHHBIMU ITabIOHaMM (KakKue
00BEKTEl IIPOBEPSATh AaBTOMATUYECKU IIPH 3aIyCKe, YTO HEJaTh C 3apakeHHHIMH 00BEKTaMM, YPOBEHD
0e30IIaCHOCTH, UCKJIIOYEHHS U T.II.).

Tema 1.5. UHCTPYKTazkK MOIb30BaTe/Ied 0 COOTI0IeHUH TPeOOBaHHi M0 3aIUTe HHPOPMAITUH
npu padoTe C IPOrpaMMHBIM 00eCeYeHHEM

3apmanve 1. O6BSICHUTS [TOJIL30BATENISM OITACHOCTb ¥ CEPbe3HOCTh BO3MOXKHEIX MH(DOPMALIMOHHEIX YTPO3
pu paboTe ¢ IPOrpaMMHEIM 00ecIIedeHIeM.

3apanve 2. [IpuBecTu TUIOBEIE IPUMEPEL Peanu3aluuy HHGOPMauOHHEX YTIPO3.

3aganue 3. OOGBSICHUTH IOJB30BATENSIM OCHOBHBIE MOMEHTH IONUTHKM HHGOPMAIUOHHOH
0e30IaCHOCTH B JAHHOM y4YpeX[eHHUH, UX OTBETCTBEHHOCTh 3a COOJIOfeHNEe U KaK IIPaBUIJIbHO COONONATh
TIpaBHUJIa 9TOM MOMUTUKHU. [10Tpe60oBaTh POCIKUCH BCEX IIOIH30BATENIEH B CIEIMAIbHOM KYyPHAJe I0 OKOHYaHUN
WHCTPYKTaxa.

3apanve 4. BricnaTh 10 KOPIOPATUBHON IIOYTe BCEM II0OJIb30BAaTeNdM KpPAaTKyl NaMATKy IO
cobmromeHn0 nHGOPMaIMOHHOY 0e30MacHOCTH.

Tema 1.6. HacTpoWKa BCTPOEHHBIX CPEACTB 3allUThl MHOOPMANHUH HPOrPaMMHOrO
obecneyeHHs1

3apmanue 1. M3yunTh BCTPOEHHBIE CPEACTBA 3alIUTH HHpopMaLuu B coctase [10.

3apanue 2. BEIONHUTL HACTPOUKY BCTPOEHHEIX CPENCTB 3aIlUTH WH(DOPMAIIH.

Tema 1.7. IIpoBepka (PyHKIHMOHHPOBaAHHS BCTPOEHHBLIX CPEJICTB 3aIllUThl MHGoOpManuu
MPOTrPaMMHOTO 00ecIe4YeHHusI.

3apmanue 1. PazpaboTaTh TECTH, MMUTHUPYIOMIKE YTPO3bI UM HEKOPPEKTHEIE NENCTBUS MOJIb30BATENS B
Pa3MIUYHEIX aclleKTax

3apanue 2. BRIonHUTE pa3paboTaHHEIE TECTH, UMUTUPYIOIINE YTPO3kl WIX HEKOPPEKTHbIEe NeHCTBUS
[IOIb30BaTeNIsl B Pa3NMUUYHBIX aclleKTax. 3apuKCUPOBaTh YCIEIIHOCTh MM HEYCIEUIIHOCTh IIPOXOXIEeHUS
TECTOB.

3aganue 3. [Ipy HanNW4YUK HEYCIHEIIHHX TECTOB IIPOAHATIU3WPOBATH MMeEWIIHecsT IPO6IeMEl
“H)OPMAIMOHHON 3aIlXTH U NPEHNIOXKUTh BO3MOXKHOE pelleHue.

Tema 1.8. CBoeBpeMeHHOE OOHapyKeHHe IPU3HAKOB HATHIHS BPEJOHOCHOT 0 IIPOTrPaMMHOIO
ob0ecreuyeHHst

3aganue 1. U3yunuTts umerolme HacTpoiku 10, oCyIIeCTBISIONIETO 3AIUTY OT BPEOOHOCHOTO KOfia.

3apmanue 2. HanucaTs unu HailTyu B ceTu MHTepHET TeCTOBEIE BPENOHOCHbIE KOMbl ¥ U3YUUTh PEAKINI0
sammaomiero [10 Ha 3TH KOTHL.

3amanue 3. [Ipu HeBepHOW peakIUM UM ee OTCYTCTBUU Ha BPENOHOCHHY KOJ BHIIONTHUTH
IIepeHaCTPOUKY CHCTEMH! 3aIUTH. [IpOBEpUTH TOBTOPHO PEaKINIO0 3alIUTH Ha BPEOHOCHEE KOOH, KOTOPHE
paHee He O 06PAa00TAHEI UITH 3aMEUEHE.

3apaHue 4. [Ipy IOBTOPHOM OTCYTCTBUM WUJIM HEBEPHOU DPeakUUU Ha BPENOHOCHHIM KOI IPENI0KUThH
abTepHATUBHOE WM JOIOJIHUTEIBHOE pellleHue OJIs NOBHIIeHUS 3GGEeKTUBHOCTYU CUCTEME! 3allUTHL.

Tema 2.1. O0cny:KuBaHHE CPENCTB 3alIUThl HHPOPMANHH B KOMIBIOTEPHBIX CHCTEMax U
ceTsax

3apaHue 1. O3HAKOMUTHLCS C HaCTpoMKamMu BCTpoeHHOTro B OC KIMEHTCKOT0 KOMIIbIOTEpa U IIJi03a
MEeKCeTeBHIX 9KPAaHOB, IPU HEOOXOIUMOCTH OTKOPPEKTHPOBATH UX.

3apmanue 2. Ha cepBepax ¥ mTi03€e IPOBEPUTH HACTPOUWKY BHEITHET0 IPOrPaMMHOTO WX MPOTPaMMHO-
anmnapaTHOTO0 MeXCeTeBOro SKpaHa.

3apganue 3. M3y4yuTh HOKYMEHTAIMI0 K cucTeMe 3amutks oT [IOMUH B nokanbHOU ceTH / pa3fgen
«00CITyKMBaHKUEe» ¥ TPU HEOOXOOUMOCTH BHIIOHUTE TPEOyeMble PeKOMEHAAINY 10 00CITyKUBAHHUIO.

3apganue 4. Ha KIMEHTCKUX KOMIIBIOTEPAX, UCIOb3YIOMUX NOIOHUTEIbHEIE CPENCTBa anlapaTHOU
ayTeHTU(UKAINY U3YYUTh COLEPKUMOEe CUCTEMHHIX XYPHAIOB Ha IPeaMeT BO3MOXKHEIX oUInboK B paboTe
3TUX cpencTB. Ecnu UMeTCS MHOTOYMC/IEHHEE XKal0o0k Ha paboTy 9TUX YCTPOUCTB U NpoduIaKTHUYeCKIe
MepHl (HampuMep, IpoTupka na3epHoro unu MK - matumka) He gaoT 3ddeKTa, TO IPUHATH pellleHue 0
3aMeHe 3TOr0 yCTPOUCTBa.

3apmaHue 5. B ceTsx, UCIONB3YIOMIKUX T€HEPATOPH 3EeKTPOMATHUTHOTO IIyMa, MPOBEPUTH PaboTy
TIOC/IEOHUX B COOTBETCTBUY C MHCTPYKUMEeH. [Tpy HEYOBIETBOPUTEIBHOM UX PA00TE BEIIOIHUTH PETYIUPOBKY

UK 3aMEHY.
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Tema 2.2, O0c1y:KUBaHHE CHCTEM 3alIUTHI HH(POPMALTHH B aBTOMAaTH3HPOBAHHBIX CHCTEMaX.

3amanue 1. [IpoaHamu3upPOBaTh CUCTEMHEIE 0TYeTH AVIC Ha mIpeqMeT BHISBIEHHBIX OITHOOK.

3aganue 2. Pa3paboTaTh MiTaH yCTPAHEHUs 9TUX OIIMOOK (ecrmu oHM OBUTM 0OHAPYXKEHH). Pa3menuTs
MEPONPUATHS N0 YCTPaHEHUIO OUIMOO0K Ha IPOrpaMMHbIe U allllapaTHEHIE.

3apmanue 3. [IpuCTynuTh K yCTpaHEHUIO OMMOOK Ha OCHOBE pa3pab0TaHHOrO IIJlaHa.

3apmanue 4. IIpoBepuTh paboTy IMONCUCTEMEl apXUBALMK JAHHBEIX, @ TAKXe COCTOSHUE NHUCKOBBIX
HaKoNuTesel apxuBanuu. [Ipn HeoOXOOUMOCTH 3aMEHUTD UX.

3apmaHue 5. C IOMOIIBI0 PEKOMEHOBaHHEIX TECTOB BHIIIOJIHUTH KOMIIJIEKCHYI0 npoBepky AUC. Bce
pe3ynbTaTh 3abUKCUPOBATh B KypHAse.

Tema 2.3. YuacTue B IPOBEIEHHH PErjiaMeHTHBIX PAa0O0T IO 3KCIIyaTallHH CHCTEM 3allHThI
uHpoOpManuu aBTOMaTH3HPOBAaHHBIX CHCTEM.

3apanue 1. U3y4yuTh MHCTPYKIUYU II0 IPOBENEHUIO PerlaMeHTHHIX paboT 110 SKCIUIyaTalluy CUCTEM
3amuTH UHGOPMaluuy aBTOMAaTU3UPOBaHHBIX CUCTEM. I[Ipy HeoOXOMMMOCTH 3aKOHCIIEKTUPOBATh Hauboiee
BaKHbIe MOMEHTHL.

3apanue 2. [To 3aaHWi0 HACTABHUKA BHIIOJIHUTE ONpPEfeNieHHbIE IPOIefyphl, IPU HEOOXOMUMOCTH
3a7aTh BONIPOCH HaCTaBHUKY.

3amaHme 3. I[IpoHabmoomaTh BHIIOJHEHWE (UHANBHEX NPOIEAYP B PerIaMeHTHHEIX paboTax,
BHITTOJIHSIEMBIX HACTABHUKOM. IIpm HEOOXOIMMOCTH 3afaTh BONIPOCH U 3aKOHCIEKTHPOBATE.

3apganue 4. ITo 3amanuio ¥ / win HabOIIOOEHVEM HAaCTaBHUKA BEIIIOJIHUTH TECTUPOBAHUE CHUCTEMEL
3amuthl uHGopManuu AUC mocine BHIONHEHUS perjiaMeHTHHX pPaboT U OOJIOXKUTH O pPe3yibTaTax TecTa
HaCTaBHUKY.

Tema 2.4. IIpoBepka padOTOCHOCOOHOCTH CHCTEeMBbI 3aIUTHI HHbOpMaNHHU
aBTOMATH3UPOBAHHOU CHCTEMBI.

3apanue 1. U3yunTh HHCTPYKIUIO ¥ 03HAKOMUTELCS C KOMIIOHEHTAMHU CUCTEMH 3alllUTH MHGDOPMALUU
aBTOMATHU3UPOBAHHON CHCTEMEI.

3apmanve 2. BHIIONHUTE anmapaTHYO IPOBEPKY, IPU HEOOXOOUMOCTH - ¥ 3JIEKTPUYECKNE U3MEPEHNUS,
HCIOJIB3YS OCLMIIIOrpad U MyIbTUMETP.

3apmanue 3. BEIIOJTHUTE TECTH, PeKOMEeHIOBaHHEE Pa3paboTuUKOM CHCTEMEL Ha IPegMeT HaneXKHOCTU
cUCTeMbl 3amuTH “HpopManuu. [Ipu obHapyxkeHuu npobjaeM B TecTax BHIINCATH UX, IPOaHANN3UPOBATh U
pa3paboTaTs IJIaH MEPONPUATHH 110 YCTPAHEHUIO IPOOIIEM.

TeMma 2.5. KOHTpPoiIb COOTBETCTBHUSI KOHPHUIypanuHM CHCTeMbl 3alIMTHI HHGoOpManuu
aBTOMATH3HPOBAHHOH CHCTEMBI €€ IKCIUTyaTAl[HOHHOH TOKYMEHTAI[HH.

3apmanue 1. 3y4ynuTh HOKyMEHTalIXIO K CUCTEME 3alUTH MHPOPMALIUK aBTOMATU3UPOBAHHON CUCTEMEL.

3apmanue 2. 3y4nTh peanbHbIE YCIIOBUS, B KOTOPHIX paboTaeT AVIC u cucTeMa ee 3alluTHL

3apmanue 3. CpaBHUTH TapaMeTpHl TACIIOPTHEIE U PeaIbHbIe, BEIINCATh HECOOTBETCTBUS KOHGUTYPaIUy
B cucteMe 3amurtkl uHpopmanuu AUC. CoenaTth 3anuCU B KypHA U IPUHATH pPelleHUU 00 yCTpaHeHUU
HECOOTBETCTBHUIL.

Tema 2.6. KoHTpPoIb CTAaOM/IBHOCTH XapaKTEPHCTHK CHCTEMBI 3alUTHI HHpOpManmuu
aBTOMATH3UPOBAHHOU CHCTEMBI.

3apaHue 1. C IOMOIIbI0 UHCTPYKIUY K cucTeMe 3amuThl nHGopManuu AVC BHIIONHUTE U3MEPEHHE
XapaKTepPUCTUK CUCTEMEI 3allIUThl B HECKOJIBKUX Pa3/IMYHAEIX peXKuMax.

3aganue 2. [IpoaHanu3upoBaTh CTAOUIBHOCTH M3MEPEHHHX XaPAaKTEPUCTHUK U BEJIUUYUHY HX
OTKJIOHEHUS OT IACHOPTHHX. Pe3ynbTaTH 3adMKCHPOBATE.

3amaHue 3. [IpennoXuTh BapHaHTH NPUBENEHUS XapaKTEPUCTUK, MMEIOUIUX 3HAUYUTEJIbHEIE
OTKJIOHEHUS K HOpMe.

3aganue 4. Ilocne ycTpaHeHUS OTKJIOHEHHU NPOBECTU HOBTOPHHEE WM3MEPEHUS TpPebyeMBIX
XapaKTEPUCTHK B COOTBETCTBUU C HHCTPYKIUEH.

Tema 2.7. BejeHHe TeXHHYECKOH TOKYMEHTAIlMH, CBA3aHHOM C IKCIUTyaTalHeHd CHCTEM
3amuThl HHGOPManuN aBTOMAaTU3HPOBAHHBIX CHCTEM.

3ananue 1. Coctasbre B Excel TabnuIry co crnenyrommMy cTonbaMu:

HAaMMEHOBaHUE ¥ MOMEJb MOOYJIS 3aIlUTHL.

MECTO YCTAHOBKH ¥ PAaOOTHI MOIYJIS 3AIIUTEL

maTa MPedrIIyIero o6CIyKuBaHus (IJIaHOBAs MIIA aBapUitHas)

maTa TeKyIIero 06CIyKUBaHUS

maTa PeKOMEHOYEMOT0 OYEPENHOTO 00CTyKIUBAHMS

BHITTOJTHEHHEIE PA0OTE ¥ 3aMEeHEeHHBIe KOMIIOHEHTHI (MMpH HeoOX0IUMOCTH)

Pocnuich ucnonHuTENS
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[IpuMeyaHus: ¥ peKOMeHOAIUN

3amanue 2. s o6merdyeHus 3aloHEHUS TaOIUIIHI BCTaBbTE 37TEeMEHT «PacCKPBIBAIOIIUH CIIHCOKY,
KOTOPBIY TO3BOIUT OBICTPO BEHIOMpATh Hambojee 4acTO MCIOIL3yEeMEIEe THIIOBEE IMapaMeTpH. [IpoBepnTe
paboTy BCTaBIEHHEIX 37IEMEHTOB aBTOMATU3aIUH.

3apmanue 3. [IpoBephTe BO3MOXKHOCTh MmevaTH pparmMeHTta TaOnULB C pa3MelleHreM ee Ha OOHY
CTpPaHUIy MO IIWPUHE, IPU HEOOXOOMMMOCTH MPOU3BEOUTE KOPPEKIUUIO MOJIed, KONMOHTUTYIIOB, IIUPHUHBI
CTONOI0B, BEICOTHI CTPOK, IIPUGTA ¥ T.II....

Tema 2.8. YuacTHe B pa®oTax mo odecnedyeHHI0 3allUTHI HHGOPMAIlUU NMPH BHIBOIE H3
3KCIJIyaTallUd aBTOMaTH3HPOBaHHbBIX CUCTEM.

3apmanue 1. 3y4ynTh HHCTPYKIMIO 110 BEIBOAY U3 3KCIIyaTanuu AVC

3apmanue 2. [To 3amaHuio HaCTaBHUKA IPOU3BECTH NEMOHTAX BCeX HOCUTeNed HH(OPMAIuy U COaTh UX
HaCTaBHUKY. YOenuTh ocoboe BHMMaHUe 0€30IACHOMY HANEXHOMY XPaHEHUIO (YTUIM3al[U{) OUCKOBBIX
Hakonutesned nHopmanuu. I1pyu XxpaHeHUN (yTUNIU3AIMK) BCe HOCUTEH, UMEIOIIe OTHOIIEHWE K BHIBOOUMOMN
ANC pomxHBI GBITH CHAHBI IO POCIIMChH OTBETCTBEHHOMY JIMITY C COOTBETCTBYIOIIEH 3alUChIO B XKypHAJe.

3apanue 3. [IpoHabmofaTh IPOIEAYPY CAAYM Ha XpaHEHHe UM YTUIM3AlKU0 OTBETCTBEHHOMY JIUIY U
3aroJiHeHue XypHaa.

3amanve 4. BRIIOMHUTD GU3NYECKOE U / UIU MPOrPaMMHOE OTK/IIOYEHWE JTHMHUHU JIOKAIbHOM CeTH, K
KOTOpO¥ OblyIa IOAK/II0OYEHA BEIBeAeHHAs U3 dKcnyaTanuu AUC.

4.2.2. OueHOYHBIE CPEJICTBA MPH MPOMEXKYTOYHOM KOHTPOJIe (3adeT, MU PUPHHITUPOBAHHBIH
3a4eT)

dopMo¥ MPOMEKYTOUHON aTTECTAllUU SBNSIeTCS nuddepeHINPOBAHHEIN 3a4eT, B MPOIecce KOTOPOTro
otpefenseTcs chopMUPOBAaHHOCTh 0003HAUYEHHEIX B IIPOTPaMMe KOMIIETEHIIAHN.

WHCTPYMEeHTOM u3MepeHus cPOPMUPOBAHHOCTH KOMIIETEHLUM SBISETCS YCTHAs WU MUCbMeHHas
3alIuTa 0TYeTa 110 IPaKTHKe.

[Tpu 3anmTe 0TYETA IO MPAKTHKE HEOOXOAMMO aTh OTBET HA [IBa TEOPETUYECKUX BOIpPOCca. [omycKoM
K IIPOMEXKYTOYHOHO!N aTTECTAIMN SBIISETCS BEIIOJHEHNE BCeX TPEeOOBaHMM TEKYIIETr0 KOHTPOIIS.

KpuTtepuu olieHMBaHUS IIPU OTBETE Ha BOIIPOCH:

- 90-100 6anmoB - Ip¥ MPaBUIBHOM ¥ ITOJTHOM OTBETE Ha [Ba BOMPOCA;

- 80-89 GannoB - Mp¥ MPABUIBHOM ¥ IIOJTHOM OTBETE Ha OJWH M3 BOMPOCOB U MPABUILHOM, HO He
TIOJTHOM OTBETE Ha APYTOM U3 BOIIPOCOB;

- 60-79 6anoB - MpH MPABUIFHOM U HEIIOJTHOM OTBETE TOJIBKO Ha OOMH U3 BOIIPOCOB;

- 0-59 6annoB - MpU OTCYTCTBUY NMPABUIBHEIX OTBETOB HA BOIIPOCHL.

KonuuectBo 6anmos|0-59 |60-79(80-89 [90-100
[ITkarna oneHNBaHUS |HEYL|YAOB|XOPOIIO|OTINYHO

ITpuMepH! BOITPOCOB:

Tema 1.1. YuacTHe B yCTAaHOBKE M HAaCTPOMKe KOMIOHEHTOB aBTOMAaTH3HPOBAHHBIX
(uHbOPMANTHOHHBIX) CHCTEM B 3allHIIEHHOM HCIOJTHEHHH B COOTBETCTBHH C TpPeOOBaHHSIMH
3KCIIyaTallHOHHOM JOKYMEHTAllHH.

1. Ha xakue THUIH [eNATCS CUCTEMH 3aIuTel AUC?

2. Kakve mapaMeTpHl OIePAlMOHHEIX CUCTEM SBJIAIOTCA KPUTUYHLIME [IPY YCTAHOBKE HA KOMIIBIOTED
(unmu mopkmoueHue ero k) AUC?

3. Kakue mapaMeTphl allapaTHOT0 o0ecrmedyeHUs SBIASIOTCS KPUTUUYHBIMM MPH yCTAaHOBKE Ha
KOMIBIOTED (Mnu nopkmodenue ero k) AUC?.

4. B 4yeM 3aKJTI049aeTCs HACTPOMKa CUCTeMBl MHGOpMalnOHHOM 3aumThl AVC?

5. Kakue TUIIBI TECTOB UCIIONIb3YIOTCS 7 IPoBepPKU pyHKIMOHUPOBaHUS AVIC U ee CUCTEMEI 3aIlUTHI?

Tema 1.2. O6cnyXKHBaHHE CPEeACTB 3alIUThl HHPOPMAanHUH NPHUKIATHOTO H CHCTEMHOTO
MPOTrPaMMHOTO 00ecIe4YeHHusI.

1. Kakue CymecTBYIOT BUAH CPENCTB 3allUTH HHPOpMaLUU IPHUKIAZHOTO ¥ CHCTEMHOTO
MPOTPAMMHOT0 00eCIeuyeHus?

2. B yeM 3akmoyaeTcs mporenypa o0CnyKUBaHUS CPECTB 3alUTH HHGOpMalUuy mpuKkiagaoro I10?

3. B ueM 3akimoyaeTcs Mporenypa 06CmyKUBaHUS CPEICTB 3alUTH HHGOopMaluuy cucteMuoro [10?

4. Kakue BCIIOMOTATENbHbIE HHCTPYMEHTH U CPEACTBAa MCIOJIL3YIOTCS B IIPOIecce 06CTyKUBaHUS
CPEe[CTB 3aluTH WHGOpPMAIMH IPUKIAagHOTO B cucteMHoro [107?

5. YTo SABISETCS KPUTEPHUEM HMCITPABHOCTH CPEACTB 3aIIUTH MH(POPMAINU MPUKIIAMHOTO U CUCTEMHOTO

1o?
Tema 1.3. HacTpo#ka mporpaMMHOro o0eciedeHHsi C COOII0IeHHeM TPeOOBaHUH 10 3AlUTE

uadopmanuu.

1739934174
13



1. Kakue TpeOOBaHUS MO 3aIMUTe WHPOPMAIMU NPENbIBAIIOTCS dYallle BCETO K HACTPOHKe
MIPOTPAMMHOT0 00eCIeueHus?

2. OxasbBaeT 1 Kakoe-nub0 HEraTUBHOE BIUSHME CUCTeMaA 3amuTH “Hopmanuu Ha pabdorty I10 ¢
TOYKHU 3PEHUS Hale2KHOCTH U CKOPOCTH PabOTEI?

3. KakuM 06pa30M BHITIONIHSIETCS MPOBEPKa KOPPEeKTHOCTU HacTpoek 10 ¢ yuyeToMm TpebGoBaHUM 110
3aluTe nHGopMauun?

4. Kakue OONOJHUTE/IbHEIE 3HAHUS U YMEHHUS HYXKHBI COTPYIHUKY, UCIONb3yiomeMy 10 B ycioBusax
3aMUIEHHOCTH WHGOPMAIUHU?

5. YeMm omacHa HeBepHas HACTPOWKA MJIM HEMCIPABHOCTh CUCTEMHI 3aIIUTE HHGOpMauuu mpu paboTe
ro?

Tema 1.4. HacTpo#Ka CpelCTB aHTHBHPYCHOHM 3alIHUTHI IJisi KOPPEKTHOH pPabdOTHI
MPOrpaMMHOr0 o0ecnedyeHHsl MO 3aJlaHHBIM IadI0HaAM

1. YTo Takoe 1mabI0HHE HACTPOEK U AJISI YETO OHU HYXKHBI?

2. Kakue pyTUHHBIE IEUCTBUS B aHTUBUPYCHOU IIpOrpaMMe MOKHO aBTOMaTHU3UPOBAThH?

3. Kakue ypoBHM peakluy (IIOJUTUKU) CYIIECTBYIOT B @HTUBUPYCHOM IIporpaMMe Ha IIpHMepe OIHOTO
u3 nponykTa: Kaspersky Antivirus, Eset NOD32, Dr WEB?

4. YeM cremyeT PyKOBOACTBOBATHCS IIPU COCTABIEHUH 1IabI0HA HACTPOEK?

5. MoXHO 1 COXpaHUTh pan KoHburypanuu (mabioHOB) Ha Cliydyall NepeyCTaHOBKU aHTUBUPYCHOTO
rno?

Tema 1.5. HHCTPYKTaXK MO/JIb30BaTe/Ied 0 COOIIOIeHHH TPeOOBaHUi M0 3alIUTe HHPOPMAIIUHK
npH padoTe ¢ MPOrpaMMHBIM OOecIiedYeHHeM.

1. Kakue apryMeHTH Cepbe3HOCTH MPo6aeMbl HHGOPMAIMOHHOH 6€30MacHOCTH HYKHO HCIIONIb30BaTh
07 COTPYOHUMKOB, SBIIAIOIIUXCS HempodeccroHanaMu B o6mactu UT?

2. Kakue TUNIOBEIe IPUMEPEH! peanu3anuy HHOOPMaIMOHHEIX YTPO3 PEKOMEHYeTC S UCI0Ib30BaTh AJIs
COTPYAHHUKOB, SIBJIIOIUXCS HempodeccuoHanamMu B o6mactu UT?

3. YTo OTHOCHUTCS K OCHOBHEIM MOMEHTaM HOJUTUKYN HH(DOPManmoHHOU 6e30MaCHOCTA B HAHHOM
y4pexpeHun?

4. KakoBa JomyCTUMas ATUTEIbHOCTb 03ByUMBAHUS MHCTPYKTaxa IJIsT HAUTY4IIIero YCBOEHus?

5. Kakve MOMEHTH MHCTPYKTaXa Jydllle BCET0 U3JI0KUThL U IOHECTH M0 MOIh30BaTeNledl B TEKCTOBOM
BUmE?

Tema 1.6. HacTpoiika BCTPOEHHBIX CPEeICTB 3allUTHI HHPOPMAIMH NPOrPaMMHOIO
obecmeuyeHHs1

1. Kakum o6pa3om MOTyT OBITH peanu30BaHHE BCTPOEHHHX CPEACTB 3AUIUTH HHGOPMAIUH
MPOTPAMMHOTO 00EeCIeueHusI?

2. B yem 3akio4YaeTcs HaCTPONKA BCTPOEHHEIX CPENCTB 3alUTH WHGOPMAUUU IPOTPAMMHOTO
obecrmedeHus?

3. Yto ABNsETCS KPUTEPUEM TIPABUIBHOCTHA HACTPOEK BCTPOEHHBIX CPEACTB 3alIUTH MH(OpManuu
MIPOTPaMMHOTO 00eCTIeYeHus?

4. Bcerma u mo6oe nu I1O uMeeT BCTPOEHHEIE CPENCTBA 3AIIUTH WHGOPMAIUU IPOTPAMMHOTO
obecrieyeHus?

5. Bcerma nu moCTaTOYHO BCTPOEHHBIX CPEMCTB 3aIUUTH WHGOPMAIMY IPOrPAMMHOTO 00eCTIeYEHNS?

Tema 1.7. IIpoBepka PyHKIHMOHHPOBaHHA BCTPOEHHBLIX CPEICTB 3aIllUThl HHGoOpManuu
MPOrPaMMHOTO 00eCIe4eHHusI.

1. Kakue cyumecTByIOT METOHB MPOBEPKY (DYHKIMOHUPOBAHUS BCTPOEHHBIX CPEMACTB 3aIMUTH
vH(OPMAIMK TPOrPaMMHOT0 00eCIeueHus?

2. Kakue cymecTBYyIOT UHCTPYMEHTH NIPOBEePKU GYHKUMOHUPOBAHUS BCTPOEHHBIX CPEACTB 3alIUTHI
“HGOPMAIMK TPOTPAaMMHOT0 00eCTIeYeHM?

3. Yro sBNIsgETCS KpUTeprueM KauecTBa QYHKIIMOHUPOBAHUS BCTPOEHHBIX CPEICTB 3alUTH HHGOPMaLUU
TIPOTPAMMHOT0 00eCTIeUYeHus?

4. B Kakux ciay4asx TpeOyeTcs mpoBepkKa (GYHKIMOHWPOBAHUS BCTPOEHHHIX CPENCTB 3allUTH
rHbOPMaK IPOrpaMMHOr0 00ecIedeHus?

5. Kak ¢ukcupyetcst hakT IpoBefieHUs MPOBEPKU (QPYHKITMOHUPOBAHUS BCTPOEHHBIX CPEACTB 3aAIUTHI
vH(OPMAIMK TPOrPaMMHOT0 00eCIeueHus?

Tema 1.8. CBoeBpeMeHHOe 0OHapyXKeHHe MPHU3HAKOB HATHYHS BPeJOHOCHOT 0 IIPOrpaMMHOr0
obecrnieyeHUs

1. KakuMu cpefcTBaMHU OCYIIECTBIISETCS CBOEBPEMEHHOe OOHApyXKeHHe IPU3HAKOB BPEHOHOCHOTO
Kogma?

2. KakoBHI KpUTEPUU CBOEBPEMEHHOCTH 00HAPYKEHUS IPU3HAKOB BPEIOHOCHOT'0 KOfa?
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3. Yro siBNIsAETCSA NpHU3HaKaMU BPeJOHOCHOT0 Kofa?

4. KakuMm [IeMiCTBUSIM CO CTOPOHBI CUCTEMEI 3aIIUTH I0I2KEH TOBEepPraThCs BPeOOHOCHHIH Kop B [10?

5. Kakue melCTBUS DONMKHEL IEPUOOUYECKY BHIIONHATHCST UT- cennanucToMm, 4yTobsl 00HapyXKeHUe
TIPU3HAKOB HAIMYKS BPEIOHOCHOTO ITPOrpaMMHOr0 obecrederus ObITI0 BCerga CBOEBPEMEHHBIM?

Tema 2.1. O0cy:KMBaHHE CPEJCTB 3alIUThl HHPOPMAIUH B KOMINbIOTEPHBIX CHCTEMax H
ceTsix

1. Kakue cpefcTBa BXOZAT B COCTaB CHCTEM 3alIUTHL HHGOPMalKWX B KOMIIBIOTEPHEIX CUCTEMAX U CETSX?

2. Kakve TuIOBEIE IIA0IOHE HACTPOEK MEXKCETEBHIX 9KPAHOB MCIIOJIL3YIOTCS B OOJIBIIMHCTBE CITyYaeB
Ha knueHTckux [IK, cepBepax, a TakXke Ha CIeIUalbHO BHOEJE€HHBIX IPOrPAMMHEIX UJIA IPOTPAMMHO-
anmnapaTHHIX MeXKCETEBHIX 9KpaHax?

3. Yro BKIOYaET B cebs Mpoleypa HaCTPOUKYM MEeXCEeTeBOr0 9KpaHa?

4. B yeM 3akiodaeTcs 00CTyXKUBaHUE CPEACTB 3aIIUTH MHPOpPMAIMU B KOMIIBIOTEPHBIX CUCTEMAX U
ceTsax?

5. Kak mpou3BofuTCs MPOBePKa CPEeACTB 3aluThl HHGOPMaluy B KOMIIBIOTEPHBIX CUCTEMAaxX U CETSIX
TIepeq UiTu Tocie 00CTyKIUBaHM?

Tema 2.2. O0cy:KUBaHHE CHCTEM 3alIUTHI HH(POPMALIHMHA B aBTOMAaTH3HPOBAHHBIX CHCTEMax

1. B KaKOM Bufe MOTYT OBITH IPEACTABJIEHb CUCTeMHEE 0T4eTHl AVIC Ha IpemMeT BHISIBIEHHBIX
oum6oK B paboTe cuCTEM 3aIuTH HHGOPMALUH?

2. Ha3oBuTe OCHOBHbBIE IPUHUUIE U IIPaBUiia pa3paboTKy IjlaHa ycTpaHeHus omuboK B paboTe
CHUCTeMHI 3aIuThl nHPopMarmu B AUC?

3. Kakue omu0Oku B paboTe cucteMsl 3aiuThl nHGopManuu AUC yCcTpaHSIOTCS B IEPBYIO 0Uepenb?

4. Kak BHITIOJTHSIETCS IPOBEPKA HAKOMHUTENEeH HHDOPMAIK U TTOCUCTEMEl apXUBALIUU NaHHBIX?

5. Kakue TeCTH, HaIpuUMep, MOTYT HCIIOIb30BAThCS [JIT KOMIJIEKCHOM mpoBepku paboTsl AUC u
CHCTEMEHI 3aIIUTEl HHGDOPMAaluU B HAX?

Tema 2.3. YuacTue B IPOBEJEHHH PErjiaMeHTHBIX PAa0dOT IO 3KCIJIyaTallHH CHCTEM 3allHThI
uHPOpManyu aBTOMaTH3HPOBAaHHBIX CHCTEM.

1. YTo BKMIOYAIOT B ce0s1 permaMeHTHEIE PAOOTH IO SKCITyaTallud CUCTeM 3amuTh nHbopmanuu AKUC?

2. Kakue mporpaMMHbIe ¥ alllapaTHbe CPEACTBA MCIONb3YIOTCS MPU PerlaMeHTHHX paboTax 1mo
9KCITyaTallud CUCTeM 3amuTh nHbopmauuu AKC?

3. Kakue mpo6neMsl MOTYT OHITh OOHapyXKeHH dYallle BCETO IPU PerlaMeHTHHX paboTax Io
9KCIUIyaTalluyd CUCTeM 3aluTh nHbopMauuu AVC?

4. KakoBa MepPUOJUYHOCTh IIPOBENEHUs PETIaMEHTHHIX PaboT IO 9KCIUTyaTal[dXd CUCTEM 3alUTHI
uHpopmaruu AUC?

5. KTO NpoBOOUT ¥ KTO IPUHHUMAET BHIIOJHEHUWE PErJIaMEHTHHIX Pab0T IO 3KCIJTyaTallMu CUCTEM
3amuTH wHGopMaiuu AUC?

Tema 2.4. IIpoBepka pad®OTOCHOCOOHOCTH CHCTEeMBbI 3amHUTHI HHbOpMaIHH
ABTOMATH3HPOBAHHOH CHCTEMBI.

1. B ueM 3aKmI09aeTCs MpoBepKa PaboTOCITOCOOHOCTH CUCTEMHI 3aIUTE HHGopManuu AVC?

2. TpeOyioTcs U U3MepeHus: KakKux-mu60 Gu3ndeckKux BeIMUKWH IPHU MPOBEPKe paboTOCIOCOOHOCTH
CUCTeMEHI 3auThl nHopManuu AVC?

3. KakuMu nporpaMMHHMHU ¥ /UM alllapaTHHIMU CPefCTBaMU IPOBOJNUTCS NpPOBepkKa
paboTOCIOCOOHOCTH CHCTEMBI 3auTuThl mHpopManuu AWUC?

4. lomycKaeTcsl MU OTKJIOHEHNE KaKUX-Tubo mapaMeTpoB B paboTe CHUCTEMH 3aUIUTH MHGOPMAIUK
ANC, u ecnu ma, To KaKuX U HACKOJIBLKO?

5. dBnsieTcs mu MpoBepKa paboToCIOCOOHOCTH CHCTEMEI 3aluTE MHGopManuu AVMC rapaiToM TOTO,
YTO B TEUEHHE OIPeeIeHHOr0 BpeMeHH BEePOSITHOCTh C00sT CHCTEMEI OyIeT paBHA HYJIIIO?

TeMma 2.5. KOHTpPoaIb COOTBETCTBHUS KOHPHUIypanmuM CHCTeMbl 3alIMTHI HHGoOpManuu
aBTOMATH3HPOBAHHOH CHCTEMBI €€ IKCIUTyaTAl[HOHHOH TOKYMEHTAI[HH.

1. Kakue nmapaMeTphl KOHGUTypanuu cucTeM 3amuTe uHGopMmanuu AWC nopnexaT KOHTPOIIO Ha
COOTBETCTBUE IKCIITTyaTallMOHHOU JOKyMeHTanuu? [IpuBequTe IpuMepHL.

2. Kaxk ocymecTBnsieTcs KOHTPOJIb COOTBETCTBUS KOHGUTypAIMU CUCTEMEl 3aIIUTH MHGOPMAIUu
aBTOMATH3UPOBAHHON CUCTEMHI €€ KCIITyaTallMOHHON TOKYMEHTAIIUM ?

3. [lonmyCcTUMO NI HEKOTOPOE OTKJIOHEHHWE OT COOTBETCTBUS KOHGUTYPAlUM CHUCTEMBI 3al[UTHI
uHpopmanuu AVC ee 9KCIITyaTallMOHHOM JOKYMEHTAIH?

4. Kak JOKyMEHTHPYEeTCS IpOollecC KOHTPOJSA COOTBETCTBUSA KOHQUTYpAIUM CUCTEMBI 3aIIUTHI
uHpopmanuu AVIC ee 9KCIIIyaTallMOHHOM JOKYMEHTAINN?

5. Yto pmenaTh B TOM Cjydae, eciii 0OHapyXKEHHI CYI[eCTBEHHEIE HECOOTBETCTBUS KOHQPUTYpPAIUU
crucTeMbl 3amuTH uHGopManuu AUC ee 3KCIIyaTaluOHHOY NOKYMEHTALIUY, @ IPUBECTU UX B COOTBETCTBUE
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OllepaTUBHO HEBO3MOXKHO?

Tema 2.6. KOHTPO/JIb CTaOMJIBHOCTH XapPaKTEePHCTHK CHCTEMbI 3alUThI HHGOpPMaUIHHU
ABTOMATH3HPOBAHHOM CHCTEMBI.

1. ITepeyucnuTe BO3MOXKHEIE BO3LEHCTBUS, CIOCOOHEIE 0KAa3aTh HETaTUBHOE BIMSHYUE Ha CTaOUIBHOCTD
XapaKTePUCTUK CHCTEME! 3alIUTH UH(OPMAIUN aBTOMATU3UPOBAHHOU CUCTEMH.

2. Kaxk ocyiiecTBisieTcs KOHTPONIb CTaOUIBPHOCTH XapaKTEePUCTUK CHCTEMHl 3aIlUTh WHDOpPMAnuu
aBTOMAaTH3UPOBAHHON CHCTEMBI?

3. YeM omacHH HeCTaOUIIbHEIE XaPAKTEPUCTUKY CHCTEMHI 3aIIUTH HHPOPMAIMK aBTOMATH3UPOBAHHON
CHUCTEMEI?

4. Kakve u3 XxapaKTEPUCTUK cuCTeM 3amuTh uHbpopmanmu AUC HyxkpgaioTcs B 0c060M KOHTPOJIE Ha
mpeaMeT CTabuIbHOCTH?

5. Kakue cyiecTByOT CpefCcTBa OJIsl MOBBIIIEHUS CTAOUIBHOCTH XapaKTEPUCTUK CHCTEMEl 3alIUTEHL
rHbOpPMalUK aBTOMaTU3UPOBAHHON CUCTEMbI?

Tema 2.7. BegeHue TeXHHYECKOH JOKYMEHTAIMH, CBSI3aHHOH C IKCIUIyaTallHeH CHUCTEM
3amuThl HHPOPManuu aBTOMAaTH3UPOBAaHHBIX CHCTEM.

1. Kakue cBefmeHMsT HEOOXOOUMO OTpaXkKaTh B pabodyeM XKypHase M0 00CIyKUBAHUIO CHCTEM 3aIlUTHI
vH(OPMAaIK aBTOMaTU3UPOBAHHLIX CUCTEM?

2. KakumMu mporpaMMHEIMU CpPeACcTBaMU yooOHee Bcero GopMUpoOBaTh U BECTH Paboyuil XKypHA 110
00CITy>KMBaHUIO CUCTEM 3aIIUTEL HHPOPMALUU aBTOMATU3UPOBAHHEIX CUCTEM?

3. I'me u Kak mONMXKeH XpaHUThCS pabouuil KypHas 110 06CIyXUBaHUIO CUCTEM 3allXTH HHPOPMAIUN
aBTOMAaTHU3UPOBAHHEIX CUCTEM?

4. Tme ¥ Kak [OJXKHA XPAHUTLCS MHCTPYKUUS pa3paboTuWKa CHCTEMH 3aIMUTH HHGOPMAUUH
aBTOMaTHU3UPOBAHHEIX CUCTEM?

5. KTo uMeeT mpaBo 03HAKOMHUTECS ¢ HHMOpMaImed B paboueM XKypHaye M0 00CIyKUBAHUIO CHCTEM
3aIUTH KHPOPMAILUY aBTOMAaTH3MPOBAHHEIX CUCTEM?

Tema 2.8. Yuactue B padorax mo od0ecnedyeHHI0 3alIUTHI HHPOPManuu NpU BBIBOJE U3
3KCITyaTallHd aBTOMaTH3HPOBaHHbBIX CHCTEM.

1. B ueM 3akI04YalTCS OCHOBHBIE IIPUHIIUIEL BEIBOHa 3KcmnyaTanuu AVC ¢ TOUKY 3peHUs 3allUTh
vHpopManIu?

2. Yto mpencTaBnsieT co00i HauOOJBIIYI0 «CTPAaTerduyecKyw» LeHHOCTh B mio6oi AWC, B T.4. u
BEIBOIMMOU U3 SKCIIJTyaTaluu?

3. Kak obecneynuTs HEBO3MOKHOCTH [abHEHNIeH HelleraTbHON 9KCITyaTalliy, BEIBOGUMOM U3 PabOTH
AUC?

4. Kakue yactu UHQGPACTPYKTYPH, BHBOAUMON u3 paboTel AUC monXKHE OHITH 3aIIUIIEHH OT
HeJIeraabHOT0 UCIOIb30BaHus A 00ecneYeHus 3alUTh HHGOPMauy?

5. OmumuTe KpaTKo Ipolecc NOKyMeHTHPOoBaHus pu BriBome AVC u3 skcmiyaTanuu?

4.2.3. MeToguuyecKue MaTepHaabl, oNpeleIsAONIHe NPOUENYPHl ONEeHHBaHHUsI 3HAHHH,
YMEHHH, NMPaKTHYECKOro OMNbITa, HE0O0XO0XUMBIX NJisi (P)OPMHPOBAHUS COOTBETCTBYIOIIHUX
KOMIIeTeHIuH

ITo mToraM MpPakKTHKH ATTECTYHTCS 00ydaiommecs, BHIIONHUBIINE MPOTPAaMMy HPAKTHKUA U
NIpe[CTaBUBIINE WHOWBUOYaAIbHEE OTUETH IO IPaKTUKE.

®opMO¥ UTOTOBOTO KOHTPOJISL IPOXOXKOEHUS IIPAKTUKY SBIISIETCS 3a4eT C OLIeHKOH.

3a4eT NPOBOOUTCS C YUETOM 3aIIUTHEl OTUYETOB, COCTABJIEHHHIX B COOTBETCTBUU C TpeboBaHUAMU
IIpOrpaMMbl IPAKTHUKY, HA OCHOBAHUY YTBEPKIEHHOTO 3afjaHus Ha IPAKTHUKY.

3ammTa oTYeTa IPOBOAUTCSA PYKOBOOUTENIEM IPDAKTUKU OT KadbenpHL.

[Ipy DpOBEOEHWM TEKYUIETr0 KOHTPOJS 00ydYaroUuiics MpPENCTaBISET BHIIOJHEHHHIE 3JIEMEHTH
(pa3mesnsl) oTYeTA IO IPAKTHKE.

[IpemnonaBaTelb aHAIU3UPYET UX COOepKaHUE Ha COOTBETCTBYE, II0CIIe YeT0 OLleHUBAET NOCTUTHYTHIM
pesynbTart.

[Tpu mpoBefeHUH TPOMEKYTOYHON aTTECTAIMH 00yYaIOMUIICs IPECTABIISEeT OTYET 0 IPAKTHKE.

[TpenonaBaTenb aHANU3UPYET COMEPKAHUE 0TYETa, 3aTeM IyTeM Oecensl ¢ 06y4alOUMMCS BHIABISET
€ro CrIoCOOHOCTh 000CHOBEIBATh IIPUHATHIE PEIIeHNUS.

5. AHbIe cBeJieHHsI M (MJIH) MaTepHaJIbI

OTuer 1o IIPAKTHUKE ABJIAE€TCA OCHOBHEIM JOKYMEHTOM, XaPaKTEePU3YIOIINM pa60Ty 06yqa101.ueroc;{ BO
BpeMd IIPaKTUKH. OTYeT COCTaBISIETCS B COOTBETCTBUU C HpOFpaMMOfI IIPDAKTUKN U COOEPXKUT ClIeayrninne
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Pas3merns:

1. TUTYNBHEIA JTUACT.

2. Pabouuii rpaduk (maH) IPaKTUKY, YTBEPKIEHHEIH 3aBeAyIONMM Kadeapoil U COTrIaCOBaHHEIH C
pykosopuTeneM npakTuku oT Ky3['TY u (unu) npennpusTus.

. BBegeHue.

. BrimonHeHre MHAMBUAYATbHOTO 3aaHU.

. BriBogHI.

. CIIMCOK UCIOTh30BaHHBIX UCTOUHUKOB U JIUTEPATYPHI.

S U~ W

TpeOoBaHus K 0pOpMIICHHIO OTUETA

Pe3ynmbpTaThl MPAKTUKY JOJIKHEI OBITH O(OPMIIEHE B POPME 0TUETa, B COOTBETCTBUY C TPEOOBAHUSIMHU:

CTpaHuITH He 00BOMSITCS B paMKax, IOJIS He OTAeNSIoCS YepToi. Pa3aMeprl olel He MeHee: JIeBOTO -
30 MM, npaBoro - 10 MM, BepxHero - 20 MM u HUXKHero - 20 MM. Hymepanus cTpaHull oT4eTa - CKBO3Has: OT
THATYJIBHOTO JIUCTA [0 TOCJIeTHET0 JIUCTa IPUI0XKEHUH.

Homep cTpaHuIIbI Ha TUTYIHHOM JINCTE HE ITPOCTABIISIOT.

HoMmep cTpaHuUIIbI CTABSAT B LEHTPE HUXKHEHN YaCTU MHUCTA, TOYKA II0CIe HOMepPa CTPAHUIIB HE CTABUTCS.

CTpaHUIE, 3aHATHE TaOMUIIAMK U UIUTIOCTPALIUSIMHI, BKITIOYAIOT B CKBO3HYIO HYMepalHio.

O6beM oTYeTa IO IpPAKTHKE [AONXKeH OHTh He MeHee 16 cTpanul (6e3 yyeTa MPHUI0KEHUN)
MamrHONUCHOTO TekcTa (mpudTt 14nt, Times New Roman, yepe3 1 unTepBan). OTUET HOMXKEH OBITH
oTmevaTaH Ha ¢opmaTte A4 u mommuT. ONMUCAHUS MONMXKHBEI OBITH CXKATHMu. O0beM MPUIOKEHHUN He
PErIaMeHTUPYETCS, & UX COfepXKaHNe ONpeensieTcs 00yJaoImuMCs CaMOCTOSITETBHO.

OgopmaeHue popmya

dopMymEl HOMKHBEL OBITH 0QOPMITEHH B pefakTope ¢hopmyi. B ¢hopMynax B KauecTBe CUMBOJIOB CITEyeT
TIPUMEeHSTh 0003HaUeHUS, YCTAHOBIEHHBIE COOTBETCTBYIOIIMMHU IOCYAAPCTBEHHBIMM CTaHgapTaMu. PacueT 1o
dbopMynaM BefeTCsI B OCHOBHBIX eIMHUIIAX M3MepeHus, GOPMY/IE 3alUCHBAIOTCS CIEAYIOMHUM 00pa3oM:
CHavaja 3amuckiBaeTcs ¢popMysna B 6YKBeHHOM 0003HAYEHUH, TIOCTIE 3HAKa PAaBEHCTBA BMECTO KaXKIOH GYKBHI
TOJICTABJISIETCS €€ YUCIIEHHOE 3HAaYeHWe B OCHOBHOM CHCTEMe eIWHUI] M3MEPEHHUS; 3aTeM CTAaBUTCS 3HAK
PaBeHCTBa U 3allMCHIBAETCS KOHEYHEIY Pe3yNbTaT C efUHNLel u3MepeHus. [1ogCHeHUS CHMBOJIOB ¥ YU CJIOBBIX
k03 dunrenTos, Bxopamux B GOPMYIy, €CJIM OHU HE MOSICHEHH PAHEe B TEKCTE, NOJIKHEL OBITh IPUBEEHEI
HEIMOCPeNCTBeHHO mox ¢opMmymnoi. [ToscHeHUsT KaKOOTO CUMBOJA CledyeT HaBaTh C HOBOM CTPOKHU B TOU
TOCIIeqOBAaTENbHOCTH, B KOTOPOY CHMBOJIH TpUBedeHH B Gopmyse. [IepBas CTpoKa MOSCHEHHUS [OOJXKHA
HAYHMHATLCS CO CJIOBA «TrAe» 6e3 IBOeTOYHS IIOCIEe HEeTo.

ITepeHocuTh GOPMYyJb Ha CJEAYIOMYI0 CTPOKY AOIYCKaeTCs TONbKO Ha 3HAKaxX BHIIIOJHSIEMBIX
omepaluil, mpuYeM 3HAK B Hayaje ClefyIollell CTPOKU MOBTOPSAIOT. [Ipu mepeHoce GopMyIH Ha 3HaKe
YMHOXKEHUS IPUMEHSIOT 3HaK «X»,

dopMyia HyMePyeTCs, eCliy fajiee 10 TEKCTY oHa OymeT BocTpeOoBaHa. POPMYIIH, 3a UCKIIIOYEHUEM
bopMyn, IOMeIaeMEIX B IPUIIOKEHUH, TOIKHEI HyMEPOBaThCS CKBO3HOM HyMeparuel apabckumu nudpamuy,
KOTOPHIE 3alIMCHIBAIOT Ha YPOBHE (OPMYIIH CIIPaBa B KPYTJIBIX CKOOKax. [JomycKaeTcs HyMepalus B mpefesnax
pa3pmena. B aTom crnyyae HoMep GOpPMYIE COCTOMT M3 HOMepa pa3fefia ¥ MOPSIAKOBOT0 HOMepa (GOpPMYIIHI,
pas3meneHHbIX TOYKOH.

CCHITIKM B TEKCTe Ha IOPSOKOBHE HOMepa (GOpMys HalOT B KPYTJIEIX CKOOKaxX, HapuMep, B GopMyse
(9.1).

DopMyJIEL, TIOMEIaeMble B IPUI0KEHUIX, TOKHE HYMEPOBAaThCS OTHENBHOM HyMepanued, apabCKuMu
nmudppaMu B Ipemenax KaxmoTo NPUI0KEHHUS ¢ mobaBaeHWeM IMepeln Kaxmod nudppoi 0603HaAUYEHUS
npunoxenus. Hanpumep, dopmyna (A.1).

OgopmaeHue uaaocmpauutl

WnniocTpallMOHHBEIN MaTepuan MOXeT ObITh TPENCTaBIIEH B BUE CXeM, TpaduKoB U T.1I. UmmiocTpauy,
TIOMEIIeHHBIE B TEKCTE U MPUIOKEHUSIX 0TUETa, UMEHYIOTCS PUCYHKAMHU.

WnniocTpaliuy BEITONHSIOTCS B rpaduuecKux pegakTopax M paclosaraloTcs Mocje MepBOoM CChIIKU Ha
HHUX ¥ KaK MOXKHO 6JIMKe K CCBHIIKE Ha HUX B TEKCTE.

WnmiocTpauuy, 3a MCKIIYEHHEeM HIUTIOCTPALWil MPUIOXKEHWH, CledyeT HyMepoBaTh apaOCKUMHU
nupamMu B mpefeniax pasgena, 1u00 CKBO3HOM HyMmepauuei. Hampumep, «PucyHok 1», «PucyHok 1.1»,
«Pucysok 2.1».

CChHIIKY Ha HUJITIOCTPALMIO IaloT B CIEYIONEM BUJIE: B COOTBETCTBUU C PUCYHKOM 1».

WUnniocTpanus mpu HeOOXOOMMOCTH MOXKET MMEeTh HauMeHOBaHWE W TOSICHUTEJIbHbIE HaHHBIe
(mompucyHouHBIN TeKcT). CrioBo "PuCyHOK" 1 HauMeHOBaHUEe MOMEIIAIOT MOCe TMOSCHUTENIBHOTO TeKCTa 6e3
TOYKH B KOHIIE.

Bce pucynku ¢popmaTa 6omnbiero, 4eM A4, BHIHOCSTCS B TIPUJIOKEHUS.
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ITocmpoeHue mabauy,

CnoBo «Tabnmuia», ee HOMEP U Ha3BaHKe [TOMEINAIOT cjeBa Hapg Tabnuiei. Haspanue Tabnuiel, npu
€ro HaJIM4uy, JOJIKHO OTPaXaTh ee coflepxkKaHue, ObITh TOYHHIM, KpaTKuM. Ha3BaHnue TabauIbl 3aIUCHBAOT
yepes3 THpe 1mociie cioBa «Tabnuia» ¢ mponucHoM 6yKBE 63 TOUKM B KOHIe. Hampumep: «Tabnuma 2.1 -
TexHu4eCcKue NaHHBIE».

3aronoBku rpad ¥ CTPOK TAONUIEI MUMIYTCS C IPOIUCHOM GYKBHL, @ MTOA3ar0JIOBKY rpad- CO CTPOUHOH
OyKBEI, €CJIM OHU COCTABIISIOT ONHO NIPEJIOKEHNEe C 3ar0JIOBKOM, UITH C IIPONUCHON OYKBEL, €CIA OHU UMEIOT
CaMOCTOSITEJIbHOE 3HaYeHKe. B KOHIIe 3ar0oJI0BKOB U MOM3ar0JIOBKOB TaOIMIl TOYKHM HE CTABST. 3aT0JIOBKH U
TI0[I3aroJIoBKU rpad yKashBaloT B eIUHCTBEHHOM YUCIIE.

3aroJyioBKu Trpad 3amuCHBAIOT TapajllebHO CTPOKaM Tabmuilsl. [ITpu HE0OXOMMMOCTH OOMYCKAeTCs
[IepIEeHANKYIIPHOE PACIIOIOKEHNE 3aTr0JI0BKOB Ipad.

Tabnuiy B 3aBUCHMOCTY OT ee Pa3Mepa IIOMeIIaloT 107 TEKCTOM, B KOTOPOM BIIEPBEIE laHa CCHUIKA Ha
Hee, UJIM Ha CJenylollell cTpaHUuIle, a IpU He0OOXOOUMOCTH, B NIPUJIOKEHUU K NOKYMeHTy. [JomycKaeTcs
IIOMEINATh TabIUIly BIOJb OJINHHOU CTOPOHEI JINCTAa JOKYMEHTA.

Ecnu B KOHIle CTpaHWIH TabnuIla IPEPHIBAETCS, €€ MPONOIKeHNEe IMOMEIIAT Ha CIegyiouen
ctpanure. Ilpu nmepeHoce TabIuUIb HA APYTYI0 CTPAHUIY Ha3BaHUE IMIOMEIIAIOT TOJBKO HAM IEPBOM YaCThIO
tabnuel. CnoBo «Tabuia» yKa3kBalOT TOJIBKO ONUH Pa3 CIeBa Hal MePBOM YaCThIO TAGIMIEL 8, HAR APYTUMHA
YacTSIMU TUIIYT cjIoBa «IIpomokeHre TaGNUIE» C YKa3aHUEM HoMepa TaOIuIlHL.

Bce Tabnuiel, 3a UCKII0OYEHNEM TA0INI IPUIOKEHUM, HYMepyIOTCSA apabckumu IubpaMu CKBO3HON
HyMepanuei. [lonyckaeTcsa HyMepoBaTh TaOnULEl B Ipefeiax pasfena. B aToMm ciydae HoMep Tabmulbl
COCTOUT U3 HOMepa pa3fielia ¥ IOPSOKOBOTO HoMepa TalIUIlE, pa3neleHHOTO TOUKOH.

Tabnuubl KaXmoro NMpUIIOXeHUs 0003HAYAIOT OTHENbHOM HyMepaluel apabckumu nudpamu C
mobaBnenus nepen nudpoi 0603HAUEHNS IPUIOKeHUs, HanpuMmep, «Tabnuia A.1», ecnu oHa puUBeneHa B
TIPUJIOKEHUH A.

Ha Bce TabuImbl JOKyMeHTa [JOJIKHEI OBITh IPUBEAEHE! CCHIIKK B TEKCTE, IIPH CCHIJIKE CJIOBO «TabiIuIia»
TIUIIEeTCS IOJIHOCTRIO C YKa3aHUeM ee HoMepa.

OgopmaeHue cnucka aumepamypbl

CHuCOK IUTepaTypH ABIsSeTcs 00s3aTeIbHEM (HEHYMepOBaHHEIM) Pa3[esioM oT4eTa, 0bopMIseTcs B
cootBercTBum ¢ 'OCT 7.1-2003 "CucteMa CTaHOApPTOB 10O MHGOPMAaIUK, 6UOINOTEYHOMY U U3AATETbCKOMY
meny. Bubnumorpaduueckas 3amuch. bubnuorpaduueckoe onucanue. O6mue TpeOGOBaHUS U HpaBuUia
COCTaBJIEHU", BKIIIOYAETCS B COfepKaHue oTYeTa.

CouCOK [ONXKEH COfmepXkaTh CBeAeHUsT 000 BCEX MCTOYHMKAX, MCIIOIb30BAHHBIX IMIPU COCTABIEHUU
oTyeTa. PacmonaraTh UCTOYHUKYU B CIUCKE PEKOMEHAYETCS B NOPAOKe NOSIBJIEHUS CCHUIOK B TEKCTe.
B03M0XKHO U IpyToe pa3pelleHHOe HOPMaTUBHEIMYU JOKyMEHTaMU PACIIOIoXKeHNe UCTOYHUKOB B CIIUCKE.

OgopmaeHue npuaodxceHull

[Tpunoxenus: opopMISIOT KakK IPOLOIKEHNE 0TUeTa M IOMEIAloT B KOHIle OTYeTa B IIOPSIAKE CCHUIOK
Ha HUX B TEKCTe. B TeKCTe oTueTa Ha BCe NPUTIOKEHUS NOIKHE OBITH HaHHE CCHUIKU. Kaxmoe npuoxeHue
cliemyeT HaYMHATH C HOBOTO JIUCTa C YKa3aHUEM Ha Bepxy nocpepguHe ctpaHuisl ciosa «[IPUJIO2KEHUE» u
ero ob6o3nHauenus, Hanpumep, «IIPUJIOKEHUE A». ITpunmoxeHne OOIXHO UMETh 3ar0JIOBOK, KOTOPHIH
3aMUCHBAETCS CHMMETPUYHO OTHOCUTENIBHO TEKCTA C IPOIMCHOM OYKBHI OTHEIBHOM CTPOKOM.

[Tpunoxenus 0003HAYAIOT 3arjJaBHEIMU OykBamu andaBuTa, HauyuHasg ¢ A, kpome OykB E, 3, 1,0 4 b,
bl, b. Honyckaetcst 0003HaueHue IPUII0KeHNs OyKBaMy JIaTUHCKOro andasuTa, 3a uckimoyerneM 6yks I u O.
[TpunoxkeHus BHIIONHSAIOT Ha nucTax ¢dopmara A4, A3, A4X3,A4x4, A2, A1 o I'OCT 2.301.

[TpumnoxeHus DOJXKHEL UMETh OOLIYIO C OCTAIbHOM YaCThI0 TOKYMEHTa CKBO3HYI0 HyMepaluio CTPaHUII.
Bce mpunoxeHus MONKHE OHTh II€PEYUCTIEHHE B COLepKaHUM OTYETa U C yKalaHUeM UX HOMEDPOB U
3aroJIoBKOB.

[lokyMeHT noanucaH ycuneHHowm

KBaNMOULMPOBAHHOW 3MNEKTPOHHOW NOAMUCHI0

Axkosnes Anekcen Hukonaesmy

SEOEPAJIbHOE IOCYOAPCTBEHHOE BIOOXXETHOE OBPA3OBATEJIBHOE
YUYPEXOEHWE BbICWWEO OEPA30BAHNA "KY3EACCKIN
rOCYOAPCTBEHHbIN TEXHUYECKN YHUBEPCUTET UMEHW T.®.

FTOPBAYEBA"

021B90412E40D45F100EE1E7CB83EEF3
Cpok gencteus ¢ 12.05.2025 go 05.08.2026
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